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Abstract

The modernization of the electric power grid via the incorporation of smart systems and devices driven
by information and communication technology (ICT), has been conceived as a major feat towards the
realization of the smart grid vision. The smart grid advanced metering infrastructure (SG AMI) is an
integrated network comprising smart meters, communication networks, and other numerous intelligent
electronic devices. The SG AMI provides multi-way communication between energy consumers, grid
operators, energy suppliers, and other authorized third-party operators, who may be responsible for
billing, metering data management, and other grid control operations. The SG AMI provides new
functions, which were either impossible previously or had to be done manually. For instance, energy
consumption reading can be taken remotely, hence, making the task of visiting consumer’s apartments

for the same purpose unnecessary.

Consequently, the deployment of the AMI will greatly improve the reliability of the grid and reduce
the costs of power delivery. However, it will expose the grid to cyber threats, vulnerabilities, and
attacks that may have severe consequences for the smart grid. On one hand, this could lead to system
failures with a serious cascading effect that could result in massive blackout and destruction of grid
infrastructures. On the other hand, sensitive customer’s personal information can be hijacked by
cyber-criminals for some malicious and fraudulent intentions. In addition, a compromise of AMI’s
communication networks or associated information management systems may allow an attacker access
to the control information that can be corrupted and used to threaten the availability of the data in the
system. This can consequently lead to a serious violation of the integrity of the system. These concerns
about security and privacy are huge and can undermine the smooth functioning of the AMI and the

smart grid at large.

The focus of this thesis is to propose solutions to the security and privacy challenges facing the SG
AMI which will help in realizing the full potentials and benefits of the AMI. Firstly, cybersecurity
problem bothering on data availability attacks against the SG AMI network is investigated. Problems

resulting from data availability attacks against the SG AMI will be compounded by an anticipated
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Abstract

increase in the voluminous amount of data traversing the network and beyond. This will bring an
additional burden for storage and computations on the network. In dealing with these issues, a cloud-
based OpenFlow firewall was proposed in this thesis not only for the mitigation of the effects of data
availability attacks but also to provide an increased capacity for the AMI with regards to computations
and storage. The proposed solution utilizes the concept of software-defined networking which makes
it easy for controls to be enforced in the network. An added advantage of the proposed solution is that
infrastructures can be abstracted using virtualization technologies. This can increase the scalability
of the network and eliminates the need for the procurement of on-premises hardware in the event of
network expansion. The OpenFlow firewall was designed with Riverbed Modeler and performance
evaluation of the firewall was carried out using extensive simulations. Simulation results show that the
designed firewall can be used to mitigate the effects of a volumetric distributed denial of service (250
Gps) attack against the AMI and provide QoS guarantee for the network in an attack scenario. The
effectiveness of firewall security for the AMI was also analyzed in this thesis using a mathematical
tool called PRISM model checker. This tool was used to model the AMI network and to carry out the

performance of firewall security under different detection probabilities.

Secondly, a cloud-based system model for the SG AMI leveraging on the features of quantum key
distribution (QKD) cryptography was proposed. The proposed model incorporates carefully designed
protocols based on symmetric cryptosystem only. The previously designed OpenFlow Firewall was
also incorporated into the model to provide comprehensive security and privacy solutions for the SG
AMLI. The proposed model was necessitated by the fact that without quantum safe encryption which
can be provided by QKD, data transmitted over a network would be vulnerable to eavesdropping of the
data and/or the security keys. In addition, most protocols proposed for the SG AMI are based on PKI
which guarantees security depending on the computational complexity of the protocols. However,
this study reveals that most of those protocols adjudged to be secure today would be broken easily
by quantum algorithms. This is the key motivation for incorporating into the designed model only
protocols based on symmetric cryptosystem. It was shown in this study that the QKD is a lightweight
key distribution protocol and therefore suitable for the cloud-based SG AMI. Its security strengths

against eavesdropping attack were verified through simulations and have been adjudged to be strong.

Finally, the problem of privacy in SG AMI is investigated further in this research work. Research has
shown that machine learning algorithms applied to end user’s consumption data can reveal sensitive
information which can be exploited by cyber-criminals to launch various kinds of attacks on
electricity consumers. Data aggregation is a popular approach utilized for reducing privacy breaches

in the AMI network. This approach relies on the popular assumption that aggregated metering data of
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Abstract

a group of consumers are sufficient for data recipients to perform their duties. Unfortunately, this
approach usually relies on cryptographic algorithms which increases the overhead on computations
and communication for the network. This often drives the network to a congestive state, thereby
resulting in delays which can minimize the task of a cyber-criminal targeting the availability of data
in the network. The congestion problem was tackled in this work by designing a robust
state-of-the-art communication architecture herein referred to in this thesis as Ring Triangulation
Communication Architecture (RTCA). Congestive scenarios in Wireless Fidelity (Wi-Fi) and ZigBee
wireless communication technology standards were modeled. The designed architecture was then
applied to those networks and its performance was analyzed through extensive simulations. The
results of the simulations show that notwithstanding the congestive effects of data aggregation, the

designed architecture provides a good QoS guarantee for the two considered networks.
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Introduction

1 Introduction

1.1 Introduction

The smart grid is considered by many as one of the most complex cyber physical systems to be
conceived in history. According to [1], smart grid is the term applied to a class of technology
designed to modernize the existing utility grid to intelligently and efficiently respond to available
power generation, power transmission, and consumer demand. Fig. 1 shows a framework containing
the components of the smart grid which are made up of energy infrastructures, ICT
technologies/resources and potential applications [2].  This framework which incorporates
technologies like the advanced metering infrastructure (AMI) agrees with the conceptual model for
the smart grid developed by the National Institute for Standards and Technology (NIST) [3]. The
advanced metering infrastructure is believed to be the most fundamental component of this complex
smart grid network. Fig. 2 shows the recommended AMI architecture which was the first initiative
for standardization in South Africa, to guide Eskom and Municipalities in their requirements for an
AMI deployment [4]. The deployment of technologies like the SG AMI will greatly improve the
reliability of the grid and reduce costs of power delivery. With the smart grid advanced metering
infrastructure, accurate meter readings can be delivered remotely and timely too. This can reduce to
the barest minimum or even eliminate inaccuracies and estimations in meter readings and billings.
Utilities are also able to perform remote connections or disconnection in a timely manner. In
addition, the AMI provides capabilities for time-of-use metering, pre-paid billing, and tamper
detection. These capabilities will definitely increase revenue generation and lower operational costs
for utilities and grid operators. Unfortunately, the dependence of the AMI and similar technologies

on cyber resources will expose the smart grid to various threats, vulnerabilities, and
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cyber-attacks [5—-7]. While the attack surface for the AMI can be high, this thesis is more concerned
about threats, vulnerabilities, and attacks targeting the security and privacy of metering data, billing
information and control commands. These are the core information exchanged in SG AMI and
beyond. Violating the security and privacy of these core information can be costly to the consumers
and utilities. Solutions that seek to protect this core information with respect to confidentiality,
integrity, and availability, is the main focus of this thesis. Confidentiality requires that unauthorized
persons must be prevented from obtaining the data. The integrity of the data requires that
unauthorized persons must be prevented from modifying the data. On the other hand, availability
entails that the data must be made available to authorized persons in a timely manner. In addition, the
data must be processed or transmitted in such a way that legitimate network users are not starved of
resources. While a compromise on any/all of the three previous objectives could also result in
violation of privacy, an additional requirement on privacy entails that data must be used for the
purpose for which they were sought for and must be retained for only the period necessary for the

fulfillment of the contractual obligation for which the data was sought for in the first instance.
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Fig. 1: Smart grid framework with associated technologies and applications [2]

This thesis will therefore help to expand knowledge in the domain of smart grid AMI cyber-security.

This was done by proposing security solutions that can mitigate the effects of cyber-attacks targeting



1. Introduction

availability, integrity, confidentiality of consumption data/grid control information and the privacy of
consumers connected to the network. In the succeeding sections of this chapter, discussion on the
motivation for the study, aims and objectives of the study, scope of the study/thesis statement, thesis
organization, and contribution of the thesis were presented. Each chapter of this thesis offers an insight

into the contents, objectives and the depth of work carried out.

1.2 Motivation for the study

Like other traditional networked systems, vulnerabilities, threats, and cyber-attacks targeting the SG
AMI if not detected early, and stopped in a timely manner can be exploited and launched by
experienced cyber-criminals to cause the failure of some critical infrastructures of the smart grid.
Experience has shown that it is not easy to recover from the effects of such attack. In other words,
this can result in a total blackout that can lead to serious economic consequences depending on the
cascading effect of such failure. It can also result in a serious network downtime for the entire
network that can last for days if the necessary security measures were not put in the right places. In
such a situation, the availability of data needed for billing or for urgent control decisions will be

severely threatened. This situation will surely hamper the smooth functioning of the system.

Furthermore, the transmission and re-transmission of end user’s energy consumption data from
consumer’s apartment to utility companies, authorized third parties responsible for billing and control
stations can bring up routes for vulnerabilities that can violate the privacy of end users. In addition,
End user’s consumption data stored for load profiling purposes which are needed for energy
management system (EMS) operations can be stolen or hacked by cyber criminals for fraudulent
purposes. As a result, sensitive end user’s data such as names, users address, and other personal
information can possibly be obtained by unauthorized persons. Currently, there is a general fear
amongst final consumers that this sensitive information can be used against them probably for
litigation purposes or for launching different degrees of robbery attacks on them. This might
encourage final consumers to resist the mass deployment of the AMI in many countries if these
current issues remain unresolved. This situation is further compounded in many countries like South
Africa where a bill known as Protection of Personal Information (POPI) has been signed into Law
since 2013. This implies that private as well as corporate organizations including Eskom and
municipalities in charge of electric power distributions must comply with the bill in their ongoing

mass deployment of AMI in the country.

Finally, this thesis is also motivated by the fact that many proposed solutions for the security and
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privacy of an SG AMI were done without giving proper consideration for legislation and
standardization efforts from regulating bodies in different countries. For instance, many of the
proposals found in the literature on data aggregation for the AMI were designed for one entity data
recipient. However, many AMI architectures proposed by standard bodies in different countries were
designed for multiple data recipients as can be seen [4]. As a result, the general structure of the AMI
used for this research study is presented in Fig. 2. The adopted structural model of the AMI
comprises three main sections which include: end users, communication and back end systems. End
user’s devices such as smart meters, in-home-displays (IHDs) and other intelligent electronic devices
(IEDs) are usually located at the end users section. These devices connect to the Home Area Network
(HAN). The HAN can expand to bigger networks like Neighborhood Area Network (NAN) or Wide
Area Networks (WAN) depending on the population of connected end users. The end user domain
connects to back end systems through a communication network (based on Wi-Fi, ZigBee, etc) and
the appropriate gateway from the end user’s side (HAN GW, NAN GW and WAN GW). In other
words, the communication side is responsible for transmitting data from end users domain to the
back end systems. Finally, the back end systems is responsible for storing and processing of

consumption data or control information.
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Fig. 2: General structure of AMI used in this study

1.3 Aims and Objectives of Study

The general aim of this research is to propose novel solutions that can make the SG AMI more resilient

against cyber-attacks, threats, and privacy violations so that the full benefits and potentials of the AMI
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can be fully realized. Specifically, the objectives of this thesis include:

1. To critically review the existing cloud-based solutions for the smart grid advanced metering

infrastructure with a focus on cybersecurity solutions.

2. To carry out a systematic review of data aggregation schemes with the intention of discovering

how it can be enhanced and applied to an SG AMI based on Wireless Fidelity (Wi-Fi) standard.

3. To analyze the security strengths of ZigBee in order to ascertain the possibility of enhancing it

and applying it to the SG AML.

4. To propose a data aggregation scheme for secure transfer of energy consumption data in a Wi-Fi

based SG AMI network.

5. To propose congestion minimizing scheme for enhanced data aggregation in an SG AMI

network based on ZigBee wireless standards.

6. To propose a cloud-based firewall for mitigation against data availability attacks in a smart grid

advanced metering infrastructure.

7. To propose a cloud-based SG AMI system model leveraging the features of quantum key

distribution that can enhance confidentiality, integrity, and availability of metering/control data.

8. To provide a quantitative analysis of firewall security in the face of data availability attacks (

like distributed denial of service attacks) in smart grid AMI networks.

1.4 Scope of Study and Thesis Statement

There are indeed many cyber-security challenges in the entire smart grid network starting from the
generation system down to the distribution system. Enhancing security of the AMI which is located
within the distribution system of the smart grid would enhance the efficiency and reliability of the
grid. As a result, the focus of this thesis shall be limited to the distribution system domain with

specific attention given to the advanced metering infrastructure network.

Just like the entire smart grid, SG advanced metering infrastructure network has a lot of cyber-threats
targeting the network and its ICT driven infrastructure. These threats affect the integrity and
confidentiality of data/information traversing the network and can also result in a delay or outright
denial of these data when needed. In addition, the privacy of energy consumers can be grossly
violated. The effects of these cyber-threats can be mitigated by leveraging on the potentials of cloud

computing and the use of properly designed data aggregation schemes.
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In this thesis, a state-of-the-art review of data aggregation schemes proposed for the SG AMI was
carried out and open issues were highlighted and discussed appropriately. It was discovered from
literature review that data aggregation improves security and privacy in the network but can lead to
congestion in the network. A robust communication architecture was designed for enhanced data
aggregation. This architecture was then applied to IEEE 802.11 and ZigBee (IEEE 802.15.4) wireless

standards respectively.

A systematic review on the potentials of using cloud computing for improving the security of the SG
AMI network was carried out in this thesis. Research gaps discovered from the review led to the design
of openflow firewall for the mitigation of data availability (DDoS) attacks. A quantitative analysis of
firewall security was also carried out to understudy the performance of the firewall. Further, a cloud-
based system model was also proposed. The proposed system model uses the features of quantum key
distribution to enhance security and privacy in the network. The details of the extent of work done in
terms of performance analysis of the security solutions proposed in this thesis has been specified in
section 1.5 covering the organization of this thesis while taking note of extended comparative analysis

of the proposed solutions for possible future research.

1.5 Thesis Organization

The thesis is made up of ten chapters. With the exception of chapter one and chapter ten, other eight
chapters contain the published papers which have been earlier declared in this chapter. However, it is to
be noted that some of the chapters are slightly different from their published forms. Brief explanations

concerning the contents of the thesis chapters have been provided below:

Chapter 1: General Introduction- This chapter presents a general introduction to this thesis. It offers

insights on the motivations, objectives, scope, and depth of work carried out in this thesis.
Chapter 2: An Overview of Data Aggregation Schemes in a Smart Grid AMI Network.

In this chapter, a systematic review of the state-of-the-art on data aggregation schemes proposed for
the smart grid advanced metering infrastructure is presented. In addition, this chapter contains threats
analysis of SG AMI security objects and basic concepts of cryptographic building blocks usually
utilized in the design of data aggregation protocols. This chapter also contains highlights and

discussion on open research issues on data aggregation for the SG AMI.
Chapter 3: ZigBee-Based SG AMI- Overview of Security Issues

In this chapter, an exhaustive analysis of the security strengths and potential vulnerabilities of ZigBee
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was presented. This chapter contains an overview of the state-of-the-art of research on ZigBee based
SG AMI with appropriate categorization and classification of research proposals into different
domains. Finally, open issues that can be addressed to enhance the security of ZigBee based SG AMI

were included and discussed.

Chapter 4: Smart Grid AMI: Overview of Cloud-Based Security Solutions- This chapter presents an
overview of cloud-based solutions for the smart grid advanced metering infrastructure network. It
contains a review of the potentials of cloud computing for the smart grid. The focus of this chapter
is on cloud-based security solutions for the SG AMI. Open research issues on cloud-based security

solutions for the SG AMI were highlighted and discussed.

Chapter 5: Data Aggregation in Smart Grid AMI Network for Secure Transfer of Energy Consumption

Data.

This chapter presents enhanced data aggregation for the SG AMI for a secure transmission of end
user’s consumption data. This was achieved by designing a state-of-the-art communication
architecture referred to as Ring Triangulation Communication Architecture (RTCA). This
architecture was then utilized for improved data aggregation using a Wi-Fi (IEEE 802.11)
communication standard as a case study. The discovery made from literature carried out in this thesis
shows that data aggregation protocols can be used to enhance security and privacy in SG AMI
network. However, these data aggregation protocols impact negatively on the network by increasing
the overheads in communications and computations; thereby driving the network to a congestive
scenario in the absence of a robust congestion control scheme implemented in the network.
Therefore, a comparison of the proposed scheme and transmission control protocol (TCP) congestion
control schemes that have been proposed in the literature, and implemented in IEEE 802.11 wireless

network standard is included in this chapter.

Chapter 6: Congestion Minimizing Scheme for Enhanced Data Aggregation in ZigBee-Based Smart
Grid AMI Network.

In this chapter, the previously designed Ring Triangulation Communication Architecture (RTCA)
was utilized for an enhanced data aggregation in a ZigBee based SG AMI. The RTCA was therefore
re-configured to suit the protocol specifications of ZigBee (IEEE 802.15.4) at the appropriate layers
of the network. The analysis done in this chapter also focused on important quality of service (QoS)
that can be affected by a congestive network scenario since data aggregation worsens congestion in
communication networks. Two ZigBee congestion control schemes proposed in the literature were

compared with the proposed scheme. The two ZigBee congestion control schemes are ZigBee



1. Introduction

Congestion Control Frame (ZCCF) and ZigBee Time Congestion Control (ZTCC).

Chapter 7: A Cloud-Based OpenFlow Firewall for Mitigation against DDoS Attacks in an SG AMI

Networks.

This chapter presents the design of an OpenFlow firewall for the mitigation of distributed denial of
service (DDoS) attacks on an SG AMI. This contains demonstrations of the security strengths (with
regards to QoS features) of the designed firewall and how it can be leveraged on for instant detection
and mitigation of DDoS attacks in an SG AMI in an attack scenario. The performance analysis of the
proposed openflow firewall was presented in two ways with respect to some important QoS. In the
first scenario, comparative analysis was done between the proposed grid openflow firewall (GOF) and
non-grid openflow firewall. In the second scenario, the GOF was compared with two major classes of
firewalls proposed in the literature. The two classes of firewall considered include VLAN based
access firewall and IP Gateway based firewall. It is to be noted that the proposed GOF was designed
principally for the mitigation of data availability (DDoS) attacks against the SG AMI. In other words,
analysis of proposed firewall with respect to other attacks against integrity and confidentiality is

beyond the scope of this chapter.

Chapter 8: Enhancing the Security of a Cloud-Based Smart Grid AMI Network by Leveraging on the

Features of Quantum Key Distribution.

In this chapter, a cloud-based SG AMI system model leveraging the features of Quantum Key
Distribution (QKD) is presented. This key distribution scheme is compatible with the designed
OpenFlow firewall and compliments the security features of the firewall. In other words, cyber
security objectives such as confidentiality, integrity and availability will be enhanced with the
proposed cloud-based SG AMI system model. Performance evaluation of the protocols incorporated
into the proposed system model in terms of overheads in communication and computations was
carried out in this chapter. The performance evaluation results from the proposed system model were

also compared with similar results from proposals in the literature.

Chapter 9: Quantitative Analysis of Firewall Security under DDoS Attacks in Smart Grid AMI

Networks.

In this chapter, an SG AMI network was modeled using PRISM and a probabilistic best- and
worst-case analysis of the firewall security with regard to DDoS attack success under different
firewall detection probabilities was carried out. The results from this quantitative analysis can be
useful in determining the extent the DDoS attack can undermine the correctness and performance of

a cloud-based firewall. In addition, the study can also be helpful in knowing the extent a firewall can
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be improved by applying the knowledge derived from the worst-case performance of the firewall.
Chapter 10: Conclusion and Possible Future work.

This chapter concludes the research undertaken in this thesis with a detailed appraisal of the
contributions, significance, and recommendations. In addition, recommendations for possible future

research work were highlighted.

1.6 Thesis Contributions

The novel contributions of this research work can be summarized as follows:

e Proposed a cloud-based OpenFlow firewall for mitigation against distributed denial of service

(DDoS) attacks in an SG AMI.

Previous proposals on solutions to the challenges arising from security and privacy violations
for the SG AMI have relied heavily on cryptographic algorithms. While these solutions have
enhanced the confidentiality and integrity of data/information traversing the SG AMI, they have
not contributed significantly in reducing the challenges posed by cyber-attacks targeting the
availability of these data/information. Instead, those solutions often times lead to an increase in
the overheads on computations and communication for the network, thereby leading to delays
that abate cyber-criminals with intention of attacking the availability of these data. The proposed
openflow firewall was designed in Riverbed Modeler by leveraging on the features of software
defined networking (SDN) which allows for the virtualization of a programmable network using
C++ support embedded in Riverbed. The efficacy of this firewall was tested against a 250 Gbps
DDoS volumetric attack. The performance of the grid opeflow frirewall was comapared with
non-GOF, VLANSs access based firewall, and IP Gateway based firewal. Simulation results
showed that the firewall outperformed other firewall types and can be used for instant detection
and mitigation against DDoS attack. The proposed firewall can also be used to improve the
quality of service (QoS) of the network in an attack scenario. This proposed GOF has been

published in IEEE Xplore.

e Proposed a cloud-based key distribution scheme for the SG AMI utilizing the features of

quantum key distribution (QKD).

Previous researches on key distribution schemes found in the literature were not designed for a
cloud-based SG AMI. In addition, the QKD scheme which has been adjudged by many

researchers to be a very strong protocol was originally designed for a two-party system (sender

10
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and receiver) communicating over a channel. The design of a cloud-based SG AMI system
model using the security features of quantum key distribution to suit a multi-party system as in
the case of a cloud-based network was an important contribution of this chapter. Further, the
proposed system model design incorporated lightweight authentication protocols at the upper
cloud layers and a data aggregation scheme based on homomorphic encryption and (other
symmetric encryption schemes) at the root cloud to preserve the privacy of high-frequency data
needed for profiling or for other grid control purposes. Privacy analysis of the proposed model

shows that security and privacy can be enhanced in the SG AMI.

Performance evaluation of the Incorporated protocols showed considerably lower overheads in
terms of communications and computations when compared with similar protocols proposed in

the literature.

Finally, it should be noted that all the incorporated protocols rely on symmetric keys that must
be generated by running the BB84 protocol. Unfortunately, literature has revealed that the
security of symmetric based protocols can be compromised if symmetric keys are generated
with insufficient key material. This is because the key generation process can be affected by
eavesdropping attack which can be launched by Eve. The simulation of the BB84 protocol
carried out in this chapter revealed an optimum range for the bias ratio which can be utilized by
the sending party (Alice) to generate symmetric keys with sufficient key material. This is also
an important contribution from this chapter. The proposed system model for SG AMI has been

published in a UKZN DOHET accredited Journal.

Proposed a Ring Triangulation Communication Architecture (RTCA) for enhanced data
aggregation in smart grid AMI network. The contribution from RTCA resulted in two

publications in two UKZN DOHET accredited Journals.

1. The problem of congestion that normally results from data aggregation was tackled using
Ring Triangulation Communication Architecture (RTCA) which was designed in
Riverbed Modeler and then applied to IEEE 802.11n wireless network standard. In
designing the RTCA some important components were introduced in Riverbed and
modeled with C++ engine in the software. In order to ensure the secure transfer of user
consumption data, data minimizing function (DMF) algorithms based on homomorphic
encryption were formulated and applied to the designed architecture. The proposed
scheme was compared with TCP congestion management schemes proposed in the
literature and already implemented in the IEEE 802.11 network standard with respect to

some important quality of service (QoS). Results showed that the proposed scheme

11
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delivered a better QoS than the TCP congestion management schemes present in the
wireless network standard under consideration. Previous proposals on data aggregation
for the SG AMI have not applied their aggregation protocols to network standards
recommended for the SG AMI. Such authors usually justify their proposals by analyzing
the overheads due to communications and computations resulting from the cryptographic

primitives utilized in their protocols.

. The designed RTCA was also applied to a ZigBee-based smart grid AMI network for
enhanced data aggregation which will minimize congestion in the network. Research has
shown that there is no efficient mechanism for congestion management in the current
ZigBee standard. In order to overcome this shortcoming, the designed RTCA was
reconfigured to conform with the ZigBee protocol specification at appropriate network
layers. This robust and resilient communication architecture was implemented with a
well-constructed ZigBee data and its aggregation algorithms. The quality of service
(QoS) results from this proposed scheme outperformed the ZigBee Congestion Control
Frame (ZCCF) and ZigBee Time Congestion Control (ZTCC) schemes proposed in [8] in

terms of latency and average throughput.
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1. Introduction

Abstract

In a fully evolved smart grid advanced metering infrastructure network, grid operators, energy
suppliers and other third party operators can be granted access to end users consumption data for
purposes such as billing and other grid control operations. This will help to optimize smart grid
operations and maximize energy consumer’s benefits. However, uncontrolled or unauthorized access
to consumption data may put energy consumer’s privacy at risk. This is because end user’s energy
consumption data can be profiled when collected at a high frequency and then subsequently used to
make reasonable inferences about the private life of energy consumers. Aggregation of energy
consumption data has been a popular research approach towards preserving the privacy of energy
consumers. In this paper, we present a survey of different schemes using data aggregation approach
for preserving the privacy of energy consumers in a smart grid AMI network. At the end, open

research issues are highlighted and discussed.

1 Introduction

The smart grid advanced metering infrastructure (SG AMI) is a technology designed to modernize
the traditional electricity network. With the SG AMI, conventional mechanical meters are replaced
with smart meters and other intelligent electronic devices (IEDs) which help in the measurement,
collection and analysis of energy consumption data. The SG AMI is also designed to provide
multi-way communication paths between energy consumers, smart grid operators and other
authorized and trusted third party operators [1]. The National Institute for Standards and Technology
(NIST) prioritized the AMI as an important functionality in the implementation of the smart grid
vision [2]. Experiences from many countries like Italy have shown that the implementation of the
AMI can bring some advantages which include reduction in the costs of operations [3]. For instance,
periodic readings of user’s energy consumption can be taken remotely, thus, eliminating the need for
the engagement of persons who perform this task by visiting consumer’s apartments. This technology
will not only benefit utility companies as consumers will have options of leveraging on AMI’s
demand response features to switch off their high consuming appliances during peak periods. This
will evidently help energy consumers to save a lot of money. Very importantly, the AMI eliminates
monotony and creates a competitive market by involving trusted third parties who may be involved in
supplying energy to consumers or in-charge of billing and other related operations. A summary of

SG AMI’s advantages to consumers, energy suppliers and utility has been presented in Fig. A.1.
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Unfortunately, the introduction of the AMI into the smart grid vision raises new issues relating to
the violation of the privacy of energy consumers. Research has shown that energy consumption data
collected at high frequency can be profiled and consequently used to make reasonable inferences or
draw accurate conclusions about the private life of energy consumers. Fig.A.2 provides an illustration
which shows how smart meter consumption data can be used to predict with near certainty the private
behaviours of consumers using machine learning algorithms [4]. From Fig. A.2, it can be clearly
seen that consumer’s activities such as working hours and vacation periods can be predicted with
ease and this can be beneficial to cyber criminals who can utilize such knowledge to further launch
various degrees of attack against consumers. In addition, such highly classified private information
can be used by insurance companies or/and energy suppliers for price discrimination against energy

consumers.

Currently, there are many privacy-related legal frameworks in many countries today which are geared
towards the protection of private data. In the United States for example, there is a lack of privacy
regulations for smart metering data at the federal level [5]. However, attempts have been made by
states like California, Colorado, Ohio and Oklahoma [6] through their respective public utilities
commissions to introduce the concept of smart metering data privacy into their privacy-related legal
frameworks. Similarly, the protection of personal information (POPI) has been enacted into law in
South Africa since 2013 [7]. It is expected that all personal information which includes smart
metering data should be regulated in the way and manner they are processed, how long they are to be
retained by authorized parties and in ensuring that personal data must be used for the purpose for

which they were collected in the first instance.

Unfortunately, there are some drawbacks from these privacy frameworks as there are no guarantees
that data owner’s consent would be sought and obtained before such data can be released to either
public or private organizations in need of them. Another conflicting issue with regards to data owner’s
consent is the fact that legislations on data protection makes processing legal for the fulfillment of
legal or contractual obligations such as billing, energy supplies or even for ensuring network stability.
It is therefore safe to state that these privacy frameworks/policies cannot effectively prevent privacy
violations expected against energy consumers. In other words, privacy-preserving technologies such
as data aggregation techniques which can prevent a lot of privacy violations before they happen are
highly desirable. In this, paper, a comprehensive survey of data aggregation schemes proposed for
enhancing the privacy of energy consumer’s data is carried out. At the end of this survey, open research
directions on data aggregation in a smart grid AMI have been highlighted and discussed. The rest of

this paper is organized as follows: section 2 contains necessary backgrounds including cryptographic
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Fig. A.1: Benefits of advanced metering infrastructure

building blocks utilized in designing data aggregation protocols. In section 3, an extensive review
of data aggregation protocols found in the literature is carried out. Section 4 contains open research

issues and future challenges while section 5 contains the conclusion of this study.

2 BACKGROUND

2.1 Advanced Metering Infrastructure and Associated Technologies

The advanced metering infrastructure incorporates smart and intelligent electronic devices (IEDs)
and communication technologies that help automate metering functions which in the past were
accomplished manually and involved intensive operations. The AMI has been integrated with some
advanced customer-based technologies which enable power utilities to offer new rate options that
produce good incentives to customers, thus, motivating them to reduce their energy consumptions
during peak periods. In other words, the AMI and the customer-associated technologies work
together to automate functions and improve demand side management. The flow of the relationship

between these AMI functions and their associated technologies is presented in Fig. A.3. These
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Fig. A.2: An illustration showing how appliance load signatures can be used to predict the private life of users [4]

technologies include but are not limited to the following:

e Information Technologies: With these technologies, customers can be encouraged to better
manage their electricity consumption. This can be done by providing them with near real-time
data about their electricity consumption and costs through technology platforms like in-home
displays (IHDs), web portals, and text/email. Such technologies can provide information in
amazing ways which are capable of providing understanding and insights about actions that

can save energy and reduce bills.

e Communication Networks: The installation of the AMI necessitates the installation of new
communication networks and/or the upgrade of existing ones. These networks ought to be as
robust as possible considering the voluminous amount of data that need to be transmitted from

the AMI smart meters to the AMI back-end systems and other authorized third parties.

o AMI Back-End Systems: The AMI back-end systems are involved in advanced operations that
ensure the smooth functioning and the stability of the smart grid. They are in-charge of
functions like billing, meter data management and other grid control operations like power

quality monitoring.

o Smart Meters: The smart meters are the most fundamental and core element of the AMI. The
smart meters provide functions such as measuring customer electricity consumption at
intervals which varies from 5, 15, 30, or 60 minutes. They can also be used to measure voltage

levels; and monitoring the on/off status of electric service. Fundamentally, smart meters are
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Fig. A.3: Relationship between AMI functions and their associated technologies [8]

designed to communicate these readings to utilities for processing and analysis. Interestingly,
important information such as billing charges, energy feedback, and available time-based rates
can be communicated back to customers via the smart meters and/or through its associated

technologies.

2.2 The SG AMI and its Security Challenges

The smart grid advanced metering infrastructure (SG AMI) was conceived in the smart grid vision to
provide near-real time monitoring of energy consumption/usage. The SG AMI has been designed to
provide dynamic pricing support in its demand response scheme especially for the residential
customers. The SG AMI is interconnected with other smart grid domains with an open, distributed
and highly networked infrastructural technologies. Thus, the AMI consists of several communication

hardware/software, severally connected intelligent electronic devices (IEDs) and data management
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system. In order to keep the smart grid AMI very secure, genuine but collaborative efforts are
required from all the stakeholders which include [9]-customers, grid/utility operators, billing
companies, energy providers, other third party operators who may be in-charge of some control
operations and representatives of government. The smart metering data, control commands from
smart meters, billing information and energy consumer’s private information are the key security
objects that need to be protected against security breaches and/or privacy violations [10]. The threat

analysis of these key objects have been provided briefly.

2.2.1 Threats Analysis of SG AMI Security Objects

Notwithstanding the unquantifiable benefits of the SG AMI to energy consumers, energy suppliers and
grid operators, the SG AMI provides opportunities for cyber criminals and malicious insiders to attack
the smart grid or violate the privacy of energy consumers for intentions which can either be fun or for

ill-gotten gains. The threats to the security objects include but not limited to the following:

2.2.2 Denial of Service/Distributed Denial of Service Attack

Denial of service or distributed denial of service attack is an attack against the availability of smart
metering data or control signals. The smooth functioning of the SG AMI depends on the availability of
these data [11]. Denial of service/distributed denial of service attacks are executed mainly by sending
fake requests which can be voluminous to servers or other network nodes such that the affected nodes
would be driven to a point of exhaustion where little or no resources are left to process requests from
legitimate nodes connected to the network [12]. Denial of service attacks can result in an improper
scheduling of data delivery between meters and data concentrators. This situation can lead to buffer
overflow and data loss at the concentrator’s side. Moreover, this can cause delay in data delivery or
even data loss at the AMI back-end due to limited link bandwidth [13]. On the other hand, control
data are needed in a timely manner so that urgent decision can be taken by grid operators to ensure

general stability of the system.

2.2.3 Eavesdropping Attack

Eavesdropping is an attack where a cyber-criminal listens or gathers data intended for the smart grid
AML. In this kind of attack, the cyber-criminal, or eavesdropper illegally monitors and taps into the

transmission signal between the data source and the smart grid AMI back-end. This can be done
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between the time the data are encoded and the time it is decoded. That may not be simple for a cyber-
attacker who is not experienced but some cyber-criminals could have access to the common decoding

algorithms, and by trying so many options, they can succeed in determining how to read the data [14].

2.2.4 Injecting False Information (Replay Attack)

In this type of attack, the cyber-criminal can send packets to inject false information in the network.
This can range from false metering data, false prices, fake emergency event. The major motivation
for an attacker with this malicious intension may be to evade the payment for consumer’s electrical
energy or to pay a drastically reduced bills [15]. An attacker may also decide to record sequence of
smart metering data and then replays this sequence later. This kind of attack targets the integrity of the
measured data and also prevents data freshness [12]. Similarly, the attacker can transmit false data to
the control center. Fundamentally, most control systems are designed to question or ignore data whose
mean square difference from the normal or expected value is too high [16]. An attacker with this basic
knowledge, can analyze data for a period of time, figure out an acceptable range of values, and inject

data maliciously which will be accepted by the control system [17].

2.2.5 Energy Consumer’s Privacy Violations

Collecting energy consumer’s metering data very frequently may reveal sensitive information about
the consumer, such as energy consumption patterns [18], the type of appliances used at the consumer’s
premises [19], or information that can help to know when the premises are occupied or not. This kind
of information may be very useful to a number of external entities. For example, criminal elements
may leverage on information revealed from metering data to identify and target temporary unoccupied
premises. This would increase their possibility of burgling such apartments undetected. Organizations
like insurance companies may be fascinated by such data. For instance, an insurance company may
use a consumer’s energy data to infer the consumer’s ruinous life styles which can be utilized by the

insurance company to come to a decision on parameters of the consumer’s life insurance policy.

2.2.6 Access Rights Violations

Energy consumer’s fine-grained energy consumption data may be very useful for authorized third
parties or other internal SG entities too. For example, if an entity in charge of energy supply has
access to the consumption data of other suppliers’ customers (in addition to its own customers), the

entity (supplier) would have a competitive advantage over its competitors in the electricity markets. As
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such, their competitors can be easily short-changed in the open, liberalized and ambitious electricity
markets. Such competitive advantage could be helpful to the supplier in making decisions that can
increase its market share. Therefore, such authorized entities might be tempted to to have undue

access to the metering data of customers connected to their competitors.

2.3 Basic Cryptographic Concepts

In this section, the basic cryptographic concepts or building blocks that have been used in different
data aggregation schemes have been reviewed. These cryptographic building blocks include but are
not limited to the following: symmetric key cryptosystems, hashed message authentication codes
(HMACs) and asymmetric key cryptosystems like digital signature schemes, Rivest—Shamir—Adleman

(RSA) cryptosystem, El-Gamal Cryptosystem and Elliptic curve key cryptography.

2.3.1 Symmetric Key Cryptosystem

In symmetric cryptographic system, the same key is used by a sending party and the receiving party.
With this cryptosystem, the confidentiality of the transmitted message can be guaranteed using the
encryption and decryption process of the cryptosystem [20]. Conventionally, the sending party sends
a message, m which is encrypted with a unique key, k£ in an encryption process where m and k are
inputs to the encryption algorithm, E. The encryption algorithm generates an encrypted message,
e, known as the ciphertext. This process can be represented as: e = E(k,m). This ciphertext is
then sent to the receiving party through a communication channel. In other to recover the original
message that was encrypted, the receiving party uses the ciphertext and the unique key as inputs to a
decryption algorithm, D. This process can be represented as: m = D(k,e). A typical illustration of
the symmetric key cryptosystem that can be utilized for providing message confidentiality has been
illustrated in Fig. A.4 while the Advanced Encryption Standard is well known example of a symmetric

encryption algorithm [21].
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Fig. A.4: Symmetric key cryptosystem
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2.3.2 Hashed Message Authentication Code (HMAC)

A hashed message authentication code (HMAC) is obtained by merging a hash function with a shared
symmetric key. HMAC can be used to guarantee the authenticity of the transmitted message. On the
other hand, a hash function, H(.), is that function which receives as input data with an unpredictable
length and produces as output a fixed-sized string of hash value, h [20]. This process can be
represented as: h = H(m), where m is the message to be transmitted. Typical examples of
well-known standard hash functions include SHA-1, SHA-224, SHA-256, SHA-384 and SHA-512
specified in the Secure Hash Standard (SHS) [22]. A HMAC otherwise known as a keyed-hash
function because it is key dependent hash function. In other words, a symmetric key is always used in
the generation and verification of the hash value of the message to be transmitted [20]. The HMAC
can be used to provide authenticity for the transmitted message because the generated hash value can
only be verified by somebody in possession of the identical symmetric key, k. This guarantees that
the message originated from the claimed sender. In addition, the integrity of the transmitted message
can also be guaranteed as the message receiver can verify whether or not the transmitted message has
been modified in the process on transmission. The above guarantees can only be sustained if the hash

function has the following properties:

1. Given a message, m, the hash value of the message h = H(m) can be computed with ease
but given the hash value, h, it would be extremely hard to compute the message, m, such that

H(m) = h.

2. Given a message, m, it would be very difficult to find another message, m’, such that H(m) =

H(m').

As shown in Fig. A.5, a hash function is used with a confidential key known only by the sender and
receiver. The sending party applies this hash function in combination with the secret key to produce a
hash value h = H (k, m) which is then transmitted along with the message through a communication
network (channel). With the help of the secret key the receiver can calculate the hash value and then
compares this with the received hash value. This makes it easier to confirm that the the received

message is authentic and has not been modified.

2.3.3 Asymmetric Key Cryptosystem

While symmetric key cryptosystem makes use of one unique key for the encryption and decryption

algorithms, the asymmetric key cryptosystem uses two separate keys to perform cryptographic
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operations. These two keys are conventionally referred to as public and private keys respectively.
This type of cryptosystem can be used to guarantee the confidentiality and authenticity of the
transmitted message [20]. Typical examples of well-known asymmetric encryption algorithms
include the Rivest-Shamir-Adleman (RSA) [23], El-Gamal [24], Cramer-Shoup [25] and Paillier [26]
algorithms. In this type of cryptosystem, the sending party uses both the message to be transmitted
and the public key, Kp as inputs to the encryption algorithm which in turn generates a ciphertext, e.
This process can be represented as: e = E(K,, m) where K, represents the public key. Once
ciphetext (encrypted message) is generated, it can then be transmitted through a communication
network. In other to recover the original message sent by the sender, the receiver uses his/her private
key and the received ciphertext as inputs to a decryption algorithm. This decryption process can be
represented as: m = D(Kj,e), where K, represents the private key. A simple illustration of

asymmetric key cryptosystem has been presented in Fig. A.6.

2.3.3.1 Paillier Cryptosystem: The paillier cryptosystem invented by a French researcher Pascal
Paillier in 1999 is an example of asymmetric cryptosystem that is worth reviewing in this paper
primarily because it is efficient and secure. Pailllier cryptosystem has received good attention in its
application to various privacy-preserving technologies because of its nice homomorphic
property [27]. Unlike most cryptosystems already reviewed in this paper, paillier cryptosystem
comprises of three algorithms which include a key generation algorithm, encryption and decryption

algorithms. A brief explanation of the steps taken for the construction of the three algorithms have
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been provided below [28, 29]:
1. Key Generation Algorithm: The steps for key generation include:
(a) Two large prime numbers p and q are chosen randomly and independently of each other.

(b) The modulus, n, of the two prime numbers, their product, i.e n = p.q and A, which is

called camichael’s function are computed.

(c) select a random variable, g, such that g € Z*2 and ¢'s order is a non-zero multiple of n

since g = 1 + n works and can be calculated easily.

(d) It is to be ensured that n divides the order of g by checking that the following modular
multiplicative inverse exists:u = (L(¢g* mod n?)~' mod n where the function L is a

langrage function, L(u) = (u — 1)/n.

(e) following (d) above, the public key would be (u, g) while the private key would be A for

v =1 mod n.
2. Encryption Algorithm: In the case of encryption algorithm, the following steps can be taken:
(a) Given a message (plaintext), m, such that m € Z} and m < n.
(b) Select a random number such thatr € Z.
(c) Calculate the ciphertext, e, such that e = ¢g"*.r"mod n?.
(d) The expression for the encryption algorithm can be represented as: e = E (K, m, ).

3. Decryption Algorithm: Finally, the steps for executing the decryption algorithm include:
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(a) (1) Given a ciphertext, e, such that e € Z,%* and e < n2.

(b) Recover the original plaintext, m, such that m = L(eX mod n?)/L(g\ mod n?)

mod n.
(c) The expression for the decryption algorithm can be represented as: m = D(Kj,e).

In summary, the Paillier cryptosystem has two important properties which include: additive
homomorphism and a capability of random number recovery. The mathematical elements of these

two important properties are provided below [30]:

1. Additive Homomorphism: This property stipulates that the multiplication of the encrypted
messages would result in the sum of the original messages (plaintexts). Mathematically, it can

be stated that:

e(mq).e(ma).e(ms).e(mq) = (g™ ). (¢™2rD).(¢"3 73).(¢™* r}) mod n?  (A.1)

= gmitm2Em3tmd (. po pary)® mod n?

= e(m1 +ma + m3 + my)

It can be noted that this additive property of the Paillier cryptosystem can be utilized for

aggregation in a progressive manner. This can be stated mathematically as follows:

e(my).e(ma) = (g™ .71).(¢™2.r%) mod n? (A.2)
= ¢™*2 (rr9)"  mod n?
= e(my + mg)
e(ms).e(my) = (¢™.r%).(¢™ 7)) mod n? (A3)
= g™ (r3.r)®  mod n?
= e(ms3 + my)

mi1+ma

e(my +ma).e(msg +myq) = (g .(7"1.rg)".(gm3+m4.(r3.r4)” mod n? (A4

= gmatmetmstma () po pary)"  mod n?

= e(my + mg + mg + my)
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2. The second property of Paillier cryptosystem shows that raising an encrypted message to the

power of a second message would result in the multiplication of the plaintext messages [28]:
E(my, K,)™2 = ¢(mm2) (712) - mod n? (A.5)
= e(Kp, m1,mg, mod n)

Summarily, the steps for the encryption process is as follows:
e The sender obtains the receiver’s public key (n, e).
o The plaintext is expressed as a positive integer, m.
e The ciphertext is calculated such that ciphertext c = m® mod n.
e The ciphertext, c, is then transmitted to the receiver.

Decryption Process: Finally, the steps for the decryption process is as follows [31]:

d

1. The receiver uses the private key, (n, €) to compute m = ¢* mod n.

2. The plaintext is then recovered from m.

2.3.3.2 The El-Gamal Public Key Cryptosystem: In 1985, Taher Elgamal proposed El-Gamal
public key cryptosystem which is used over finite fields and its security is based on the discrete
logarithm problem (DLP) [32]. The cryptosystem provides additional layer of security by making it
possible to asymmetrically encrypt keys that have been previously used for symmetric encryption.
The reason for the use of the discrete logarithm problem is because of the difficulty in finding
discrete logarithm while the inverse operation of exponentiation can be calculated with ease. Bryce
Allen defined discrete logarithm to be the inverse of modular exponentiation [33]. This definition
states that given a modular exponentiation y = g* in Z, and the base g, the discrete logarithm log, y
is x. This is a discrete logarithm in the cyclic group (g) which may or may not be all of Z,+. When
lg| = n is large and has at least one large prime factor, discrete log problems in (g) are considered
intractable. An El-Gamal cryptosystem can be defined by a tuple p, g, x, y with p being a large prime
number which also describes which group Z,* is used, g, being an element of order n in Z,*. In

addition, x is a random integer with 1 <z <n — 1, and y = ¢”.

2.3.3.2.1 Encryption and Decryption of El-Gamal Cryptosystem: Before encrypting a plaintext
using El-Gamal cryptosystem, it must be converted to an integer between 1 and p — 1 where integer

between (1,p — 1) € Zp*. If the message is the key for a symmetric cipher, then it may already be

28



2. BACKGROUND

a number, if on the other hand the message is larger than p — 1, then it can be broken into blocks. If
g is primitive, then, n = p — 1. However, n can be chosen to be much smaller than p — 1, g is not a
primitive, then only n of the p — 1 members Z,* will be in (g). Since a discrete log would be required
in order to recover the original message, raising g to the power of the message would not be workable.
In summary, the public and private keys for the El-Gamal cryptosystem would be (p, g,y) and x
respectively. With an integer K € [1,n — 1] and a public key, the encryption and decryption functions
would be given by Ei(m) = (¢*, my*) and D(u,v) = u~*.v respectively where all operations are
performed in  mod p in Z,*. The decryption function can be used to retrieve the original message as

follows: u_xg_’“ =y~ ¥ such that D(Ex(m) =u"".v = y—k’,myk = m.

2.3.3.3 Digital Signature Schemes: Digital signature scheme is another variant of public-key
cryptosystem. The notion of digital signature was first conceived by Whitfield Diffie and Martin
Hellman in 1976 [34]. The authors formulated the properties which a digital signature scheme has to
satisfy in order to be able to substitute for a hand written signature. By definition, a digital signature
is a mathematical strategy for demonstrating the authenticity of digital messages. Digital signature
schemes can also be used to realize other objectives of cyber security such as integrity and
non-repudiation. In this context, the receiver of the message would have every reason to believe that
the message actually originated from the sender and that the message was not altered in transit. In
addition, it would be difficult for the sender to deny that the message was sent by him. Formally, a

digital scheme consists of three different algorithms which include [20]:
1. Key generation algorithm (generates a public key, K, and a corresponding private key, K.
2. Signature generation algorithm.
3. Signature verification algorithm.
In order to sign a message digitally, the following steps can be taken:
1. A hash function is applied to the message by the sender to generate a hash value, h = H(m).

2. The sender uses this hash value together with his/her private key to generate a digital signature

of the message, o.

3. The sender then appends this signature to the original message and then sends both to the

receiving party.

4. The receiver verifies this sender’s signature by using the sent signature and the sender’s public

key to obtain the hash value, h. The receiver compares this computed hash value with the
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received value. If the two values are equal, then the signature is adjudged to be valid, else, it is

regarded as an invalid signature.

Typical examples of digital signature scheme include: digital signature algorithm [35], Boneh-Lynn-
Shacham (BLS) short signature scheme [36], Lamport/Merkle-Winternitz one-time signature schemes
[37] and aggregate signature scheme [38]. A general illustration of digital signature generation and

verification process is presented in Fig. A.7.

2.3.3.4 Elliptic Curve Cryptography: Elliptic curve cryptography (ECC) is another variant of
public-key cryptosystem based on the algebraic structure of elliptic curves over finite fields. Elliptic
curve cryptography (ECC) [39, 40] is increasingly used in practice for the design of public-key based
cryptographic protocols. ECC requires smaller keys compared to non-ECC cryptography (based on
plain Galois fields) to provide equivalent security [41]. The practical benefits of using elliptic curves
cannot be neglected after many years of their introduction. They offer smaller key sizes [42] and have
more efficient implementations [43] at the same security level as other widely deployed schemes like
RSA cryptosystem. A brief explanation of important concepts like elliptic curve definition, elliptic

curve key generation process and elliptic curve encryption process has been provided in [44].

2.3.3.4.1 Elliptic Curve Definition: An elliptic curve E over F), is defined by an equation of the
form:

V=a4+ar+b (A.6)
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where p is a prime number and F}, denotes the field of integers modulo p,a,b € F), satisfy, 4a3 +
27b% # 0 (mod p). Equation A.6 is called Weierstrass normal form for elliptic curves while Fig. A.8
represents two instances of elliptic curve in whicha = —1,b0 = 0 and a = —1,b = —1 respectively
[45]. A pair of (x,y) is a point on the curve if (z, y) satisfies equation A.6 provided =,y € F),. Itis to
be noted that the point at infinity (also known as the ideal point), usually denoted by oo, is also said to

be on the curve. As such, equation. A.6 can be refined to produce equation A.7 and given below:
E,(a,b) = (z,y) € R*|y* = 2* + ax + b, 4a® + 27b* # 0 ¥(c0) (A7)

L (T
| s
| g

Fig. A.8: Graph showing two Instances of Elliptic Curves [45]

2.3.3.4.2 Elliptic Curve Key Generation: The definition given below provides the necessary

basics for the generation of the key for the elliptic curve:

Definition 1: Let E be an elliptic curve defined over a finite field F},. Let p be a point in E(F},) and
suppose that p has a prime order of n. Then the cyclic subgroup of E(F}) generated by p is given
by: (p) = (00, P,2P,3P,...(n — 1)P). Itis to be noted that the prime p in the equation of the elliptic
curve, F and the point P and its order, n are collectively referred to as the domain parameters. A
private key for the elliptic curve is therefore an integer d that is uniformly selected at random from the
interval [1 : n— 1], while the corresponding public key would be given by ) = dP. However, it is also
to be noted that there is a problem known as the discrete logarithm problem (ECDLP) in determining
d, given () and other domain parameters. In summary, the steps for generating the elliptic curve key

algorithm include:

(1) Input the elliptic curve domain parameters p, E/, P, n. Public key () and private key d.
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(i) Selectd € R[1:n —1].
(iii) Calculate Q = dP.
(iv) Return (Q,d).

(v) Output elliptic curve public key @ and private key d.

2.3.3.4.3 Elliptic curve Encryption and Decryption Process: The elliptic curve encryption
process is started by first representing the plaintext, m, as a point M, and then encrypted by adding it
to k@, where k is an integer that is randomly selected, () is the recipient’s public key. The sender
then transmits the point C; = kP and Cy = M + k() to the receiver who then uses his/her private
key d to compute dC; = k(d,P) = kQ. Thereafter, M is recovered from the expression
M = Cy — kQ. The steps for generating the elliptic curve encryption and decryption algorithms can

be summarized as follows:
Encryption Algorithm
(i) Input the elliptic curve domain parameters (p, F, P, n), Public key ) and private key d.
(i) Selectk € R[1:n —1].
(iii) Compute Cy = kP.
(iv) Compute Co = M + kQ.
(v) Return (C1,C5).
(vi) Output cyphertext (Cy, Cs).
Decryption Algorithm
(i) Input the elliptic curve domain parameters (p, F/, P, n), private key d, cyphertext (C1, C2).
(ii) Compute M = (Cy — dCh).
(ii1) Retrieve m from M.
(iv) Return (m).

(v) Output the plaintext, (m).
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3 Data Aggregation Schemes in Smart Grid Advanced Metering

Infrastructure

A popular research approach for mitigating the effects arising from cyber security threats and privacy
violations in a smart grid AMI is the use of data aggregation protocols. In the literature, research

solutions proposed on data aggregation based protocols can be categorized as:
(1) Data aggregation solutions for metering data meant for billing purposes.
(i) Data aggregation solutions for metering data meant for operational purposes and
(iii) Data aggregation solutions meant for the above two purposes.

In the first category, proposed protocol solutions seek to make available smart metering data for billing
operations without revealing sensitive information about energy consumers. In the second category,
proposed solutions seek to avail smart metering data for control operations such as power quality
monitoring without violating the privacy of the consumers by the way the data are obtained, processed
or stored. The security threats and privacy violations that could be brought about by the abuse of these
data are fundamentally dependent on the frequency at which these data are sampled. Generally, the
lower the sampling frequency the less the possibility these data can be attributed to the consumers
who own them or the less certainty information concerning these consumers can be deduced. In this
survey, the categorization of the data aggregation proposed for the smart grid AMI is dependent on
the scheme implemented or the kind of technology implemented. This categorization includes: (1)
data aggregation protocols using trusted third parties (TTPs). (2) data aggregation protocols using

perturbation technology. (3) protocols using cryptographic algorithms.

3.1 Data Aggregation Protocols using Perturbation Technology

In data aggregation protocols based on the principle of perturbation, the main research idea is to add
a kind of randomness to the metering or control data. In such a situation, it would be extremely
difficult for the aggregating entity to link the metering data to the smart meters of energy consumers.
However, it is expected that aggregated metering data would be calculated with minimal or no error.
Typical approaches of data aggregation based protocols using perturbation include: perturbation based
on probability distribution (such as binomial or Gaussian), perturbation based on time series using
theories such as load signature moderation, theory of rate distortion, and perturbation using orthogonal

codes. In [46], Li S. et al encrypted the measured metering data using Walsh orthogonal codes with
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ring communication architecture. In the time series based approach using load signature moderation
[47], home electrical power routing can be employed to moderate the smart home’s load signature so
that the appliance usage information could be hidden. On the other hand, the theory of rate distortion
which is a sub-field of information theory addresses the problem of lossy compression by analyzing
the theoretical fundamentals of determining the bit rate to be communicated over a channel such that
the original measured data can be reconstructed at the receiver without or with a negligible distortion
error. The taxonomy for data aggregation approaches based on the principle of perturbation is given

in Fig. A.9. This taxonomy contains four different categories of research approaches:
1. approach using orthogonal codes [46, 48].
2. approach based on time series theories [47, 49-51].
3. approach based on differential privacy [52-54].
4. approach based on distribution function [52, 53, 55-58].

Notwithstanding the perceived strength of data aggregation protocols based on the principle of
perturbation, they generally have some drawbacks. Firstly, the aggregated data (with added
randomness) will not be exactly the same as the aggregation of real metering data. Secondly, this
approach increases the overhead on computation owing to data processing involved in the recovery of
real aggregated metering data. Finally, the certainty of recovering the real aggregated metering data
will reduce drastically in the event of one or more smart meters being unable to deliver their
randomized metering data to the aggregating entity. In other to overcome these drawbacks, some
researchers have resorted to the use of different cryptographic algorithms that can allow entities to

aggregate metering data without knowing each smart meter’s data.

DATA AGGREGATION
PROTOCOLS
BASED ON
PERTURBATION

APPROACH BASED ON | | APPROACH BASED ON APPROACH BASED ON
DISTRIBUTION TIME SERIES gmogﬁ%kﬂgggg DIFFERENTIAL
FUNCTIONS THEORIES PRIVACY

LOAD THEORY OF ZERO SUM
BINOMIAL GAUSSIAN LAPLACTAN SIGMATURE RATE ERRORS
MODERATION DISTORTION

Fig. A.9: Taxonomy of Data Aggregation Protocols Based on Perturbation
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3.2 Data Aggregation Protocols using Trusted Third Party

In this data aggregation scheme, a trusted third party is authorized to collect, aggregate and then
deliver the metering data to the SG AMI back end systems. Bohli et al [58] introduced this concept
of aggregating metering data with a trusted third party acting as an aggregating entity. In order to
prevent the violation of end user’s privacy by the trusted third party (TTP), the authors suggested that
installed smart meters at the consumer’s home be incorporated with pseudonyms known only to the
data recipients while sending individual meter readings to the TTP. In a similar manner, Kim et al, [51]
proposed a related scheme which uses obfuscation function to preserve privacy. This obfuscation
function operates on a vector of the smart meter measurements. The measurements are obfuscated
in such a way that its original values will be difficult to deduce. In [59], Vetter et al, proposed a
hybrid approach which utilizes the cryptographic capabilities of homomorphic encryption and a TTP
that manages certificates and cryptographic keys for smart meters. In another development, Fouda
et al [60] proposed a lightweight authentication protocol where building area gateway (BAgw ) are
assumed to be fully trusted and in charge of aggregating metering data from SMs connected to them,
encrypts them before forwarding them to their required destination. This proposed aggregation scheme
uses Diffie-Hellman key exchange protocol for establishing a secret key shared between a smart meter
and its associated gateway. This scheme ensures the confidentiality and integrity of the metering data

while transit between the smart meter and the gateway entity.

3.3 Data Aggregation Protocols using Cryptographic Algorithms
In the literature, three popular approaches on data aggregation protocols using cryptographic
primitives include:
(i) Schemes using secret sharing.
(i) Schemes using homomorphic encryption and
(iii) A hybrid scheme combining secret sharing and homomorphic encryption.

An illustration of different schemes for data aggregation protocols using cryptographic algorithms
(with references of each scheme as found in the literature) is presented in Fig. A.10. As can be
seen from Fig. A.10, there were three references from the reviewed literature for each of the three
schemes. Each of the three schemes shown in the above illustration were discussed in more details in

the following sub-sections.
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Protocols Using Cryptographic
Algorithms

B Homomorphic ([65], [66],
and [67])

M Secret Sharing ([61], [62],
and [63])

Hybrid ([68], [69], and [70])

Fig. A.10: Classification of Protocols using Cryptographic Algorithms

3.3.1 Protocols employing the Secret Sharing Schemes

In data aggregation protocols using secret sharing schemes, smart meters split their metering data
into different shares. Each share is then sent to a different aggregating node. The aggregating node
aggregates the different shares received from different smart meters, and then sends this aggregated
value to an authorized data recipient. The final aggregated value of all smart meters is then computed
when the data recipient has received the aggregated value from different aggregating nodes. In this
way, it will be difficult for the aggregating node and data recipient to compromise the privacy of
the metering data since the aggregating nodes receive only a share of the metering data from smart
meters while data recipient receives only the aggregated data which consists of shares generated from
different smart meters. In [61-63], Rottondi et al proposed a privacy-preserving data aggregation
architecture and a communication protocol utilizing the Shamir Secret Sharing encryption scheme.
This architecture utilizes gateways placed at the end user’s premises which collect data from smart
meters. The gateways communicate with each other and with other external entities by means of a
public data network. Simulations carried out in this work show that the proposed protocol utilizing
Shamir Secret Sharing (SSS) scheme is a feasible solution with regards to the problem of privacy-
preserving aggregation of energy consumption data. The major drawbacks in these schemes include
(1) high overhead in communication as a result of the secret sharing scheme (2) high overhead in
computation at smart meters as each smart meter has to establish communication with each privacy-

preserving nodes (PPNs).

36



3. Data Aggregation Schemes in Smart Grid Advanced Metering Infrastructure

3.3.2 Protocols using Homomorphic Encryption

F. Li et al [64] proposed an in-network data aggregation which utilizes smart meters to aggregate
user’s encrypted metering data. In this scheme, aggregation is done in a distributed manner such that
each smart meter node collects data from its children, aggregates them with its own data, and
transmits the intermediate result to the parent node. To preserve the privacy of the energy
consumption metering data, homomorphic encryption is employed so that inputs and intermediate
results are not revealed to smart meters within the aggregation path. It is important to note that this
scheme can be utilized to achieve a considerable level of scalability. However, the scheme can only
protect end user’s consumption data against passive attacks. In [65, 66], an efficient
privacy-preserving scheme which uses a homomorphic encryption for demand response in order to
realize a privacy-preserving demand aggregation and efficient response was proposed. In this scheme
also, an adaptive key evolution technique was examined to guarantee that the users’ session keys be
forwarded in a secure manner. Finally, Borges et al [67], proposed a protocol that permits authorized
data recipients achieve aggregated metering data in a way which preserves the privacy of the data.
This protocol illustrates how data aggregation and smart billing can be implemented in a
privacy-preserving way. The proposed protocol grants the benefits of data aggregation of the
measurements and allows billing with time-based pricing.  This proposed work combines
homomorphic commitment scheme with a homomorphic encryption scheme. Unfortunately, this
scheme also suffers from high overhead in communication and computations. For instance, each
smart meter at each time slot, needs to perform 5 + n computationally expensive operations made up

of one commitment, two signatures, two encryptions and n verifications.

3.3.3 Hybrid Protocols combining Homomorphic Encryption and Secret Sharing

In this section, a brief review of few hybrid protocols that combine both homomorphic encryption and
secret sharing. Garcia et al [68] proposed a aggregation scheme which combines the secret sharing
scheme and a homomorphic encryption in order to preserve privacy. This protocol defined two roles:
(1) first role for the utility company (UC') and (2) second role for customers. In this context, the UC'
acts as the aggregator. In this protocol, each customer splits their consumption measurements into a
random number of shares which is equal to the number of participants. For instance, assuming a three
customer participants with smart meters, SM;, S Ms, SM; respectively, and a UC'. The customer

with SM; splits her metering consumption data into three secret shares:
Customery(SMi(ss1) + SMa(ssg) + SMs(ss3) mod n (A.8)
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Where n is a large integer. The customer then keeps the first secret share, SM;(ss1) to herself and
then encrypts SMa(ss2) and SM;3(ssg) with the public keys of other two customers, and then send
the encrypted message to UC. The utility company, UC' then receives the encrypted shares from
SMy,SMy, SMs, adds the shares which are encrypted with the same public key using the
homomorphic encryption properties. The UC' then sends the added shares to Customeri(SMy).
who can now decrypt it using her secret key in order to obtain the plaintexts. Each of the two
participants does the same thing after receiving the added shares from UC. Each participant then
sends the decrypted plaintexts to UC who then computes the total consumption. This proposed
protocol achieves privacy goal as the UC' cannot have access to the private measurements from the
participant’s smart meters. Unfortunately, the reliance of this protocol on secret sharing scheme
increases the overheads in computation and communication. Similar protocols utilizing this hybrid

approach can be found in [69, 70].

4 Open Issues and Future Challenges on Data Aggregation for SG AMI

In this section, a summary of open issues and future challenges with regards to data aggregation for
the SG AMI is presented. From the review carried out in this paper, it can be observed that the state of
research in the domain of data aggregation for the SG AMI is really commendable. Notwithstanding,
there is obvious indication that research in this area will continue to evolve, considering the popularity
of data aggregation approach for providing privacy in SG AMI. Based on this assumption, an analysis
based only on the papers reviewed in this work which concentrated on data aggregation protocols is
presented. A total of twenty-six research papers were considered in this analysis. Based on this, an
important classification has been presented in Fig. A.11. The following observation have been made

as a result:

e Many of the privacy-preserving data aggregation protocols were not designed to have a true

reflection of smart grid AMI environment.

e Asaresult of the above point, many of the proposals were designed for a single authorized entity
data recipient. In reality, documents from standard bodies for the implementation of the SG
AMI show that there are many AMI-back end systems who may be authorized to have access to
consumption data for purposes such as billing and other grid control purposes. From Fig.A.11,
it can be seen that protocol design in 19 percent of the research papers under consideration,
were done without good hint on how many authorized entities are expected to have access to

consumption data.
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M Journals

m Conferences

I Research papers with
number of data recipients
shown explicitly or implicitly

Research papers with
number of data recipients
not shown

Fig. A.11: Classification of research papers focusing on data aggregation

From table A.1, it can also be seen that out of the 31 percent of the research proposals that
indicated implicitly or explicitly the number of authorized entity data recipients, only 25 percent

of these proposals indicate that multiple entities are expected to access user’s consumption data.

It was observed that in all the reviewed proposals on privacy-preserving data aggregation
protocols, justifications on overheads in communications and computations were usually based
on complexity analysis premised on the number and/or the complexity of primitive operations

performed in those protocols.

Based on the above observations, we provide the following future challenges for research in the

domain of privacy-preserving data aggregation protocols for SG AMI:

®

(i)

(iii)

Research proposals on privacy-preserving data aggregation protocols for the SG AMI should
be designed to show explicitly the incorporation of multiple data recipients into the proposed

models.

Notwithstanding the popularity of the data aggregation approach towards providing privacy for
consumption data, this approach can drive the SG AMI network into a congestive scenario
owing to increased overheads on computations and communications. This situation can abate
cyber-criminals with the intension of launching data availability attacks against the network. As

a result, future researchers ought to justify that these protocols are indeed lightweight.

It is therefore our considered opinion that the best way of resolving the issue raised in (ii)
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(iv)

4. Open Issues and Future Challenges on Data Aggregation for SG AMI

above is to implement the designed protocols on wireless communication network standards
like Wi-Fi, ZigBee or any wired communication standard which have been recommended for SG
AMI communications. In doing this, rather than focus on the complexity analysis of primitive
operations utilized in the protocols as justifications for low overheads, quality of service (QoS)

performance analysis of the networks ought to be carried out.

In order to improve the QoS performance of these networks in the presence of these protocols,
schemes which tends to minimize congestions in these networks ought to be designed and
implemented together with the data aggregation protocols on the wireless or wired

communication network of choice.

Table A.1: Analysis on research papers showing the number of data recipients expected

Proposal Includes multiple | Applied to a standard wireless
entities or wired network
Li. S. et al [46] No No
Y. Kim et al [51] No No
L. Lyu et al [53] No No
J. Ni et al [54] No No
W. Jia et al [55] No No
M. Bohli et al [58] No NO
B. Vetter et al [59] yes No
C. Rottondi et al [61] yes No
C. Rottondi et al [62] yes No
C. Rottondi et al [63] yes No
F. Liet al [64] No No
H. Li et al [65] No No
H. Li et al [66] No NO
F. Borges et al [67] No No
FE.D Garcia et al [68] No No
Z. Erkin et al [69] No No
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5 Conclusion

There have been a lot of research efforts directed at improving security and privacy of consumption
data and control information against different types of attacks and privacy violations in a SG AMI. The
security and privacy issues for the AMI had been compounded in many countries where laws for the
protection of private information had been enacted. Research has revealed that consumption data from
electricity user’s smart meters can be profiled to reveal sensitive information about the customers. It
is believed that this sensitive information can be maliciously exploited by cyber-criminals to further
launch different ranges of cyber-attacks on consumers. Stakeholders involved in driving the smart grid
vision may risk being resisted by final consumers in their efforts towards the mass deployments of the
AMI in different countries if these security and privacy issues remain unresolved. Data aggregation
of metering data has been a popular research approach towards preserving privacy in SG AMI. In this
paper, an extensive review on data aggregation protocols proposed for the SG AMI has been carried
out. It was discovered that research in this domain has evolved considerably. However, open issues

which can be addressed in order to improve research in this area were highlighted and discussed.
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1. Introduction

Abstract

In the last decade, ZigBee technology has emerged among smart grid proponents as a potential
candidate for the smart grid advanced metering infrastructure (AMI) applications. The AMI requires
reliable communication between the smart meters and the intelligent home appliances that support
increased participation of users in the overall energy value chain. One of the key attractions of
ZigBee for the AMI applications is its open standard which presents a platform for interoperability
among multiple vendors and systems. In this paper, a survey of the current state of research on
ZigBee based SG AMI is carried out. However, the focus of this paper is on security and privacy
issues surrounding ZigBee based smart grid AMI with the intension of discovering potential areas of

vulnerabilities. At the end, open research issues were highlighted and discussed.

1 Introduction

The advanced metering infrastructure (AMI) is the most significant component of the smart grid [1].
A typical architecture of the AMI has been presented in Fig. B.1. With reference to Fig. B.1, the
components of the architecture presented in the figure include smart meters, In-Home Displays,
Neighborhood Area Network Gateways and AMI concentrators which perform the function of
aggregating consumption data transmitted through the NAN GW. Other key components include the
AMI master station and the AMI-back-end systems (such as billing systems and meter data
management system). It should be noted that consumption data or control information from SM/IHD
can be transmitted directly to the NAN GW in the absence of gateways connected to the SM/IHD
homes. The advantages derivable from the AMI have motivated utilities to invest huge sums of
money for the deployment of the AMI in different countries. In the United States for example, the
Smart Grid Investment Grant (SGIG) was launched in 2009 and funded with $7.9 billion to kick-start
the realization of the smart grid vision [2]. Approximately 56.2 percent of the fund provided was
invested on the advanced metering infrastructure. Fig. B.2 shows the breakdown of how the provided
fund was invested. The AMI can be integrated with multiple information and management systems
using appropriate communication technology (like ZigBee) in order to unlock new functions that can
enhance grid operation efficiency. Fig.B.3 shows the details of the integration of the AMI with key
information and management systems for the 60 AMI projects analyzed in the SGIG program. The
choice of ZigBee technology for the SG AMI may depend on the topology of the proposed network.
As can be seen in this paper, ZigBee may be an ideal choice for the SG AMI for either the HAN or
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NAN sections of the network. ZigBee technology is a protocol specification and industry standard for
a wireless networking technology otherwise referred to as Low-Rate Wireless Personal Area Network
(LR-WPAN) [3]. A typical LR-WPAN is characterized by low power, low cost self organizing
wireless devices communicating within a short range in a wireless communication channel.
LR-WPAN has been seen by many as an ideal communication network for supporting relatively low
throughput applications like smart metering in an AMI network [4]. The network can be organized
into different topologies ranging from single-hop star topology to multi-hop mesh topology
depending on applications and its design requirements. Fig.B.4 shows the ZigBee technology support
for tree and mesh topologies. The main network component featuring in Fig. B.4 include the ZigBee
coordinator which normally functions as the parent node to other nodes connected to the network, the
router and the end device. The routers and end devices function as the children of the coordinator. It
is important to note that the network size in any of the topologies shown in Fig. B.4 can be extended
by connecting as much routers as desired. The proponents of ZigBee for SG AMI applications found
the technology irresistible and appealing because of its potential for relatively fast transmission, low
cost and simplicity of implementation when compared to other traditional wired communication
networks. This is particularly true because such wireless network requires minimum cabling
infrastructure, permits zero configurations where appliances can be easily removed or added and can
inter-connect easily with other wireless based networks [5]. J. Garcia et al [6] reported that there are
already large deployments of ZigBee in Mexico for the AMI at the NAN domain. A summary of the
deployments for AMI pilot projects for the AMI HAN in Mexico according to [6] is presented in Fig.
B.5. Bian et al [7] also captured some selected worldwide SG AMI deployments. A summary of such
deployments for the smart meter network (AMI) is presented in Fig. B.6. In a similar way, RF
communication technology like ZigBee has been recommended for the AMI front-end
communication in South Africa [8]. This evidence of ZigBee based AMI deployments thus far,
shows its evolution and the level of attraction of the technology to industry experts. The SG AMI is
responsible for the communication of critical information needed for purposes such as billing, pricing
schemes, demand response, power quality and other grid control operations. The network could
become vulnerable to cyber-attacks like replay attacks, same nonce attacks, spoofing or denial of
service attacks [9, 10], if the network is integrated with numerous low cost nodes deployed in
insecure locations within the ZigBee network. The same can apply if the network is implemented
with poor network configurations. In such circumstance, end user’s consumption data needed for
different purposes can be stolen or hacked by cyber criminals. This can subsequently reveal sensitive
information about consumers such as names, user’s address or other personal information which can

be utilized to launch various degrees of attack against consumers. This situation is further
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compounded in South Africa where a bill known as Protection of Personal Information (POPI) Act
has been signed into Law since 2013 [11]. With the near expiration of the grace period for the
compliance of this bill, private as well as corporate organizations such as Eskom and municipalities
in charge of electric power distributions are expected to comply with this bill in its current
deployment of the AMI in the country. In order to avoid or reduce to the barest minimum potential
vulnerabilities in the network, the ZigBee specifications [12] have defined standards for ensuring the
security of message transmitted over the network. In a nutshell, this standard uses encryption and
authentication protocols for providing security requirements such as confidentiality, integrity and
availability which are the main objectives of cyber-security for the smart grid according to the
National Institute for Standards and Technology (NIST) [13]. A conceptual diagram representing the
cyber security objectives and their associated cyber attacks has been presented in Fig. B.7 and B.8
respectively.  ZigBee recommends the use of 128 bits mode Advanced Encryption Standard
(AES) [14]. The security features defined in ZigBee network spans across the different protocol
layers. Details of these features are provided in section II of this paper. The focus of this paper is to
review the security features of ZigBee in order to appraise same in terms of their strengths and
weaknesses with regards to an SG AMI environment. In addition, this paper introduces ZigBee based
smart grid AMI and some research proposals found in the literature that are geared towards the
realization of the smart grid vision. To the best of our knowledge, surveys or review works on ZigBee
based smart grid AMI having extensive focus on security is very scarce. We provide a brief summary
of research works on ZigBee based SG AMI and provide appropriate classifications of such works.
Such classifications is helpful in gaining a thorough understanding of what have been done in the
subject area before now. Finally, this paper highlights open issues for future research with regards to
the security of a ZigBee based SG AMI. It is our hope that this research paper will provide
interesting overview about the state-of-the-art of ZigBee based SG AMI which will be beneficial to

future researchers, utility companies and standard bodies in power industries in many countries.

2 Overview of the Zigbee protocol Suite

The ZigBee protocol suite is composed of layers which are arranged in a hierarchical manner. Each
layer performs a specific service or set of services for layers above it in hierarchy. As presented in
Fig.B.9, the lowest two layers were introduced and defined by the IEEE 802.15.4 standard while the
remaining upper layers were defined by the ZigBee Alliance. The PHY layer is responsible for
modulation, demodulation and for transmission of packets over the air. The MAC layer handles

collision issues using CSMA/CA feature during frame transmission. This layer is also responsible for
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defining frame formats by assigning MAC addresses. The network layer (NWK) on the other hand is
responsible for handling routing related tasks and for assigning network addresses to devices in the
network. The application (APL) layer is the top most layer in the ZigBee network protocol hierarchy
and this layer hosts the application objects. Application objects are developed to customize nodes for
various applications. These applications objects manage and control the protocol layers in a ZigBee
device. A single ZigBee device can have as many as 240 application objects [15]. In ZigBee
networking domain, each of the protocol layer such as MAC, NWK and APS is responsible for
providing security for the frames or packets initiated by that layer. By convention, the same security

key is used by these layers in a single ZigBee node.

3 Opverview of General Research on ZigBee Based SG AMI

In this section, we provide an overview of previous works by researchers on ZigBee based smart grid
AMI. The objective of the section is to provide the current state-of-the-art with regards to research on
ZigBee based smart grid AMI. H. Shabani et al [16] proposed a smart ZigBee/IEEE 802.15.4 MAC

for wireless sensor multi-hop mesh networks. The authors described the construction of a smart
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Fig. B.9: ZigBee Protocol Suite

ZigBee-based beacon-enabled mesh network for smart grid auto-metering applications with the goal
of improving time delay, duty cycle, energy saving and reliability performance of the network. The
authors argued that although, ZigBee beacon-based mode of operation was adopted in IEEE 802.15.4
standard, there was no mechanism or specification for the beacon-mode to be utilized in wireless
mesh networks. The authors therefore proposed a modified ZigBee/IEEE 802.15.4 MAC protocol for
optimal communication in a wireless mesh smart metering networks. Other research works related
to [16] can be found in [17-22]. The objectives of such works include but not limited to the
following: (1) Extension of ZigBee super-frame structure so as to increase the number of guaranteed
time slots (GTS). (2) Reduction in the wastage of channel bandwidth. (3) Increasing the QoS for
multiple devices. In another scenario, Hoi Yantong et al [23] proposed the design of a multi-interface
ZigBee building area network (MIZBAN) for delivering high traffic for the advanced metering
infrastructure in the presence of high-rise buildings. This design supports both tree and mesh routing
in a single network. This research work is an improvement on previous research works proposed
in [24, 25] which focused on dynamic channel managements algorithms which could only handle
single device interfaces. This implies that such work could not handle adjacent interference
originating from multi-interfaces. Hao Ran Chi et al [26] proposed an improvement to their earlier
work in [23] by considering interference issues in the design of high traffic for the ZigBee based
AML. In this case, interference-mitigated ZigBee based advanced metering infrastructure is proposed.
This design incorporates multi-radios, multi-channels network architecture with interference
mitigation features designed by using multi-objective optimization. This work was necessitated by

the fact that ZigBee as well as Wi-Fi and Bluetooth operate in the same frequency band known as
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industrial, scientific and medical (ISM) band which is prone to interference [27].

On a similar note, Suryatapa Ray et al [28] proposed an advanced metering infrastructure unit for real
time load management in a smart grid. In this research work, an embedded controller was utilized for
the realization of the AMI unit while ZigBee wireless technology was the choice communication
technology for building of the network that connects smart meters to control tower which acts as the
base station of the network. In their paper titled “advanced metering and demand response
communication performance in ZigBee based HANs,” V.Kounev et al [29] provided an overview of
SG AMI and the demand response functionalities paying particular attention to the communication
requirements with regards to ZigBee and the smart energy profile (SEP). The theoretical performance
analysis of the smart energy profile over ZigBee is in line with previous analysis conducted
in [30, 31]. However, their analysis was extended to include the effect of Wi-Fi interference on
ZigBee transmission. In another development, 1. Parvez et al [32] explored the performance of
ZigBee/IEEE 802.15.4 frequency bands (868/915 MHz and 2.4 GHz) with respect to the
communication of SG AMI at the HAN and NAN domains. In this regard, the authors used the
markov chain model to simulate the MAC/PHY layer using unslotted CSMA/CA algorithm. Finally,
they investigated the probability of successful transmission, throughput, delay and path loss at these
two operating frequencies. A. Mulla et al [33] provided a good overview on the prospects of
deploying wireless sensor networks like ZigBee in smart grid applications. Specifically, the authors
analyzed the implications and the anticipated challenges of deploying WSN in the AMI. Finally, they
compared ZigBee against IPv6 and then focused on the advantages of IPv6 over ZigBee especially

for large WSNss for the smart grid.

Finally, A. Kheaksong et al [34] presented a performance evaluation of SG AMI communication
featuring ZigBee, Wi-Fi, and Long Term Evolution (LTE) using network simulator version 3 (NS3).
The authors specifically carried out