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ABSTRACT 

 

Today’s world is a technological one, with devices and software becoming more interconnected. Inherent 

to these devices and software are vulnerabilities that if discovered by malicious parties, may be exploited. 

In order to discover, investigate and remediate these vulnerabilities timeously with little or no impact to 

users, organisations have started to invest in vulnerability disclosure programs (VDP). This provided 

researchers with a platform in order to communicate discovered vulnerabilities to the organisation in a 

standardised and consistent manner. It also provided organisations with a method of detecting security 

flaws that were not normally detected by vulnerability scanners. VDP’s assist in identifying these 

vulnerabilities in a coordinated manner to facilitate speedy remediation.  

 

This research investigated the challenges and benefits of VDP’s and the need for such a program as part 

of the organisational cybersecurity strategy.  

 

Quantitative analysis was used to conduct the study by means of an online questionnaire. 147 participants 

who were members of ISACA South Africa spread across South Africa, with Information Technology 

(IT) and cybersecurity experience, responded to the questionnaire. The questionnaire measured the 

opinions, views and experience of the various stakeholders. The questionnaire comprised of rating and 

ranking scales such as the Likert scale in order to obtain a rich and accurate data set for analysis. The 

questionnaire data was analysed using descriptive analysis (i.e.: frequency analysis, mean and standard 

deviation) and correlation. Statistical analysis tools such as PSPP and Real Statistics which is an add on 

in Excel were used to analyse the data. Based on the research performed, the key findings were around 

the lack of awareness of VDP’s in the IT and cybersecurity space within South Africa. This included the 

understanding of the types of VDP’s as well as the processes associated with VDP’s as well as the lack of 

management support towards VDP’s. It was also evident that many organisations did not have an official 

channel to report VDP’s.  



vii 

 

CONTENTS 

 

DECLARATION ........................................................................................................................................ ii 

DEDICATION ........................................................................................................................................... iii 

ACKNOWLEDGEMENTS ....................................................................................................................... iv 

LIST OF ACRONYMS AND ABBREVIATIONS ................................................................................... v 

ABSTRACT .............................................................................................................................................. vi 

CONTENTS ............................................................................................................................................. vii 

LIST OF FIGURES ................................................................................................................................... xi 

LIST OF TABLES ................................................................................................................................... xiii 

CHAPTER 1: INTRODUCTION ............................................................................................................... 1 

1.1 Background ................................................................................................................................. 1 

1.2 Motivation for Study ................................................................................................................... 2 

1.3 Research Problem ....................................................................................................................... 3 

1.4 Justification for the Study ........................................................................................................... 3 

1.5 Research Aim and Objectives ..................................................................................................... 4 

1.6 Research Questions ..................................................................................................................... 4 

1.7 Significance of the Study ............................................................................................................ 4 

1.8 Research Methodology ............................................................................................................... 4 

1.8.1 Research Design ................................................................................................................. 5 

1.8.2 Research Approach ............................................................................................................. 5 

1.8.3 Study Site ............................................................................................................................ 5 

1.8.4 Sampling strategy ............................................................................................................... 6 

1.9 Data collection method ............................................................................................................... 7 

1.10 Ethical Consideration .................................................................................................................. 7 

1.11 Limitations of the study .............................................................................................................. 8 

1.12 Structure of the research ............................................................................................................. 8 

1.13 Conclusion .................................................................................................................................. 9 

CHAPTER 2: LITERATURE REVIEW .................................................................................................. 10 

2.1 Introduction ............................................................................................................................... 10 

2.2 What is a vulnerability? ............................................................................................................ 10 

2.3 What are vulnerability disclosure programs and why are they important? ............................... 11 

2.4 Types of vulnerability disclosure programs .............................................................................. 12 

2.4.2 Descriptions of vulnerability disclosure programs ........................................................... 12 



viii 

 

2.4.2 Organisational examples of vulnerability disclosure programs ........................................ 15 

2.5 Challenges and Benefits ............................................................................................................ 17 

2.6 Cybercrime statistics ................................................................................................................. 18 

2.7 What is cybersecurity? .............................................................................................................. 19 

2.8 Cybersecurity laws, Standards, Governance frameworks and Regulations .............................. 20 

2.8.1 King IV ............................................................................................................................. 20 

2.8.2 CIS Controls ..................................................................................................................... 21 

2.8.3 NIST Special Publications 800-53 (Rev.4) ....................................................................... 21 

2.8.4 ISO/IEC 29147:2018 ........................................................................................................ 21 

2.8.5 COBIT 2019 ..................................................................................................................... 22 

2.9 Conclusion ................................................................................................................................ 22 

CHAPTER 3: RESEARCH METHODOLOGY ...................................................................................... 23 

3.1 Introduction ............................................................................................................................... 23 

3.2 Research Aim and Objectives ................................................................................................... 23 

3.3 Theoretical Framework ............................................................................................................. 24 

3.4 Type of Research ...................................................................................................................... 28 

3.5 Research Approach ................................................................................................................... 29 

3.6 Sampling Strategy ..................................................................................................................... 30 

3.6.1 Sample .............................................................................................................................. 31 

3.6.2 Sample size ....................................................................................................................... 31 

3.6.3 Study Site .......................................................................................................................... 32 

3.6.4 Target Population .............................................................................................................. 32 

3.7 Data collection methods ............................................................................................................ 32 

3.8 Data Quality Control ................................................................................................................. 33 

3.9 Measurements ........................................................................................................................... 33 

3.10 Data analysis ............................................................................................................................. 33 

3.11 Design of the questionnaire ...................................................................................................... 34 

3.12 Pre-Testing the Questionnaire .................................................................................................. 36 

3.13 Conclusion ................................................................................................................................ 37 

CHAPTER 4 – ANALYSIS, PRESENTATION AND DISCUSSION OF THE RESULTS ................... 38 

4.1 Introduction ............................................................................................................................... 38 

4.2 Demographical information of the respondents ........................................................................ 39 

4.2.1 Industry of Organisation ................................................................................................... 39 

4.2.2 Location of Organisation .................................................................................................. 40 

4.2.3 Gender ............................................................................................................................... 40 



ix 

 

4.2.4 Age Group......................................................................................................................... 41 

4.2.5 Job Functions .................................................................................................................... 42 

4.3 Objectives of the study ............................................................................................................. 43 

4.3.1 Research Objective 1: To determine the challenges associated with vulnerability 

disclosure programs .......................................................................................................................... 43 

4.3.1.1 Familiarity and Understanding of VDP’s ..................................................................... 43 

4.3.1.2 Restrictions of VDP’s ................................................................................................... 47 

4.3.1.3 Organisation was a target of a vulnerability extortion scheme ..................................... 48 

4.3.1.4 Timeframe for fixing vulnerabilities ............................................................................. 49 

4.3.1.5 Researchers should wait for a fix from a vendor .......................................................... 50 

4.3.1.6 Role and Familiarity with VDP’s ................................................................................. 53 

4.3.1.7 Role and Understanding of VDP’s ............................................................................... 53 

4.3.1.8 Industry and Organisations that have implemented a VDP .......................................... 54 

4.3.1.9 Industry and organisations that have a channel to report vulnerabilities ...................... 55 

4.3.1.10 Industry and organisations that have been made a target of extortion ...................... 56 

4.3.2 Research Objective 2: To determine the benefits associated with vulnerability disclosure 

programs. .......................................................................................................................................... 57 

4.3.2.1 Benefits of implementing a VDP .................................................................................. 57 

4.3.2.2 VDP’s should be implemented as part of a cybersecurity strategy ............................... 58 

4.3.2.3 Industry and VDP’s as part of cybersecurity strategy ................................................... 60 

4.3.3 Research Objective 3: To determine whether a vulnerability disclosure program should 

be implemented as part of an overall cybersecurity strategy. ........................................................... 60 

4.3.3.1 Reasons why individual Intention to participate in VDP’s ........................................... 61 

4.3.3.2 Reasons why individuals do not participate in VDP’s .................................................. 62 

4.3.3.3 Motivation of individuals to participate in VDP’s ........................................................ 62 

4.3.3.4 Action taken if a vulnerability is discovered ................................................................ 63 

4.3.3.5 Skill level of the respondents to discover, exploit and/or remediate vulnerabilities..... 64 

4.3.3.6 Benefits of organisations implementing VDP’s............................................................ 68 

4.3.3.7 Organisations that have implemented VDP’s ............................................................... 68 

4.3.3.8 Organisational use of frameworks .................................................................................... 69 

4.3.3.9 Frameworks implemented at organisations................................................................... 70 

4.3.3.10 Industry and Skills to discover, exploit and remediate vulnerabilities ..................... 72 

4.4 Correlations ............................................................................................................................... 73 

4.4.1 Correlation between the familiarity and understanding of VDP’s .................................... 73 

4.4.2 Correlation between the organisational VDP policy and alignment to frameworks ......... 76 

4.4.3 Correlation between Intention to Participate in VDP’s and Action taken if a vulnerability 

is discovered ..................................................................................................................................... 77 



x 

 

4.4.4 Correlation between Intention to Participate in VDP’s and Motivation to discover 

vulnerabilities.................................................................................................................................... 78 

4.5 Reliability ................................................................................................................................. 78 

4.6 Key Findings ............................................................................................................................. 80 

4.7 Conclusion ................................................................................................................................ 83 

CHAPTER FIVE – CONCLUSION, RECOMMENDATIONS AND LIMITATIONS .......................... 84 

5.1 Introduction ............................................................................................................................... 84 

5.2 Research Findings and Conclusion ........................................................................................... 84 

5.2.1 Research Objective 1: To determine the challenges associated with vulnerability 

disclosure programs .......................................................................................................................... 84 

5.2.2 Research Objective 2: To determine the benefits associated with vulnerability disclosure 

programs 85 

5.2.3 Research Objective 3: To determine whether a vulnerability disclosure program should 

be implemented as part of an overall cybersecurity strategy ............................................................ 86 

5.3 Limitations ................................................................................................................................ 88 

5.4 Recommendations ..................................................................................................................... 88 

5.4.1 Misalignment of controls from governance frameworks .................................................. 88 

5.4.2 Awareness of VDP’s ......................................................................................................... 89 

5.4.3 Skills Gap .......................................................................................................................... 89 

5.4.4 Understanding Intention and Motivation for Participation ............................................... 89 

5.5 Opportunities for Future Research ............................................................................................ 90 

5.6 Conclusion ................................................................................................................................ 90 

REFERENCES ......................................................................................................................................... 92 

APPENDIX: Ethical Clearance ................................................................................................................ 95 

 



xi 

 

LIST OF FIGURES 

Figure 1. Original TBP Model .................................................................................................................. 26 

Figure 2. Adapted TBP Model .................................................................................................................. 26 

Figure 3. Industry of Organisation ............................................................................................................ 39 

Figure 4. Location of Organisation ........................................................................................................... 40 

Figure 5. Gender of the participants ......................................................................................................... 41 

Figure 6. Age group of the participants .................................................................................................... 41 

Figure 7. Job Functions of the participants ............................................................................................... 42 

Figure 8. Understanding of VDP’s ........................................................................................................... 45 

Figure 9. Restrictions associated with VDP’s........................................................................................... 48 

Figure 10. Organisations as part of an extortion scheme .......................................................................... 49 

Figure 11. Timeframe for fixing vulnerabilities ....................................................................................... 50 

Figure 12. Vendor disclosure of a fix ....................................................................................................... 51 

Figure 13. Role and Familiarity with VDP’s ............................................................................................ 53 

Figure 14. Role and Understanding of VDP’s .......................................................................................... 54 

Figure 15. Industry and Organisations that have implemented a VDP ..................................................... 55 

Figure 16. Industry and organisations that have a channel to report vulnerabilities................................. 56 

Figure 17. Industry and organisations that have been made a target of extortion .................................... 57 

Figure 18. Benefits of VDP’s ................................................................................................................... 58 

Figure 19. VDP’s as part of a cybersecurity strategy ............................................................................... 59 

Figure 20. Industry and VDP’s as part of cybersecurity strategy ............................................................. 60 

Figure 21. Reasons why individuals participate in VDP’s ....................................................................... 61 

Figure 22. Reasons why individuals do not participate in VDP’s ............................................................ 62 

Figure 23. Motivators to participate in VDP’s.......................................................................................... 63 

Figure 24. Action taken for discovered vulnerability ............................................................................... 64 

Figure 25. Respondents skill level ............................................................................................................ 65 



xii 

 

Figure 26. Organisational benefits of implementing VDP’s..................................................................... 68 

Figure 27. Organisation has a VDP policy ............................................................................................... 69 

Figure 28. Organisational use of frameworks ........................................................................................... 69 

Figure 29. Frameworks implemented at organisations ............................................................................. 70 

Figure 30. Industry and Skills to discover, exploit and remediate vulnerabilities .................................... 73 



xiii 

 

LIST OF TABLES 

Table 1. Types of VDP’s .......................................................................................................................... 14 

Table 2. Pros and Cons of Types of Research .......................................................................................... 28 

Table 3. Difference between Qualitative and Quantitative Analysis ........................................................ 29 

Table 4. Questionnaire Outline ................................................................................................................. 36 

Table 5. Linkage between Research Objectives and Questionnaire ......................................................... 36 

Table 6. Frequency and descriptive statistics of understanding of VDP’s ............................................... 46 

Table 7. Frequency and descriptive statistics of challenges of VDP’s ..................................................... 52 

Table 8. Frequency and descriptive statistics of benefits of VDP’s ......................................................... 59 

Table 9. Descriptive statistics of individuals intention to participate in VDP’s ....................................... 67 

Table 10. Descriptive statistics of organisations intention to participate in VDP’s.................................. 71 

Table 11. Correlation between the familiarity and understanding of VDP’s ............................................ 75 

Table 12. Correlation between organisational VDP policy and alignment to frameworks ...................... 76 

Table 13. Correlation between Intention to Participate in VDP’s and Action taken if a vulnerability is 

discovered ................................................................................................................................................. 77 

Table 14. Correlation between Intention to Participate in VDP’s and Motivation to discover 

vulnerabilities ........................................................................................................................................... 78 

Table 15. Cronbach Alpha Coefficient ..................................................................................................... 79 

Table 16. Summary of findings per an objective ...................................................................................... 83 



 

1 

 

CHAPTER 1: INTRODUCTION 

 

1.1 Background 

Technology and software are in continual use in our daily lives from devices such as smartphones, 

computers, to our home appliances and cars (Pupillo, 2017). Each of these technologies and software that 

assist us to be interconnected is also at risk of security vulnerabilities. These vulnerabilities can be exploited 

by threats in order to cause service disruption or comprise the products quality and operability.  

 

Vulnerbilities are on the increase.  In 2018, approximately 16,555 Common Vulnerabilities and Exposures 

(CVE’s) were listed, indicating that there would be no decreasing in 2019 (Sass, 2019). This was possibly 

due to a few reasons such as more code being developed by inexperienced people, hence it was deemed not 

as secure (Sass, 2019). Security and quality was not high on the priority list as getting the product out 

quickly to customers was key (Gayomali, 2014). There was also an increase in devices known as the Internet 

of Things (IOT) devices from wearables such as smart watches to smart home devices such as smart 

televisions and refrigerators, with applications developed to interface with them (Sass, 2019). These devices 

result in an increase in the vulnerability exposure. 

 

The 2018 bug bounty report published by Bugcrowd highlighted that there was an increase in the number 

of cybersecurity vulnerabilities that were exploited in the past year. (Bugcrowd, 2018). Cybersecurity is the 

process of securing systems, networks, and software from cyberattacks. These cyberattacks were usually 

aimed at obtaining access to or modifying sensitive information, stealing or extorting money from user, or 

disrupting business operations (Cisco, 2019). The goal of cybersecurity was to maintain the confidentiality, 

integrity and availability of information and information resources. Organisations were adopting VDP’s in 

order to improve their cybersecurity posture (US DOJ, 2017). It was therefore important for organisations 

to have a method to communicate discovered vulnerabilities.   
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By including a VDP as part of the cybersecurity strategy, organisations would ensure that vulnerabilities 

were detected and mitigated in a coordinated and timeous manner.  This research focused on the challenges 

and benefits of VDP’s and the need for such a program as part of the organisational cybersecurity strategy. 

 

1.2 Motivation for Study  

There have been numerous occurrences across the world of people being arrested for identifying and 

attempting to disclose security vulnerabilities in organisation’s publicly accessible systems (Williams, 

2016). Some of these organisations interpreted these disclosures as negative publicity. However, there were 

some organisations that encouraged this type of engagement to assist in securing their systems by 

remediating vulnerabilities timeously (Williams, 2016). 

 

The bug bounty report published by Bugcrowd highlighted that there was an increase in the number of 

cybersecurity vulnerabilities that were exploited in the past year (Bugcrowd, 2018). These included 

vulnerabilities such as Wannacry, Petya, NotPetya, Meltdown and Spectre. The Wannacry ransomware was 

a worm that exploited the Microsoft server message block (SMB) 1.0 vulnerabilities in Windows operating 

systems, across the world in 2017. The ransomware infected machines and encrypted the files so that they 

would not be accessible until a ransom was paid. Wannacry affected numerous computers over 150 

countries, including South Africa (Rouse, 2018). Petya and NotPetya were malware that encrypted the 

computer hard drive and demanded a ransom. The malware spread world-wide by exploiting the same SMB 

vulnerability as Wannacry (Fruhlinger, 2017). Meltdown and Spectre exploited vulnerabilities in processors 

which allowed malicious programs to steal sensitive data (Graz University of Technology, 2018). These 

vulnerabilities could have been detected earlier with the implementation of the appropriate remediation to 

protect the affected systems (Ruohonen & Allodi, 2018). VDP’s could have been used to discover some of 

these vulnerabilities to alert the affected organisations (National Cyber Security Centre, 2018). 
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In order to stay ahead of cyber threats, organisations started to invest in a VDP, as an early warning system, 

that detected and disclosed security flaws that were not normally detected by vulnerability scanners.   

 

1.3 Research Problem  

The interconnectedness of technology and systems brought with it an increase in vulnerabilities. These 

vulnerabilities could be exploited by malicious parties as part of cybercrime or disruption of service  

(National Telecommunications and Information Administration, 2015). Vulnerability disclosure programs 

(VDP) assisted in identifying these vulnerabilities in a coordinated manner to facilitate speedy remediation. 

However, there was limited research around on the challenges and benefits of VDP’s and whether it should 

be included in the overall cybersecurity strategy. 

 

Vulnerability disclosure programs played an important role in identifying the security flaws that were not 

usually detected by vulnerability scanners. This research focused on the challenges and benefits of VDP’s 

and the need for such a program as part of the organisational cybersecurity strategy. 

 

1.4 Justification for the Study 

There was limited information available on the challenges and benefits of implementing VDP’s and whether 

it should be implemented as part of a cybersecurity strategy. This study assessed the challenges and benefits 

of VDP’s within a South African context and the need for such a program as part of a cybersecurity strategy. 

There was also limited information available on the implementation of VDP’s within South Africa, therefore 

this study will fill this knowledge gap. 
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1.5 Research Aim and Objectives  

The aim of this research was to explore the challenges and benefits of VDP’s and the need for such a 

program as part of the organisational cybersecurity strategy. 

 

This research will satisfy the following research objectives: 

• To determine the challenges associated with vulnerability disclosure programs. 

• To determine the benefits associated with vulnerability disclosure programs. 

• To determine whether a vulnerability disclosure program should be implemented as part of an overall 

cybersecurity strategy. 

 

1.6 Research Questions  

This research answered the following research questions: 

• What are the challenges associated with vulnerability disclosure programs? 

• What are the benefits associated with vulnerability disclosure programs? 

• Should a vulnerability disclosure program be implemented as part of an overall cybersecurity strategy? 

 

1.7 Significance of the Study  

This study provided a South African context to VDP’s. VDP’s within South Africa was still in its infancy 

stage and have not yet been fully implemented. There were limited studies done in South Africa on this 

topic and this research contributed to the body of knowledge.  

 

1.8 Research Methodology  

This section outlines the research methodology used in the study and covers the research design, 

approach, study site and sampling strategy. 
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1.8.1 Research Design  

According to Bhattacherjee (2012) an exploratory research was conducted when a study had not been done 

in a specific area. This was done to investigate the scope, obtain preliminary designs and to determine 

whether there was opportunity to perform further study on the phenomenon.  The main goal of this study 

was to obtain an understanding of the benefits and challenges of VDP’s and the need for such a program as 

part of the organisational cybersecurity strategy. Therefore, an exploratory design methodology was suitable 

to conduct this study as it created new knowledge and served as a precursor for further research. The scope 

of this research was limited to South Africa, and therefore may not have general applicability. 

 

1.8.2 Research Approach 

Qualitative analysis focuses on the study of the core or underlying aspects such as feelings and reasons 

(Bhattacherjee, 2012). The gathering, analysis and reporting of numerical data is defined as quantitative 

analysis. Quantitative analysis was selected to conduct the study by means of an online questionnaire as it 

focused on known facts that were based on predictable outcomes. The questionnaire comprised of various 

rating and ranking scales such as the Likert scale to obtain a rich and accurate data set for analysis. The 

questionnaire was distributed electronically via email and social media platforms by the South African 

chapter of the international organisation Information Systems and Audit Control Association (ISACA) to 

their member base. 

 

1.8.3 Study Site 

The research was based in South Africa with Information Technology (IT) and cybersecurity professionals 

that was affiliated with the South African chapter of the international organisation Information Systems and 



 

6 

 

Audit Control Association (ISACA). The research questionnaire was distributed by ISACA South Africa 

via email and social media platforms to their members.  

 

1.8.4 Sampling strategy 

This research used non-probability convenience sampling of the IT and cybersecurity professionals that are 

affiliated with the South African chapter of the international organisation Information Systems and Audit 

Control Association (ISACA). Convenience sampling as stated by Kothari (2004), is performed when 

objects in the target population are selected because of ease of access. The sample used in this research was 

chosen from IT and cybersecurity professionals that have the knowledge of and experience with 

vulnerability disclosure programs. According to the sample table recommended by Sekaran & Bougie 

(2010), the sample size for the questionnaires that was recommended to be used in this study, was 329 

respondents across ISACA South Africa at a 95% confidence level and 5% marginal error rate. However, 

due to the poor response rate, only 147 responses were received. According to an email delivery report 

received from ISACA SA, of the 2326 emails that were sent out only 765 emails were opened. This was 

33% of the population. ISACA SA continued to share the survey with their members on a weekly basis, via 

email and their social media platforms, however, limited responses were received. As a result, the target 

population used in this study was the 765 opened emails as it provided some assurance in terms of email 

delivery. This had a sample size of 256, which represented a 57% response rate in terms of the sample size. 

Additionally, according to (Sekaran & Bougie, 2013), a response rate of 30% is acceptable. Furthermore, 

the data collected represented 9 provinces, 13 industries and 12 different job functions across South Africa. 

As a result, the 147 responses were deemed suitable for this study as it provided insight into the state of 

VDP’s within South Africa.  
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1.9 Data collection method 

In order to the conduct this study, a research questionnaire was circulated to the target population. 

Bhattacherjee (2012) stated that a questionnaire was a type of research instrument that consisted of questions 

that was intended to obtain the responses from participants in the study in a structured manner.  This 

instrument was suitable for quantitative analysis using the statistical analysis tools.  The questionnaire used 

closed questions and comprised of various rating and ranking scales such as the Likert scale in order to 

obtain a rich and accurate data set for analysis. The data that was gathered through the research 

questionnaires, was examined using descriptive analysis (i.e.: frequency analysis, mean and standard 

deviation) and correlation. Singh (2006) stated that descriptive analysis was concerned with the facts and 

could be used over a national geographic spread at minimal costs and effort. The researcher had prior 

knowledge and understanding of the statistical analysis tools PSPP and Real Statistics which was an add on 

in Excel. As a result, these tools were used to analyse the data. 

 

1.10 Ethical Consideration 

The researcher submitted a research proposal on the topic to the Higher Degrees Committee of the School 

of Management, Information Technology and Governance at University of KwaZulu-Natal. Once the 

research proposal was approved, a gatekeeper’s letter was requested from the ISACA South Africa Chapter 

in order to distribute the questionnaire to their members. Refer to Appendix 2 for the gate keeper’s letter. 

The researcher then requested ethical clearance from the University of KwaZulu-Natal Research Office. 

Comments on the ethical clearance application were addressed by the researcher and resubmitted for 

approval. Thereafter, ethical clearance was obtained. Refer to Appendix 3 for the ethical clearance approval 

letter. In terms of ethical consideration, prior to participation in the survey, informed consent, that was on 

a separate document and based on adequate knowledge of the study, was requested from all participants. 

Personal information was not required on the questionnaire. The confidentiality and anonymity of the 

participants was ensured.  
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1.11 Limitations of the study   

The questionnaire was only sent out to the ISACA South Africa community to understand their responses. 

There may have been a limitation with the sampling methods selected, as other respondents outside ISACA 

South Africa could have responded but were not fully identified. Another limitation is that the respondents 

may have ignored or forgotten about the questionnaire that was emailed to them through ISACA South 

Africa.  

  

1.12 Structure of the research 

The study was documented in chapters. These were arranged as Chapter 1 to Chapter 5 of the study and are 

outlined below: 

 

• Chapter 1: This is an introductory chapter that provides an overview of the study. It describes the 

motivation for the research, problem statement, objectives and research questions. It also highlights the 

research methodology to be used in the study as well as the significance and limitations. 

 

• Chapter 2: This chapter provides an overview of existing literature relating to vulnerabilities, 

vulnerability disclosure programs and frameworks from a South African and Global perspective. This 

forms the theoretical basis for the study. 

 

• Chapter 3: This chapter outlines the research methodology that was used for the study. The reasons 

for choosing the quantitative approach, the sampling strategies, the data collections methods and ethical 

considerations are described.  
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• Chapter 4: In this chapter the data collected and analysed during the study is presented and discussed. 

The results of the analysis have been interpreted in terms of the research objectives. 

 

• Chapter 5: This is the concluding chapter of the research and highlights the findings and limitations of 

the research as well as recommendations for further research. 

 

1.13 Conclusion 

This chapter provided an outline of the background and significance of the study regarding vulnerability 

disclosure programs. It has introduced the research problem, objectives and questions that was the focus of 

the study. The research methods and analysis methods required for the study has been described along with 

the limitations of the study. The following chapter provides an overview of existing literature relating to 

vulnerabilities, vulnerability disclosure programs and frameworks from a South African and Global 

perspective. This forms the theoretical basis for the study. 
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CHAPTER 2: LITERATURE REVIEW 

 

2.1 Introduction 

This is a literature review chapter and focuses on what vulnerabilities and VDP’s were, the types of VDP’s, 

why VDP’s were important and the challenges and benefits of VDP’s. It also touches on what cybersecurity 

is, cybersecurity statistics in South Africa, as well as frameworks that supported VDP’s.  

 

2.2 What is a vulnerability? 

Errors could occur in the process of designing and developing a software or technology. These were known 

as vulnerabilities (Rapid7, 2019). A vulnerability, in information technology (IT), was an error in the code 

or design that created a possible point of compromise for a device, system or network (TechTarget, 2019). 

Vulnerabilities provided an avenue that an intruder could use to access a system or force a software to 

behave in a different manner. Vulnerability detection could occur during the requirement gathering and 

analysis, design, implementation or coding, testing, deployment or maintenance phase of the product 

development lifecycle; however, many vulnerabilities were only detected after the system or software was 

implemented in the production environment (Wysopal, 2002). Traditional vulnerability assessments were 

performed by one or two resources following a standard approach and methodology with vulnerability 

scanners. Given the large number of vulnerabilities, it was not possible for this approach to detect all high-

risk vulnerabilities and to have them remediated timeously.  VDP’s play a role in vulnerability detection in 

the production environment as it utilised human intelligence to identify vulnerabilities (Bugcrowd, 2018). 

VDP’s created a relationship of cooperation between security researchers and organisations.  
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2.3 What are vulnerability disclosure programs and why are they important?  

The practice of reporting security flaws in computer software and/ or hardware was known as vulnerability 

disclosure (Searchsecurity, 2019). These were reported by security researchers directly to the affected 

organisation or publicly for them to be fixed timeously.  

 

A VDP offered a secure method for security researchers to report and disclose security vulnerabilities which 

included processes for responding to and remediating the identified vulnerabilities (Porup, 2018). This 

provided good-faith security researchers a platform to communicate discovered vulnerabilities and help the 

industry.  According to Wysopal (2002), the goal of VDP’s included the following: 

• Ensuring that vulnerabilities could be identified and remediated appropriately for all parties. 

• Minimising the risk to customers systems cause by vulnerabilities. 

• Providing customer with enough information to understand and evaluate the security levels in products. 

• Providing security researchers with enough and appropriate information to assist in the development of 

methods and tools for the identrification, management and reduction of vulnerabilities. 

• Minimising the time spent by resources to manage vulnerabilities. 

• Facilitating research and development of tools and process that could assist with the management and 

remediation of vulnerabilities. 

 

Once a vulnerability was discovered, the following steps were executed by the security research community 

(Searchsecurity, 2019).  

• Vulnerability discovery, understanding its impact and documenting the location of the vulnerability 

through screenshots or code.  

• Creating an advisory report that contained details and evidence of the vulnerability a full disclosure 

timeline which was submitted to the vendor. 
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• The vendor was given a period to investigate and remediate the discovered vulnerability in accordance 

with the disclosure timeline. 

• If a patch was made available by the vendor or if the disclosure timeline has elapsed, the researcher 

publicly published a full disclosure analysis of the exploit which included details of the vulnerability, 

its impact and resolution. 

 

The steps taken by the security research community was dependent on their motivation. This ranged from 

recognition in the form of online credits, name on the hall of fame, swag, ensuring the products that they 

use were secure or monetary rewards (Pubal, 2017). 

 

The study by Algarni & Malaiya (2013) on the motivation and methods of vulnerability researchers, 

highlighted that researchers were motivated by various factors such as hobby and lifestyle, curiosity, 

enjoyment, profit and auditing. Some of the motivation could have been malicious but a lot of the research 

was performed with the motive of detecting a vulnerability and communicating it to the affected individual 

or organisation (Pubal, 2017). “Providing rewards to motivate people to find software defects or weaknesses 

before they are exploited by black hat exploiters is critical to improving computer security.” (Algarni & 

Malaiya, 2013, p. 3).   

 

2.4 Types of vulnerability disclosure programs 

There were a few categories that described the way a vulnerability was disclosed. Many confuse VDP’s 

with bug bounties, but they are vastly different (Porup, 2018). 

 

2.4.2 Descriptions of vulnerability disclosure programs 

Table 1 below describes the different types of vulnerability disclosure programs with examples of 

organisations that have implemented them. 
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writing secure code and practicing due diligence (Frost & Sullivan, 2018). Furthermore, it assisted in 

creating a standardized approach on how vulnerabilities are tracked, managed and stored.  

 

2.4.2 Organisational examples of vulnerability disclosure programs 

MTN South Africa and Standard bank made use of a managed platform through Hackerone. Hackerone 

stated that their platform was the industry standard for security that was based on hacker research. They 

partnered with the global hacker research community to bring to light the most relevant security issues for 

their customers before they could be exploited (Hackerone, 2019). This platform created a base for 

researchers and white hat hackers to identify vulnerabilities and disclose them in a coordinated manner and 

had the following benefits: 

• ISO compliant defined processes; 

• A community of researcher and hackers; 

• Validation of vulnerabilities; and 

• Processing of payments should there be rewards offered. 

 

Another managed platform, similar to Hackerone, was Bugcrowd. Bugcrowd offered VDP and Bug Bounty 

Programs that could meet crowdsourced security needs. These executed together could maximise the scale 

of ingenuity and exposure that could not be matched by other vulnerability assessment tools or services 

(Bugcrowd, 2018). These types of platforms created an ideal way for organisations that did not have the 

skills or resources to create an internal VDP.  

 

An analysis of the website of South African company Barril Group, indicated that the company 

implemented a responsible disclosure program. Their aim was to keep their websites, online services and 

applications safe for their customers. They expressed that security of data was important to them (Barril 

Group, 2019). The policy and process to be followed was defined and articulated on the web page with clear 
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indication that monetary rewards would not be offered. Barril Group also welcomed the white hat security 

researchers and listed the activities that these researchers were not permitted to perform. 

 

A review of the website for South African company Bidorbuy, highlighted that a responsible disclosure 

program was implemented. It was stated that the company valued the work of security researchers in order 

to improve their products and services. They further stated that they were committed to working with the 

research community to confirm, replicate and respond to valid disclosed vulnerabilities. They encouraged 

the research community to participate in their VDP (Bidorbuy, 2016). The company mentioned that in order 

to encourage responsible disclosure that they would not take legal action against reporters of vulnerabilities, 

if the responsible disclosure guidelines were complied with. 

 

MultiChoice in South Africa implemented a responsible disclosure program. Their aim was to keep their 

services secure for their customers with security of data being most important (MultiChoice, 2019). The 

website stated the policy and process for reporting vulnerabilities and made no mention of rewards for 

verified security vulnerabilities. International company Mimecast had a responsible disclosure website that 

included the policy and process for reporting vulnerabilities and a security research wall of fame for verified 

vulnerabilities, dating back to 2015 (Mimecast, 2019).  

 

A review of international company, Nike’s VDP showed that a responsible disclosure program had been 

implemented which provided a clear process for communicating vulnerabilities. The website stated that it 

was not a bug bounty program and that no compensation or reward was provided for detected vulnerabilities. 

It also stated what information was required in order to remediate a vulnerability and how Nike would 

respond (Nike, 2019). 

 

A review of the website for International company JPMorgan Chase & Co, identified that a responsible 

disclosure program was implemented. The policy for disclosure, type of vulnerabilities that would be 
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accepted were documented. There was no mention of rewards or recognition for accepted vulnerabilities. 

(JPMorgan Chase & Co, 2019) 

 

Studies showed that VDP’s that used bug bounties could assist in the detection of website vulnerabilities 

such as cross site scripting (Ruohonen & Allodi, 2018). A review of Intel’s VDP, highlighted the 

implementation of a bug bounty program. Intel incentivised security researchers to disclose security 

vulnerabilities (Intel, 2019). The process was clearly articulated with conditions for reporting and how the 

rewards and recognitions were determined. The more difficult a vulnerability was to remediate; the more 

Intel would pay. 

 

Based on google scholar searches and searches on the University of Kwa-Zulu Natal’s online library on 

VDP implementations, supported by the reviews mentioned above, highlighted that very few South African 

companies have implemented vulnerability disclosure programs. Most of the websites of companies only 

included an email address for reporting any vulnerabilities and did not include a disclosure policy and/ or 

process. These websites also did not mention rewards or recognitions. There were also limited studies on 

the challenges and benefits of VDP’s.  

 

2.5 Challenges and Benefits 

The NTIA vulnerability disclosure report that spread across 50 countries, such as the United Kingdom, 

United States of America, Australia and India,  revealed that “ 60% of the respondents feared they may be 

subject to legal proceeding if they disclose their work” and that less than 1 in 5 companies made use of 

VDP’s such as bug bounties. 54% highlighted that VDP’s reduced marketing and development costs 

(National Telecommunications and Information Administration, 2015, p. 6). 
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The disclosure of some vulnerabilities may have assisted in the improvement of the organisations/ vendors 

cybersecurity posture, however, in many instances there were associated costs that outweighed the benefits. 

These included the exploitation of vulnerabilities by black-hat hackers, financial costs to investigate the 

incidents, fix vulnerabilities, create and distribute patches (Cencini, Yu, & Chan , 2005). 

 

The article by Vidstrom (2002) showed that vulnerability disclosures assisted in driving developers to create 

patches faster in order to prevent exploitation and protect the users. This further assisted in updating 

vulnerability scanners so that penetration testers had the latest vulnerabilities. The article also stated that 

disclosing vulnerabilities created the risk that exploits could occur before a fix was made available. 

 

Organisations were noted to take too long to remediate vulnerabilities resulting in exposure to potential data 

breaches. Certain industries such as the financial and education could take up to 176 days to fix (Barker, 

2015). According to the 2017 global public vulnerability research report, VDP’s assisted in demonstrating 

the importance of detecting and remediating detected vulnerabilities (Frost & Sullivan, 2018). The 2018 

bug bounty report stated that “Services such as bug bounty and vulnerability disclosure programs leverage 

human intelligence at scale to deliver rapid discovery of high-risk vulnerabilities across attack surfaces.” 

(Bugcrowd, 2018, p. 17).  

 

The information above suggests that there were pro’s and con’s associated with VDP’s. This research will 

delve deeper into the challenges and benefits of VDP’s and it’s role in implementing VDP’s as part of a 

cybersecurity strategy. 

  

2.6 Cybercrime statistics 

The PwC 22nd Annual Global CEO Survey that was conducted across 91 territories globally such as the 

United States, China, Germany, United Kingdom and Australia, indicated that CEO’s have ranked cyber 
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threats as the fifth threat that they were extremely concerned about. In South Africa, 38% of the surveyed 

CEO’s were extremely concerned about cyber threats (PwC, 2019). The South African Banking Risk 

Information Centre (SABRIC) reported that in South Africa, victims of cyber-crime lost approximately 

R2.2 billion a year because of cyber-attacks (IOL, 2018). As part of the South African Edition of the Global 

Economic Crime and Fraud Survey for 2018, 28% of the respondents felt that cyber-crime would be the 

most disruptive crime to be experienced over the next 2 years, thus requiring enhanced due diligence (PwC, 

2018). The article by Symantec on cybersecurity predictions for 2019, highlighted that the cybersecurity 

risks associated with cybercrime, cyber espionage, cyber warfare and hacktivism would increase in 2019 

(Thompson & Trilling, 2018).  

 

In South Africa, the City of Johannesburg (COJ) website had a vulnerability that was discovered by a user 

in 2013. He disclosed the discovery on an internet forum stating that it exposed customer information from 

statement to account numbers and pin. He was discredited by COJ as a hacker with malicious intent 

(BusinessTech, 2013). 

 

The information highlighted by these cyber incidents emphasised the need for VDP’s in order to provide a 

platform that could detect and disclose vulnerabilities in a secure and efficient manner. VDP’s would have 

provided the means and processes to assist in the disclosure and remediation of a vulnerability (Hackerone, 

2019).  In order for VDP’s to get the appropriate level of attention for proper implementation, it needs to 

be considered as part of cybersecurity program or strategy (Ben-Avie, 2017). 

 

2.7 What is cybersecurity? 

Cybersecurity is the process of securing systems, networks, and software from cyberattacks. These 

cyberattacks were usually aimed at obtaining access to or modifying sensitive information, stealing or 

extorting money from users, disrupting business operations (Cisco, 2019). The International Organisation 
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for Standardisation (ISO) stated that the primary concern of cybersecurity was the “confidentiality, integrity 

and availability of information” (International Organization for Standardisation, 2013).  In today’s 

interconnected world, cybersecurity plays an important role, as the risk of cyber threats are actively 

increasing.  VDP’s should be part of the overall cybersecurity strategy with policies, frameworks and/ 

practices that govern the overall management.  These are discussed further below.  

 

2.8 Cybersecurity laws, Standards, Governance frameworks and Regulations 

Online searches on Google Scholar as well as the online library at the University of Kwa-Zulu Natal resulted 

in the identification of cybersecurity laws, standards, governance frameworks and regulations that contained 

controls related to vulnerabilities and vulnerability disclosure. These highlighted how VDP’s fit into a 

cybersecurity strategy and are presented below.  

 

2.8.1 King IV 

The King IV code was developed by The Institute of Directors in Southern Africa (IODSA) for good 

corporate governance. Principle 12 of The King IV code stated that the governing body should oversee 

technology and information in a manner that supports the organisation in achieving its strategic objectives 

(KPMG South Africa, 2016). This framework supported the creation of VDP’s as part of an organisational 

strategy. 
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2.8.2 CIS Controls 

The Centre for Intermet Security is a non-profit organisation that developed cybersecurity controls and 

benchmarks that assists in safeguarding organisations against cyber threats (Cisecurity, 2019). Control 19 

of the CIS Controls V7 stated that an organisations information, reputation should be protected  by the 

development and implementation of an incident response infrastructure. This includes  plans, roles and 

responsibilties, training and communications and management oversight. This would assist in the quick 

discovering of an attack, containment of damage, removing the attacker and restoring systems and network 

(Cisecurity, 2019). This control supported the creation of VDP’s as part of a cybersecurity strategy. 

 

2.8.3 NIST Special Publications 800-53 (Rev.4) 

The National Institute of Standards and Technology (NIST) is physical science laboratory in the United 

States Department of Commerce (NIST, 2017). NIST developed the NIST Special Publications 800-53 

(Rev.4) to assist with cybersecurity.  Control AC-21 on Information Sharing from the NIST Special 

Publication 800-53 (Rev. 4) stated that information systems enforced information-sharing based decisions 

by authorised users that were based on access authorisations of the sharing partners and the access 

restrictions on the information to was to be shared (NVD, 2019). This highlighted that organisations could 

share vulnerability information if it was implemented in accordance with the organisations policies and 

standards in terms of access restrictions and data classification. 

 

2.8.4 ISO/IEC 29147:2018  

The International Organisation for Standardisation (ISO) is an organisation that develops standards that 

assist organisations in fields of technical activity (ISO, 2018). ISO/IEC 29147:2018 provided guidance on 

the disclosure of identified vulnerabilities in products and services. It outlined the process a vendor could 

use to address vulnerability related issues (ISO, 2018). It included recommendations on how to accept and 
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handle information on possible vulnerabilities, disseminate resolution information and examples of content 

and was applicable to vendors who practiced vulnerability disclosure in order to reduce their risk. 

 

2.8.5 COBIT 2019 

The COBIT 2019 framework was developed by the international non-profit organisation ISACA to assist 

organisations in terms of information management and governance (CIO, 2019). The management practice 

from COBIT 2019, BAI08 Manage Knowledge stated that organisations should use and share knowledge 

(ISACA, 2018). In the case of VDP’s, this process could be applied as researchers were sharing knowledge 

of the vulnerabilities with the respective vendors (Delak, 2015).  

 

2.9 Conclusion 

The chapter started with understanding what vulnerabilities and VDP’s were, the types of VDP’s, why 

VDP’s were important and the challenges and benefits of VDP’s. It covered cybersecurity definitions, 

cybercrime statistics and how VDP’s fit into frameworks that touch on cybersecurity. After analysing the 

literature, the researcher noted that although there were some studies that cover aspects of vulnerabilities 

and VDP’s, more research was required on the challenges and benefits of VDP’s as well as whether VDP’s 

should be implemented as part of an overall cybersecurity strategy. The next chapter will cover the 

theoretical framework that will be used in this study. 
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CHAPTER 3: RESEARCH METHODOLOGY 

3.1 Introduction 

The literature review confirmed that there was an area of research lacking in terms of the implementation 

of VDP’s as well the associated challenges and benefits of VDP’s.  Research into VDP’s and the challenges 

and benefits of implementation will assist individuals and organisations in the understanding of VDP’s and 

its effective implementation. Thus, confirming the importance of this research topic.  In this chapter the 

researcher considers the research methods available and selects the most appropriate method for the study 

in order to correctly analyse the collected data. This chapter begins with the aim and objectives of the study. 

It then clarifies the theoretical framework used and discusses the research methodology, the approach, 

clarifies the theoretical framework used, sampling strategy, data collection and analysis methods. It also 

discusses the design of the questionnaire, ethical considerations and limitations of the study.  

 

3.2 Research Aim and Objectives 

Kothari (2004) stated that the main purpose of research was to discover the truth which was hidden and was 

not discovered yet. Based on the researcher’s knowledge and experience in the cybersecurity field and the 

cybercrime statistics from the literature review, it was confirmed that there was a need to have a method for 

discovered vulnerabilities to be disclosed to organisations. The aim of this research was to explore the 

challenges and benefits of VDP’s and the need for such a program as part of the organisational cybersecurity 

strategy.  

 

The research satisfied the following research objectives: 

• To determine the challenges associated with vulnerability disclosure programs. 

• To determine the benefits associated with vulnerability disclosure programs. 

• To determine whether a vulnerability disclosure program should be implemented as part of an overall 

cybersecurity strategy. 
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3.3 Theoretical Framework 

The study used the theory of planned behaviour (TPB). An article by Boston University (2019) stated that 

the main component of this model was the behavioural intent and behavioural intentions which were 

influenced by the attitude regarding the likelihood that the behaviour would have an expected outcome. 

 

In order to guide this research, an appropriate framework had to be considered. Research in Information 

Technology identified theories related to technology acceptance and adoption. In the Information 

Technology discipline, there were theories such as the Unified Theory of Acceptance (UTAUT), the Theory 

Acceptance Model (TAM),  and the Theory of Planned Behaviour (TPB) (Dwivedi, Rana, Jeyaraj, Clement, 

& Williams, 2017). The researcher considered these models for this study as VDP’s were related to 

information technology. 

 

The UTAUT model has been used in technology adoption since it’s introduction (Williams, Rana, & 

Dwivedi, 2015). UTAUT suggested that the four constructs of performance expectancy, effort expectancy, 

social influence and facilitating conditions were direct determinants of behavioual intention and behaviour. 

 

The TAM model evaluated an individuals intention to use a technology or system was determined by the 

perceived usefulness and the perceived ease of the system.  According to Rauniar, Rawski, Yang, & Johnson  

(2014), TAM predicts an individual’s adoption and voluntary use of technology. 

 

According to the literature reviews conducted, VDP’s comprised of more than technology adoption. It 

comprised of understanding, skills and behaviours. These attributes did not involve the adoption of any 

technology, instead required that a user had to decide what were the correct actions to take in order to 
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prevent vulnerabilities from being exploited. For this type of study, theories such as TAM and UTAUT 

were not suitable as understanding, skills, behaviours and actios were not considered as part of the models.  

 

The argument above provided the motivation to search for theories that were more suitable for the study of 

the intentions and actions that support secure behaviour. The TPB framework, originally proposed by Icek 

Ajzen, is a theory that focused on the human behaviour (Boston University, 2019).  It assumed that an 

individuals concious choice was represented by their behaviour. (Bhattacherjee, 2012). The TPB framework 

was used in investigating the ethical behaviour of individuals and their decision in terms of the adoption of, 

and compliance with, cybersecurity measures. A study by Chandarman & van Niekerk (2017) utilised an 

adapted TPB framework to determine the knowledge, self-perception of skills, actual skills and behaviour, 

and attitudes of the participants in relation to cybersecurity awareness.The TPB framework was deemed to 

be suitable as it investigated behaviour and the decisions taken thereof. 

 

Elements of the Theory of Planned Behaviour (TPB) 

According to the TPB model, action was guided by three kinds of variables that were critical when trying 

to change behaviour (Boston University, 2019). 

1. Behavioural beliefs 

2. Normative beliefs  

3. Control beliefs 
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Figure 1. below illustrates the original TPB model. 

 

Figure 1. Original TPB Model 

Source: (Boston University, 2019) 

 

An adaption of the TPB to the study in relation to vulnerability disclosure yielded the following variables. 

 

Figure 2.  below shows the adapted version of the TPB framework  

 

Figure 2. Adapted TPB Model 

(Adapted from source (Boston University, 2019)) 
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In this study TBP was adapted to help determine whether variables such as the attitude towards vulnerability 

disclosure, vulnerability management, knowledge of vulnerability disclosure policies, process and 

technology, technical skills and the motivation to disclose vulnerabilities affect behaviour. The choice of 

these factors was based on the research objectives to determine the challenges, benefits and the need to 

implement VDP’s as part of a cybersecurity strategy. The National Telecommunications and Information 

Administration (2015) confirmed that the attitude of a security researcher affects the action they would take 

in terms of disclosing a vulnerability. A study conducted by Algarni & Malaiya (2013) confirmed that 

security researchers require a certain knowledge and skill in order to detect vulnerabilities. This level of 

skill and knowledge affected the action the security would take as well as determine the security researchers 

motivation for the action. 

 

The TPB framework explored VDP’s and focused on relationships amongst the following four core 

constructs. This framework was used to understand the challenges and benefits of VDP’s and if such a 

program should be included in the overall organisation cybersecurity strategy. 

• 1st Construct: Attitude: Addressed research question 1 and 2 and assumed that the attitude in terms of 

VDP’s, influences the action to be taken which may/ may not result in vulnerability disclosure.   

• 2nd Construct: Subjective norm: Addressed research question 1 and 2 and assumed that the knowledge 

in terms of VDP’s, influences the action to be taken which may/ may not result in vulnerability 

disclosure. 

• 3rd Construct: Perceived behavioural control: Addressed research question 3 and assumed that the level 

of skills in terms of vulnerability discovery and exploitation, influences the action to be taken which 

may/ may not result in vulnerability disclosure. 

• 4th Construct: Intended Vulnerability Disclosure Action: Addressed research question 3 and assumed 

that the previous three factors influence the action taken, thus driving behaviour. 
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Based on the characteristics listed in table 3, it can be reasoned that quantitative analysis was the most 

suitable for this study. This research was performed without interference from the researcher. The data was 

collected from a large group of participants; therefore, numeric representation of the data was the most 

suitable option. According to Sekaran & Bougie (2010), quantitative analysis is used for data collected 

through questionnaires. 

 

3.6 Sampling Strategy 

The definition of sampling by Bhattacherjee (2012), is the process of selecting a subgroup, also known as 

a sample from the target population for observational and purposes of deriving statistical inferences about 

that target population. The sampling design selected for this study was non-probability sampling. 

“Nonprobability sampling is a sampling technique in which some units of the population have zero chance 

of selection or where the probability of selection cannot be accurately determined.” (Bhattacherjee, 2012, 

p. 69). Sekaran & Bougie (2010) also stated that non-probability sampling was used when the elements did 

not have a predetermined opportunity of being chosen. 

 

This research used a nonprobability sampling using convenience sampling of the IT and cybersecurity 

professionals that were affiliated with the South African chapter of the international organisation 

Information Systems and Audit Control Association (ISACA). Convenience sampling as stated by Kothari 

(2004), was performed when objects in the target population were selected because of ease of access.  

ISACA was the largest professional organisation with cybersecurity and IT professionals as their members. 

Thus, ISACA South Africa was selected as the target population. 
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3.6.1 Sample 

A sample, as defined by Trochim (2020) was a precise illustration of the target population. Sample size was 

the number of subjects that participated in the research. The sample used in this research was chosen from 

IT and cybersecurity professionals that had the knowledge of and experience with vulnerabilities.  

 

3.6.2 Sample size 

According to the sample table recommended by Sekaran & Bougie (2010), the sample size for the 

questionnaires that was recommended to be used in this study, was 329 respondents across ISACA South 

Africa at a 95% confidence level and 5% marginal error rate. However, due to the poor response rate, only 

147 responses were received. According to an email delivery report received from ISACA SA, of the 2326 

emails that were sent out, only 2321 were delivered and only 765 emails were opened. This was 33% of the 

population and it confirmed the poor response rate. This represented approximately 6.2% of the target 

population and 45% of the suggested sample size. ISACA SA continued to share the survey with their 

members on a weekly basis, via email and their social media platforms, however, limited responses were 

received. As a result, the target population used in this study was the 765 opened emails as it provided some 

assurance in terms of email delivery. This had a sample size of 256, which represented a 57% response rate 

in terms of the sample size. Additionally, according to Sekaran & Bougie (2013), a response rate of 30% is 

acceptable. Furthermore, the data collected represented 9 provinces, 13 industries and 12 different job 

functions across South Africa. As a result, the 147 responses were deemed suitable for this study as it 

provided insight into the state of VDP’s within South Africa.  
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3.6.3 Study Site 

The research was based in South Africa with the Information Technology (IT) and cybersecurity 

professionals affiliated with ISACA South Africa. This study site was selected as these participants may 

have had knowledge of vulnerabilities and VDP’s as they were employed in the IT and cybersecurity fields. 

 

3.6.4 Target Population 

The target population used in this research, comprised of the Information Technology (IT) and cybersecurity 

professionals that were affiliated with the South African chapter of the international organisation ISACA. 

This was done to obtain reliable and worthwhile information. These IT and cybersecurity professionals were 

deemed to have had the knowledge of and experience with vulnerability disclosure programs. The target 

population comprised of approximately 2326 members. ISACA South Africa distributed the questionnaire 

via email and their social media platforms to their members. 

 

3.7 Data collection methods 

In order to the conduct this study, the research questionnaire was circulated to the target population. 

Bhattacherjee (2012) stated that a questionnaire was a type of research instrument that consisted of questions 

that was intended to obtain the responses from participants in the study in a structured manner. A 

questionnaire was chosen as the research instrument as it could reach participants across the provinces and 

industries within South Africa in a quick and efficient manner. The questionnaire was distributed by ISACA 

SA to their members via email and social media platforms, on a weekly basis over a month. The 

questionnaire measured the opinions, views and experience of the various stakeholders. The questionnaire 

comprised of various rating and ranking scales such as the Likert scale in order to obtain a rich and accurate 

data set for analysis. This instrument was suitable for quantitative analysis using the statistical analysis 

tools.   
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3.8 Data Quality Control 

The data and methods used in this study, complemented each other. This assisted in improving the quality 

of data. The questionnaire data that was collected, was analysed and compared to maintain the reliability 

and validity of information. The Cronbach’s Alpha coefficient was calculated in order to determine the 

reliability of the data.  

 

3.9 Measurements 

The questionnaire that was distributed, used closed questions and comprised of various rating and ranking 

scales such as the Likert scale in order to obtain a rich and accurate data set for analysis. 

  

3.10 Data analysis  

The data that was gathered through the research questionnaires, was examined using descriptive analysis 

(i.e.: frequency analysis, mean and standard deviation) and correlation. Singh (2006) stated that descriptive 

analysis was concerned with the facts and can be used over a national geographic spread at minimal costs 

and effort. The researcher had prior knowledge and understanding of the statistical analysis tools PSPP and 

Real Statistics which is an add on in Excel. As a result, these were used to analyse the data. Descriptive 

analysis was used in order to derive patterns and to summarise the data to determine the challenges, benefits 

and need for VDP’s as part of a cybersecurity strategy.  

 

Correlation analysis was also used to study “the joint variation of two or more variables for determining the 

amount of correlation between two or more variables.” (Kothari, 2004, p. 130).  These were performed to 

determine if there were any relationships between the questions to identify groupings or clusters, as well as 

to validate the responses received. The combination of the various types of analysis enabled the data to be 

handled in a manner that made it interpretable in accordance with the research objectives. 
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3.11 Design of the questionnaire 

Bhattacherjee (2012) stated that a questionnaire was a type of research instrument that consisted of questions 

that was intended to obtain the responses from participants in the study in a structured manner. Bhattacherjee 

(2012) also stated that the questions must be created in such a manner that it was clear and understandable, 

should not be worded in a negative manner, be ambiguous, biased, contain value-laden words, too general, 

presumptuous, too detailed, imaginary or double-barrelled.  

 

According to Kothari (2004), the benefits of using a questionnaire were that costs are low when the target 

population was geographically spread, and it offered anonymity. It was also free from bias as the 

respondents’ answered the questionnaire themselves. The challenge with this instrument was that there was 

a low return rate, it was slow, control over the instrument may be lost once distributed, the approach cannot 

be changed once distributed, it was difficult to ascertain whether the willing participants were truly 

representative and there was a chance of obtaining ambiguous responses.  

 

Each research question was used as a sub section of the research questionnaire with questions related to that 

section.  This study used Google Forms to administer the questionnaire. A new questionnaire was created 

with the relevant sub sections and questions. Page logic was used in the questionnaire to terminate the 

questionnaire when participants did not provide consent to participate in the survey. The data was collected 

over a one-month period and would have taken approximately fifteen minutes to complete. Reminder e-

mails were sent by ISACA South Africa every week to the target population. At the end of the one-month 

period, the data was exported from google forms for analysis. 

 

The participants were not requested to submit their names as part of the questionnaire. The questionnaire 

assigned a unique number to each response in the database. The questionnaire comprised of a total of 27 
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questionnaire with five colleagues before having it distributed to the total population. The participants of 

the pre-test were requested to provide comments on the questionnaire in order to resolve any errors.  

 

3.13 Conclusion 

This chapter illustrated the importance of the research methods related to this research. It assisted the 

researcher in understanding the steps required to collect the data through to analysis. It began with the aim 

and objectives of the study. It discussed the research methodology used, the approach, analysis and sampling 

performed as well as the data collection strategy. It assisted the researcher in selecting the sample and 

selecting non-probability convenience sampling after considering the pro’s and con’s. The researcher could 

effectively administer the questionnaire and perform the appropriate analysis. The questionnaire was able 

to reach different provinces and industries across South Africa, as it was distributed electronically. It also 

covered the ethical considerations and limitations of the study. This chapter created the foundation of this 

research with the analysis of the data from the research instrument presented in the proceeding chapter. 
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CHAPTER 4 – ANALYSIS, PRESENTATION AND DISCUSSION OF THE RESULTS 

 

4.1 Introduction 

This chapter discusses the analysis of the online questionnaire data, as described in chapter 3. The results 

have been analysed, presented and discussed in a manner that aligns to the research objectives and 

questionnaire that was outlined in Chapter 1.  

 

This research was aimed at determining the challenges, benefits of VDP’s and whether VDP’s should be 

implemented as part of a cybersecurity strategy. The results and outcomes of the analysis that are explored 

in this chapter are linked back to the research objectives in the sections that follow. Hence, the findings are 

associated to the objectives of the study that addressed the research problem. These were:  

• Research Objective 1: To determine the challenges associated with vulnerability disclosure programs. 

• Research Objective 2: To determine the benefits associated with vulnerability disclosure programs. 

• Research Objective 3: To determine whether a vulnerability disclosure program should be 

implemented as part of an overall cybersecurity strategy. 

 

The sample for this research was selected from the cybersecurity professionals within South Africa. The 

questionnaire was distributed via email and social media platforms (Twitter, Facebook and LinkedIn) by 

the gatekeeper, ISACA South Africa, to their South African members. 

The chapter highlights the percentages associated with the demographical information. It then delves into 

each research objective with descriptive analysis performed. It further discusses the correlation analysis 

performed and the assesses the reliability by using Cronbach’s Coefficient Alpha. The chapter then 

concludes with a summary of the key findings based on the analysis. 
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4.2 Demographical information of the respondents 

The total number of respondents for the online questionnaire was 147 across 9 provinces and 13 industries 

across South Africa. These respondents were requested to complete their demographical information. The 

demographic information that was important for this study was their industry, location, gender, age group 

and job role. 

 

4.2.1 Industry of Organisation 

Figure 3. below, illustrates the industry of the participants organisation. 32 (22%) of the respondents were 

from the Technology, Media and Telecommunications industry. 26 (18%) from Financial Services, 24 

(16%) from Retail and Consumer, 22 (15%) from Professional Services, 7% from Transportation and 

logistics, Automotive and Manufacturing and Government and Public Services. 3% from Insurance and 1% 

from Cybersecurity, Education, Entertainment, Mining and Oil and Gas. The diversity of the industry was 

suitable for confirming that VDP’s are not limited to technology organisations.  

 

Figure 3. Industry of Organisation 
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4.2.2 Location of Organisation 

Figure 4. illustrates the region of the respondent’s organisation. Majority 77 (52%) of the respondents were 

from Gauteng, followed by KwaZulu-Natal with 29 (20%), Western Cape 21 (14%), Mpumalanga 6 (4%), 

Eastern Cape 5 (3%), Northern Cape 4 (3%), North West 3 (2%) and 2 shared amongst Multinational and 

Other with 1 respondent each.  

 

 

Figure 4. Location of Organisation 

 

4.2.3 Gender 

Figure 5. indicates the gender of the respondents. Majority of the respondents were Male 89 (61%), followed 
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Figure 5. Gender of the participants 

 

4.2.4 Age Group 

Figure 6. illustrates the various age categories of the respondents. The majority 72 (49%) of the respondents 

were < 30 and < 40 years, 36 (24%) were >25 and < 30 years, 31 (21%) were > 40 and < 50 years, 7 (5%) 

were > 50 and < 60 years with 1 respondent >18 and < 25 years of age.  

 

Figure 6. Age group of the participants 
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4.3 Objectives of the study 

The questions in the questionnaire were linked to the research objectives to collect data that could answer 

each research question.  

 

4.3.1 Research Objective 1: To determine the challenges associated with vulnerability disclosure 

programs 

This was the first objective of the research, used to determine the challenges associated with VDP’s and 

measured variables such as familiarity and understanding of VDP’s, restrictions in implementing VDP’s, 

time to fix a vulnerability and should a researcher wait for a fix before publishing a vulnerability. 

 

4.3.1.1 Familiarity and Understanding of VDP’s 

To assess the level of understanding of VDP’s, the respondents were asked to rate their understanding of 

VDP’s, the processes associated with VDP’s, the types of VDP’s they are familiar with, if their organisation 

implemented VDP’s and if VDP’s are limited to technology organisations only. This related to section 2 of 

the questionnaire. Figure 8. illustrates the level of familiarity and understanding of VDP’s.  

 

In terms of understanding VDP’s, the responses indicated that majority 93 (63%) of the respondents were 

familiar with VDP’s with a mean of 3.76. 100 (68%) understood VDP’s with a mean of 3.75 and 62 (42%) 

had an understanding the processes associated with VDP’s with a mean of 3.24. The responses also 

highlighted that 47 (32%) of the responses for understanding of VDP’s and 85 (58%) of the responses for 

understanding of the processes associated with VDP’s fell into the Neutral, Disagree and Strongly Disagree 

categories, indicating a lack of familiarity and understanding of VDP’s and the associated processes.  

 

The responses on the types of VDP’s indicated that most of the responses leaned towards Bug bounty 

programs with 120 (82%) of the responses. This confirmed literature as mentioned by Porup (2018) that 
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many people confused bug bounty programs with VDP’s.  This was followed by Full Disclosure VDP’s 

with 75 (51%), Responsible-Disclosure VDP’s with 79 (54%), Self-Disclosure VDP’s with 41 (28%) and 

Non-Disclosure VDP’s with 73 (50%) of the responses. The low response for self-disclosure confirmed the 

global public vulnerability research report, where only 2% of reported vulnerabilities were self-disclosed 

(Frost & Sullivan, 2018). The results also indicated that there was a lack of awareness and understanding 

of the different types of VDP’s as 106 (72%) of the responses ranged between Neutral and Strongly Disagree 

for Self-Disclosure VDP’s, 74 (50%) for Non-Disclosure VDP’s, 72 (49%) for Full Disclosure VDP’s and 

68 (46%) for Responsible-Disclosure. 

 

In this section of the questionnaire the respondents were also asked about their organisations use of VDP’s. 

116 (79%) of the respondents fell between the Neutral to Strongly Disagree category, indicating that VDP’s 

were not likely to be implemented within the organisation or they had no knowledge of VDP’s within the 

organisation. Only 31 (21%) mentioned that their organisation had implemented a VDP. 

Respondents were also asked if their organisation had an official channel to disclose vulnerabilities in 

products and services. 116 (79%) fell into the Neutral to Strongly Disagree category, indicating that no 

channel for reporting vulnerability within the organisation was available.  Only 31(21%) mentioned that a 

channel was available. This confirmed the literature review whereby very few South African companies 

have implemented VDP’s. 

 

The last question of this section asked the respondents if they felt that VDP’s were only for technology 

organisations. 137 (93%) of the respondents were in the Neutral to Strongly Disagree category indicating 

that VDP’s are for all types of organisations. Only 10 (7%) felt that it was limited to technology 

organisations. 
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The 95% confidence level for the familiarity with VDP’s was 0.15. This indicated that with a 95% 

confidence, the population mean was between 3.61 (mean – confidence = 3.76 – 0.15 = 3.61) to 3.90 (mean 

+ confidence = 3.76 + 0.15 = 3.90), illustrating that a positive level (Agree) of familiarity with VDP’s. The 

95% confidence levels for understanding of VDP’s was 0.15 with a population mean between 3.60 to 3.89 

and the understanding of the processes associated with VDP’s was 0.18. The population mean was between 

3.06 to 3.43, leaning towards a Neutral to Agree understanding of VDP’s and the associated processes. 

Bug bounty programs was the most common amongst the respondents with a 95% confidence level of 0.14 

and a population mean between 3.74 to 4.03, illustrating that bug bounties was well known amongst the 

respondents, leaning towards Agree. 

In terms of the organisation the 95% confidence level for the respondent’s organisations implementing 

VDP’s was 0.23 with a population mean between 1.92 to 2.37. This indicated the low level on 

implementation of VDP’s in organisations, leaning towards Disagree. Respondents were also asked if they 

felt VDP’s were for technology organisations only, the 95% confidence level was 0.16 with a population 

mean between 1.24 to 1.55. This showed that many believed that VDP’s were not only for Technology 

organisations and should be implemented across industries, leaning towards Strongly Disagree.  

Overall, it can be seen that there was a lack of understanding of VDP’s and the associated processes. 

 

4.3.1.2   Restrictions of VDP’s 

Figure 9. illustrates the restrictions that the respondents felt play a role in the implementation of VDP’s. 

From the responses, the top three restrictions that were likely to impact the implementation of VDP’s were 

a lack of understanding of VDP’s with 133 (91%) responses and with a mean of 4.26, Lack of management 

support with 129 (88%) and a mean of 4.09 and a lack of technical resources with 115 (78%) and a mean 

of 3.95, all leaning towards a Agree. These results confirmed the literature by Cencini, Yu, & Chan (2005) 

that stated that the associated costs of VDP’s outweighed the benefits. 
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Figure 12. Vendor disclosure of a fix 

 

Table 7. below illustrates the full descriptive statistics performed on the responses for the figures in 4.4. 

The responses were classified from “1”, Strongly Disagree to “5”, Strongly Agree. 

The 95% confidence levels for the top three restrictions are 0.12 for Lack of understanding of VDP’s, 0,12 

for Lack of management support and 0.14 for Lack of technical resources. This indicated that with 95 % 

confidence, the population means for each of the above are Lack of understanding of VDP’s with a 

population mean of between 4.14 (mean – confidence = 4.26 – 0.12 = 4.14) to 4.37 (mean + confidence = 

4.26 + 0.11 = 4.37), leaning towards Agree, Lack of management support with population mean between 

3.97 to 4.20, leaning towards Agree and Lack of technical resources with population mean between 3.81 to 

4.09, leaning towards  Agree. 
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Figure 25. Respondents skill level 

 

Table 9. below illustrates the full descriptive statistics performed on the responses for the figures in 4.6.1. 

In order to create the descriptive statistics, the responses were classified from “1”, Strongly Disagree to 

“5”, Strongly Agree. 
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The top three motivators for individual to participate in VDP’s were for monetary reasons to earn an item/ 

gift and General software security. The 95% confidence levels for these were 0.16 for monetary reasons 

Strongly 

Disagree

9

6%

Disagree

26

18%

Neutral

49

33%

Agree

46

31%

Strongly 

Agree

17

12%



 

66 

 

with a population mean between 3.94 to 4.26, leaning towards Agree, 0.16 to earn an item/ gift with a 

population mean between 3.80 to 4.12, leaning towards Agree and 0.14 for General software security with 

a population mean between 3.70 to 3.99, leaning towards Agree. This indicated that the participants required 

some reward in order to participate in VDP’s. 

 

The 95% confidence level for the skill level of the respondents was 0.17 and a population mean between 

3.07 to 3.44, leaning towards Neutral. This indicated an average skill level regarding the ability to the 

discovery, exploitation and remediation of vulnerabilities.
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policy with 78 (53%) responding with Strongly Disagree, 16 (11%) with Disagree and 22 (15%) with 

Neutral. The overall mean was 2.10, leaning towards Disagree. 

 

 

Figure 27. Organisation has a VDP policy 

 

4.3.3.8 Organisational use of frameworks 

Figure 28. highlights the number of respondent organisations that used or aligned with frameworks such as 

ISO and COBIT. 132 (90%) mentioned that their organisation used frameworks, 15 (10%) mentioned that 

their organisation did not use frameworks with 3 (2%) responding with Strongly Disagree and 12 (8%) with 

Neutral. The overall mean was 4.11, leaning towards Agree. 

 

Figure 28. Organisational use of frameworks 
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The top three organisational benefits were Security benefits, Good governance and Raise awareness with 

a 95% confidence level of 0.11, 0.11 and 0.12 respectively. This indicated that with 95% confidence, the 

population means for each of the above were Security benefits with a population mean of between 4.29 

(mean – confidence = 4.40 – 0.11 = 4.29) to 4.51 (mean + confidence = 4.40 + 0.11 = 4.51), leaning towards 

Strongly Agree, Good governance with population mean between 4.12 to 4.34, leaning towards Agree and 

Raise awareness with population mean between 3.95 to 4.19, leaning towards Agree. This indicated that 

participants understood what benefits organisations could have by implementing VDP’s. 

 

The 95% confidence level for organisations using frameworks such as ISO and COBIT was 0.12 with a 

population mean between 3.99 to 4.23, leaning towards Agree.  

 

The top three frameworks used in organisations were ISO Standards, COBIT and King IV with a 95% 

confidence level of 0.11, 0.13 and 0.14 respectively. This indicated that with 95% confidence, the 

population means for each of the above were ISO Standards with a population mean of between 3.93 to 

4.16, leaning towards Agree, COBIT with population mean between 3.75 to 4.02, leaning towards Neutral 

to Agree and King IV with population mean between 3.71 to 3.99, leaning to Neutral to Agree. This 

indicated that organisation have implemented governance frameworks. 

 

4.3.3.10  Industry and Skills to discover, exploit and remediate vulnerabilities 

Figure 30.  illustrates the industry of the respondents with their skill level in terms of discovering, exploiting 

and remediating vulnerabilities. The top three industries with positive results were Technology, Media and 

Communications with 21(14%), followed by Financial Services with 13 (9%) and Professional services 

with 7 (5%). This indicates that Technology, Media and Communications has the largest skill set in terms 

of vulnerabilities with the remainder of industries lacking, likely due to poor awareness levels. This was 
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Understanding bug bounty programs has a weak correlation to familiarity and Understanding of VDP’s. 

This could indicate that the respondents see bug bounty programs as separate programs and not associated 

with VDP’s, as also indicated in the literature (Porup, 2018).
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CHAPTER FIVE – CONCLUSION, RECOMMENDATIONS AND LIMITATIONS 

 

5.1 Introduction 

This chapter provides a conclusion to the study and determines whether the research objectives were met. 

This research comprised of 5 chapters, including this chapter. Chapter 1 described the study and research 

approach. Chapter 2 discussed literature in terms of VDP’s. Chapter 3 described the research design and 

methodology that guided this study. Chapter 4 analysed, presented and discussed the data that was collected.  

The data collected from the online questionnaire which was linked to the research objectives was intended 

to determine the challenges and benefits of VDP’s and whether VDP’s should be implemented as part of a 

cybersecurity strategy. This chapter will provide recommendations and opportunities for future research as 

well as the limitations of this research. 

 

5.2 Research Findings and Conclusion 

The objectives of the research were met and are discussed below. The main purpose of this study was to 

determine whether VDP’s should be implemented as part of a cybersecurity strategy. The conclusions that 

follow were based on the results of the statistical analysis of the quantitative data. 

 

5.2.1 Research Objective 1: To determine the challenges associated with vulnerability disclosure 

programs 

The study established that the top three restrictions in implementing VDP’s were a lack of understanding, 

lack of management support and lack of technical resources. These were required for a successful 

implementation. Section 4.3.1.1. discussed the familiarity and understanding of VDP’s. Majority of the 

respondents were familiar with VDP’s, but they lacked the understanding of the processes associated with 

VDP’s as well as the different types of VDP’s (Section 4.3.1.2.). Bug bounty programs were the most 
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familiar amongst respondents, indicating that they did not associate bug bounty programs as a type of VDP. 

Furthermore, responses received from the IT Audit space were negative in term of familiarity of VDP’s. 

This indicated a clear lack of awareness of VDP’s and the associated processes and types. Majority of the 

respondents indicated that their organisations did not have a channel to report VDP’s. This was supported 

by the responses that very few South African companies have implemented VDP’s when compared to 

Industry. The Technology, Media and Communications industry had majority of the responses for 

implementing a VDP and having a channel to report vulnerabilities. This again indicated the lack of 

awareness of VDP’s across industries. It was evident from the responses that the Technology, Media and 

Communications industry was a victim of an extortion scheme due to a discovered vulnerability, possibly 

indicating their need to create a VDP (Section 4.3.1.3.). Industries such as the Financial industry and Retail 

and Consumer, also experienced extortion incidents and had implemented VDP’s but the responses were 

minimal in comparison to Technology, Media and Communications. Other industries may not have 

disclosed such information possibly due to confidentiality clauses. As shown in Figure 2. of the adapted 

TBP model, the findings from the analysis indicates that the attitude towards vulnerability disclosure, 

vulnerability management and the knowledge of VDP policies, processes and technology affected the 

understanding of VDP’s and the challenges experienced. This affected the action taken. This further 

indicated that in order to safeguard organisations from cyber-attacks, VDP’s should be implemented to 

discover vulnerabilities early. The responses clearly indicated that apart from the identified restrictions in 

the implementation of VDP’s as mentioned above, a lack of awareness is the greatest challenge associated 

with VDP’s across industries and job roles. 

 

5.2.2 Research Objective 2: To determine the benefits associated with vulnerability disclosure 

programs 

The study found that the top three benefits of implementing VDP’s were improved security posture, 

reduces risk and increases cybersecurity awareness.  Majority of the respondents felt that VDP’s should 
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be a part of a cybersecurity strategy (Section 4.3.2.2.) with most of the responses from Technology, 

Media and Telecommunications, Financial Services and Retail and Consumer (Section 4.3.2.3.). This 

supports the responses discussed in 5.2.1 whereby these three industries have implemented VDP’s and 

had a channel to report vulnerabilities. The study confirmed that in South Africa, across industries, the 

benefits associated with VDP’s was understood and the need for VDP’s was recognised. As shown in 

Figure 2. of the adapted TBP model, the findings from the analysis indicated that the attitude towards 

vulnerability disclosure, vulnerability management and the knowledge of VDP policies, processes and 

technology affected the understanding of VDP’s and the associated benefits experienced. This affected 

the action taken. 

 

5.2.3 Research Objective 3: To determine whether a vulnerability disclosure program should be 

implemented as part of an overall cybersecurity strategy 

The study determined that the top three intentions for individuals to participate in VDP’s were monetary 

reasons, fame and prestige and career advancement (Section 4.3.3.1). This was motivated by monetary 

reasons, to earn an item or gift or general software security (Section 4.3.3.3). This confirmed that 

individuals require some type of reward in order to participate in VDP’s. Majority of the respondents 

indicated that they would not participate in VDP’s for hacking for fun or malicious activities (Section 

4.3.3.2). They also indicated that if they were to discover a vulnerability that they would disclose it to the 

software vendor (Section 4.3.3.4.). These support their motivation of participating for general software 

security. 

 

Majority of the respondents stated that they did not have the necessary skills to discover, exploit and/or 

remediate vulnerabilities (Section 4.3.3.5.). The top three industries with the necessary skills were 

Technology, Media and Communications, Financial Services and Professional services (Section 4.3.3.10.). 
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This supported the responses in 5.2.1 and 5.2.2, as these three industries have implemented VDP’s, and saw 

the need for implementing VDP’s as part of a cybersecurity strategy. 

 

Organisational intention to participate in VDP’s were security benefits, good governance and to raise 

awareness (Section 4.3.3.6.). This supported the individual’s motivation to participate for the general 

software security. Good governance was associated with the responses received in terms of organisations 

having a VDP policy (Section 4.3.3.7.) and using frameworks such as ISO and COBIT. Majority of the 

respondents indicated that their organisations did not have a VDP policy (Section 4.3.3.8.) but used 

frameworks such as ISO and COBIT (Section 4.3.3.9.). It was also noted that the top three frameworks used 

were ISO Standards, COBIT and King IV. These three frameworks contain controls that were associated 

with VDP’s. The responses showed a misalignment in terms of implementing VDP’s and compliance to 

these frameworks. This can be linked back to 5.2.1.and the lack of awareness of VDP’s.  

 

The individual and organisational responses confirm that industries across South Africa have some 

knowledge of VDP’s. In terms of framework compliance, organisations have implemented governance 

frameworks but have not implemented the controls associated with VDP’s. For a VDP implementation to 

be successful, organisations should ensure that the policy is defined, processes created, and recognition and 

rewards established as these motivate individuals to participate. The reasons why individuals fear to 

participate in VDP’s should also be explored and addressed in the implementation. As shown in Figure 2. 

Of the adapted TPB model, the findings from the analysis indicated that the skill level of individuals and 

the motivation to participate in VDP’s affected the intended action to disclose a vulnerability, which 

affected their behaviour towards VDP’s. 

 

Based on the responses from 5.2.1, 5.2.2 and 5.2.3, it was determined that there was a need for VDP’s to 

be implemented as part of a cybersecurity strategy. This would be driver of awareness and the overall 

implementation, which in turn would safeguard organisations against cyber-attacks. As per Figure 2. of the 



 

88 

 

TPB model, it would assist in changing the attitude of individuals and organisations, developing VDP 

policies and processes, upskilling peoples and implementing the appropriate motivators. In turn directing 

the intended action to disclose vulnerabilities, which changes behaviour. It would also assist in normalising 

vulnerability disclosure as it encourages proactive engagement with the security research community. A 

VDP as part of a cybersecurity strategy would ensure that the program is also measured according to the 

strategic key performance indicators, ensuring its success and compliance to frameworks.  

 

5.3 Limitations 

The questionnaire was only sent out to the ISACA SA community to understand their responses. There may 

have been a limitation with convenience sampling as other respondents outside ISACA could have 

responded but were not fully identified. Another limitation is that the respondents may have ignored or 

forgotten about the questionnaire that was emailed to them through ISACA SA, despite the numerous 

reminders and methods of distribution which resulted in the low response rate. Due to the method used, the 

researcher could not ascertain the reasons for this. It is possible that using hardcopy questionnaires or 

telephonic surveys may have assisted in obtaining a larger sample size as well as determine the reasons for 

non-response.  

 

5.4 Recommendations 

The research findings indicate that there is a need for VDP’s, as across industry it was lacking. The proposed 

recommendations were based on the results of the study and literature.  

 

5.4.1 Misalignment of controls from governance frameworks 

It was determined from the discussion in 4.3.3 that there was a misalignment of the controls in governance 

frameworks such ISO, COBIT and King IV that impacted on the implementation of VDP’s in organisations. 



 

89 

 

Controls in these frameworks should be reviewed to ensure compliance in terms of VDP’s and their 

implementation thereof. It will assist organisations in determining the roles of each participant, definition 

of the processes to be followed for reporting and remediating vulnerabilities, determine the timeframes to 

remediate and publish a vulnerability as well as to determine the reward and/or recognition system. This 

will ensure a successful VDP implementation. 

 

5.4.2 Awareness of VDP’s 

The responses in terms of familiarity, understanding of VDP’s, the processes associated with VDP’s and 

the types of VDP’s indicate the lack of awareness. Organisations should spend time understanding the 

challenges, benefits of VDP’s and the value of VDP’s and educate their employees on its purpose.  

 

5.4.3 Skills Gap 

It was evident that there was a skills gap across the industries in term of discovering, exploiting and 

remediating VDP’s. Individuals in the IT Auditing space require more training on VDP’s especially if they 

are to act as consultants to support industry implementations of VDP’s. Other industries should focus on 

upskilling staff in IT with the basics of vulnerability management in order to identify and report 

vulnerabilities. 

 

5.4.4 Understanding Intention and Motivation for Participation 

The study highlighted that respondents required some form of recognition or reward in order to feel 

motivated to participate in VDP’s. Organisations planning on implementing VDP’s should collaborate with 

security researchers and staff to understand what motivates them to participate in VDP’s, in order to 

implement a successful VDP.  
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5.5 Opportunities for Future Research 

The limitations determined during this study were used as guidance for future work. The following are 

recommended for future research on VDP’s. 

• The study revealed that organisations have limited understanding of VDP’s in relation to the various 

governance frameworks. This resulted in misalignment of controls and non-compliance to governance 

frameworks. Future studies should be focused on the reasons for the limited understanding and 

corrective recommendations. 

• More research is required on the different types of VDP’s and how they can be implemented in 

organisations in accordance to frameworks. 

• Future research should be extended across industries and not limited to the members of one organisation 

or location. 

• Studies should consider using other sampling methods such as probability sampling for generalisability 

of the responses to the entire population. 

• Repeat studies should be conducted to assess the growth of VDP’s in South Africa.  

 

5.6 Conclusion 

This research explored the challenges, benefits of implementing VDP’s. It analysed the reasons why 

individuals and organisations tend to participate and not participate in VDP’s. This study contributed to the 

current knowledge base of literature in terms of VDP’s and its associated processes. This chapter has 

focused on the objectives and research questions and drew conclusions thereof. It has outlined the areas 

where future research can be performed, which will provide more insight into VDP’s. The major finding 

identified in this study was a general lack of awareness of VDP’s, VDP types and the associated processes. 

Ultimately, this study demonstrated a step forward to understanding the challenges, benefits and whether 

VDP’s should be implemented as part of a cybersecurity strategy. More understanding around the types of 

VDP’s and frameworks that support VDP’s would allow organisations to better implement VDP’s. The 
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limitations highlighted in this chapter should be considered by future researchers of studies related to 

VDP’s. The research objectives of this study have been met. 
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