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ABSTRACT

Today’s organisations are continuously and increasingly being exposed to security
breaches. Higher education institutions have also been affected by the increasing
occurrences of security breaches. Higher education institutions’ exposure to security
breaches have been attributed to factors such as human error and lack of information
security compliance among students. Studies have shown that students do not comply
with information security policies. Hence, students, like most humans, remain the

weakest link in the exposure of information and information systems to cyberattacks.

In this study, the protection motivation theory was used as the guiding theoretical
framework to understand students’ compliance behaviour with information security
measures. This study employed an exploratory research design supported by a
quantitative research approach to investigate the factors influencing students’ compliance
with information security measures. The data was collected using a questionnaire and was
analysed using the statistical package for social science (SPSS). From a stratified sample
of 376 participants, the findings indicate that Perceived Severity and Perceived Rewards
have the most significant effect on student compliance with information security
measures. This study further makes suggestions that may help improve compliance with
information security controls within higher education institutions, such as replacing the
student card system with biometric fingerprint scanners which are a more convenient

method to access the university.
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CHAPTER 1: INTRODUCTION

1.1. Introduction

The introduction chapter provides the overview of this research. The chapter presents the
background and addresses the gap in the study, justification and significance for
conducting this research. Moreover, this section also introduces the problem, questions,

goal, methodology of the study and restrictions the study encountered.

1.2. Background and Gap of the Study

Parsons et al. (2014) argue that many previous studies investigating cybersecurity issues
often ignore the human dimension associated with cybersecurity breaches. They further
deduced that numerous academic research has only explored one aspect of security. Case
in point, Stanton et al. (2005) carried out their study only about password-related
behaviour and Siponen et al. (2010) researched intentions to comply with information
security policy. Parsons et al. (2014) stated that not one of these research aims to find
comprehensive and all-inclusive information on information security. Mohammed (2015)
also argues that the existing studies have not explicitly identified all the elements that
have major effects on the adoption or improvement of a data security compliance mindset.
Therefore, this research will not focus on one aspect of information security, but it will

address most of the known and frequently performed mistakes in an institution.

These studies have been criticised due to inadequacy and flaws in their methodology,

questionnaires, and data analysis (Guillot & Kennedy, 2007). Anderson and Barton

(2012) pointed out that these research papers experienced sampling bias which causes
under-addressing or over-addressing of information security problems. Herath and Rao
(2009a) claim that these studies are usually carried out with an assistance of an
information security professional. Although they uncover existing problems and solutions
to secure institutional data, this does not represent the perspective of the majority or
common end-users of the university systems. Subsequently, this study will solely focus

on the common end-user i.e., students that will represent the whole population adequately.

According to Parsons et al. (2014) and Vestad (2022), an increasing number of literature
utilise the present behavioural models in the data security field. For example, the Theory
of Planned Behaviour (TPB), General deterrence Theory (GTR), Technology acceptance
model (TAM), Health Belief Model, Knowledge Attitude Behaviour (KAB) Model, and
Extended Parallel Process Model. Karjalainen (2011) adds that these behavioural models



are centred on validation or verification which might raise a biased point of view.
Furthermore, Vestad (2022) states that TPB and TAM are more generic frameworks that
do not prioritise threat appraisal as a primary determinant in security behaviour. In
addition, GTR is more suitable for non-voluntary behaviour studies as this research

investigates voluntary behaviour.

Maddux and Rogers (1983) and Vestad (2022) define PMT as the individual’s intention
to engage in a protective behaviour (such as quitting smoking) based primarily on a threat
appraisal that considers the perceived seriousness of the threat and one's vulnerability to
the threat. In addition to a coping appraisal that considers the perceived effectiveness of
the response and the likelihood of success. Unlike TPB, TAM and GTR, PMT prioritises
threat appraisal and is a voluntary behaviour-based theory. Moreover, Mou et al. (2022)
conducted a meta-analysis of 92 published studies that utilised PMT. According to Mou
etal. (2022), the findings provided strong support for Response Efficacy and Self-efficacy
as most significant predictor of protection motivation in information security. Findings
from a study conducted by Sommestad et al. (2015) indicate that PMT seems to explain
information security behaviour better if the threat and coping methods are concrete or
specific. Additionally, 61 of 67 empirical research endorse the use of PMT in an

information security context (Haag et al., 2021). In the context of this study, it was

determined that the constructs of the protection motivation theory (PMT) were the most

pertinent and fitting for the research objectives.

1.3. Justification

This study needs to be carried out as it will examine and make recommendations
regarding ways in which the existing data security culture can be improved. Furthermore,
the study could assist in educating, mitigating security breaches and securing the
university’s data. Failure to conduct this study will lead to a continuous cycle of students
neglecting security seriousness, and the university will continue to have security

breaches.

1.4. Research Problem

According to Hina and Dominic (2017), security breaches in higher education institutions
have increased at an alarming rate in recent years and continue to increase with the growth
of technological innovations. For example, the University of KwaZulu-Natal student e-

mail accounts faced security breaches numerous times at the beginning of 2018 due to



weak passwords and a lack of information security compliance among students as shown

in Appendix B (Information & Communication Services, 2018). Furthermore,

Information & Communication Services (2022) claims that 80% of data breaches that
occurred in 2019 and 2020 were a result of compromised passwords (Appendix B).
Parsons et al. (2010) argue that humans are the weak point in enforcing information
security controls and measures. Thus, fostering an information security culture of
compliance within an organisation is very crucial in order to deal with cyber threats and
risks. Thus, this research primarily investigates factors that may influence compliance
with information security measures at the University of KwaZulu-Natal in
Pietermaritzburg and Westville campus from a student’s perspective. ldentifying such
factors is a stepping stone towards adopting strategies that may lead to greater compliance

and therefore mitigating risks associated with information security breaches.

1.5. Research Questions

The following research questions were constructed from the research problem to aid in
accomplishing the research’s objectives. Protection Motivation Theory has two main
constructs, namely, Threat Appraisal and Coping Appraisal. Coping Appraisal refers to
the psychological and behavioural responses that individuals use to manage and adapt to
stress or challenging situations. Threat Appraisal is a concept in psychology that refers to
the process of evaluating and assessing the perceived severity and likelihood of a potential

threat or danger.

1.5.1.How compliant are students with the existing information security measures
currently in place within the university?

1.5.2.What are the effects of threat appraisal on students’ compliance with the
information security measures within the university?

1.5.3.What are the effects of coping appraisal on students’ compliance with the
information security measures within the university?

1.5.4.What are the challenges faced by students in their compliance with the information

security measures within the university?

1.6. Research Objectives

The research objectives of this study are the following:



1.6.1.To investigate how compliant students are with existing information security
measures currently in place within the university.

1.6.2.To identify threat appraisal effects on students’ compliance with the existing
information security measures in place within the university.

1.6.3.To identify coping appraisal effects on students’ compliance with the existing
information security measures in place within the university.

1.6.4.To identify the challenges that may hinder students from complying with the

information security measures in place within the university.

1.7. Significance of the Study

This research identifies the influences that may encourage students to comply with data
security culture; based on those factors, the study can suggest or recommend strategies
that can be used to encourage students to comply with data security measures in place. If
the suggestions and recommendations are taken into consideration, then they could aid in

minimising the occurrence of security breaches.

The study uses the Protection Motivation Theory. Subsequently, this research will
contribute to the body of knowledge by applying the constructs of the theory to analyse
students’ behaviour with the data security measures. Findings from this study will assist
in discovering what needs to be implemented to enable the improvement of information

security culture in the context of an institution.

1.8. Research Limitations

One of the limitations of this study is that it has been conducted at a single institution,
which may restrict the generalizability of the findings. Specifically, the results of the
study may only be relevant and applicable to the university in question (i.e. UKZN), rather
than being able to be extended to other institutions or settings. This could potentially
impact the validity and usefulness of the research. Time was another constraint for this
research. Nevertheless, the researcher began data collection as soon as the second

semester commenced.

1.9. Concluding Remarks
This chapter introduced the concept of information security, addressed the gap and the
background of this study, and outlined the significance and justification for carrying out

this research. This chapter also introduced the research problem, question, objectives,



methodology, and the restrictions of this study the researcher came across. The following

chapter provides the literature review based on the above concepts.



CHAPTER 2: LITERATURE REVIEW

2.1. Introduction

The literature focuses on research regarding instilling an information security compliance
culture in institutions. The literature further discusses the human factor associated with
information security compliance. Moreover, the literature reviews the compelling factors

that could aid in creating or improving the information security culture (Masrek, 2017).

This literature also discusses the role of these factors (i.e. information security awareness
programs, security policies, and assessments) in improving the information security

culture of compliance (Mohammed, 2015). Additionally, this literature highlights the

theoretical frameworks that have been implemented in prior studies that investigated
cybersecurity compliance.

2.2. Human Factor in Data Security

Alietal. (2021) and Ghazvini and Shukur (2017) stated that 95% of information security
breaches are a result of human errors. Furthermore, Ghazvini and Shukur (2017) stated
that technology flaws are not the major sources of breaches at any organisation or even
an educational institution, but the main origin of these breaches is from the employees or
students’ mistakes. Hence, information security cannot be addressed from a technical
point of view alone, but from a non-technical stance as well (e.g. students’ awareness and

conduct towards information security compliance).

Other authors (Ahmed et al., 2012; Ali et al., 2021) further pointed out that while solutions
such as anti-virus software, VPNs, and firewalls are necessary and beneficial, these
technologies cannot be relied upon alone to combat security breaches. Hence, the students
become the frontline defence. Conteh and Schmick (2016) state that students are the main
focus of data security within an institution since the strategies employed by malicious
actors to penetrate systems rely heavily on human mistakes. Careless errors made by
students expose unsecured network channels leaving entire systems unprotected.
Consequently, human errors tend to cause more damage than technological vulnerabilities
(Waly et al., 2012).

Cancino-Montecinos et al. (2020) and Ahmed et al. (2012) explained that mistakes could
be distinguished by situational (dependent on a set of circumstances or state of affairs)
and psychological (associated with the mental and emotional state of a person)

characteristics. In addition, Ahmed et al. (2012) recognised three categories of errors:



“skilled-based”, “rule-based”, and “knowledge-based”. Skill-based mistakes occur
unknowingly and automatically in a person's daily work routine. Furthermore, this
category of mistakes is usually known as slip-ups or inadvertent acts. Algarni et al. (2020)
further stated that rule-based mistakes occur once there is a mandatory change to saved
rules and it is typically automatic operations that cause them. Moreover, the user may use
previously memorised rules, meanwhile, the rules have been modified therefore causing
an error. Algarni et al. (2020) and Ahmed et al. (2012) added that knowledge-based errors
occur after repeated failures and there is no existing solution. The majority of these errors
tend to happen in the skilled-based category. (Ahmed et al., 2012; Algarni et al., 2020;
Glimiisbas et al., 2020).

2.3. Improving Data Security Awareness Training Programmes
Ghazvini and Shukur (2017) state that information security awareness is lacking amongst
many students. However, data security awareness training programmes could be utilised

to mitigate human mistakes (Bada et al., 2019; Shahri et al., 2012). Yet, in most cases,

university management neglects to teach students about the students’ important role in
maintaining a security compliance culture in the institution (Hale & Brusil, 2007; Hina et
al., 2019).

In accordance with Shaw et al. (2009) and Hina et al. (2019), security awareness is a
person’s understanding of how important data security is, what exactly they are supposed
to do, and the manner in which they apply what they have learnt about data security
procedures to ensure the safety of the institution. Shaw et al. (2009) followed by naming
certain behaviours that are capable of endangering the institution. Among these actions is
the sharing of institution’s computer resources with non-members. Furthermore,
exploiting the institution’s computer resources for the individual’s benefit (such as
internet shopping) and opening unknown malicious emails and their attachments. (Hina
et al., 2019; Shaw et al., 2009).

Student’s awareness contributes significantly to information security effectiveness

(Ghazvini & Shukur, 2017). The research acknowledged that security awareness training

programmes might provide students with the necessary skills and knowledge which is

important for reducing the number of data security breaches (Bada et al., 2019; Waly et

al., 2012). Ali et al. (2021) and Lacey (2010) also mentioned that awareness programmes

are a useful and potent tool for minimising security breaches. Thus, students will be aware



of potential threats to information security and realise that their choices carry
repercussions. It is essential to raise students’ awareness in order to keep sensitive data

secure (Bakar et al., 2021; Eminagaoglu et al., 2009).

2.4. Information Security Measures and Control

According to Bakar et al. (2021) and Chan and Mubarak (2012), security specialists have
been emphasizing the vulnerability of data and computing resources in higher education
institutions. Subsequently, they recommended that security controls and measures in
these institutions should be current and occasionally revisited to keep abreast of the
propelling dangers and security breaches. Haeussinger and Kranz (2013) and Wheelus
and Zhu (2020) claim that the security controls and measures put in place in higher
education institutions are intended to manage or oversee the technical problems such as
malware, virus infections through faux sites, and malicious programs. However, human
carelessness associated with the misuse of resources and data is frequently disregarded.
Security measures should be incorporated into an individual’s daily activities
(Daneshmandnia, 2019; Sun, 2016; Wheelus & Zhu, 2020). The following proposed
security measures should build a dependable and safe environment (Daneshmandnia,
2019; Sun, 2016; Wheelus & Zhu, 2020).

2.4.1. Firewalls

Firewalls are software and hardware devices that isolate local networks from external
networks. Moreover, firewalls prevent unauthorised access to the internal network. This
ensures that only data that has been checked for accuracy and safety can be accessible.
Encrypting, decrypting, compressing, decompressing, and authorizing, are some of the
functionalities that are built into firewalls during their development (Al-Haijaa &
Ishtaiwia, 2021). Therefore, an institution’s network security significantly improves when

it is equipped with a firewall. It can be argued that firewalls have played a crucial role in

improving the security networks in a university (Sharma et al., 2021). From a university

perspective, firewalls have shown to be effective in protecting against a wide range of
network attacks (such as unauthorized access, malware and viruses, network attacks),
while also allowing authorized communications (Al-Haijaa & Ishtaiwia, 2021; Sharma et
al., 2021).




2.4.2. Intrusion Detection Systems

Intrusion Detection Systems (IDS) are utilised to identify potentially malicious activities
and compliance violations within the network. The system reports malicious activities
when they are discovered. Other systems respond to malicious activities by restricting the
traffic from the originating IP address. When hackers manage to penetrate the firewall,

intrusion detection systems are incredibly helpful (Alsaedi et al., 2020). Mendonca et al.

(2021) claim that IDS have greatly contributed to the security effectiveness of university
networks. One of the key contributions of IDS to security effectiveness in a university
setting is their ability to detect and alert on known and unknown threats (Giimiisbas et al.,
2020). Another important contribution of IDS in a university setting is their ability to
monitor and protect the various devices that are connected to the university's network.
This is especially important in a university setting where the number of connected devices
and users is constantly growing. With the increasing number of students, faculty, and staff
connecting to the university's network, the risk of security breaches and cyber-attacks also

increases (Giimiisbas et al., 2020; Mendonca et al., 2021). The use of IDS is a necessary

step in ensuring the safety and integrity of a university’s network and its sensitive

information (Mendonca et al., 2021).

2.4.3. Data Encryption
Encrypting information is among the best strategies for data protection. Data encryption

Is the process of converting information into a secretly encoded message (Wen et al.

2021). Moreover, data encryption provides institutions a means of verifying the
authenticity and integrity of data. Encryption algorithms use digital signatures to verify
the authenticity of a message and to detect any tampering with the message. This is
important for universities, as it helps to ensure that the information they are using is

accurate and has not been altered in any way state (Prajapati & Shah, 2022; Zimba et al.,

2018). Another contribution of data encryption to security effectiveness in a university
setting is its ability to protect data at rest. This helps to prevent unauthorized access to the
information, even if the device is lost, stolen, or compromised. This is important for
universities, as the loss of sensitive information can have severe consequences, including
damage to the university’s reputation, finances and potential legal liability (Prajapati &
Shah, 2022; Zimba et al., 2018).




2.4.4. Virtual Private Network
A virtual private network, or VPN, is one of the most effective technologies for protecting

student’s privacy online, as the student’s data connection is encrypted and concealed

(Empey & Latto, 2022). Furthermore, a VPN allows students to connect to private
networks across public networks. For instance, when a student is away from the university

and required to connect to the university’s network, this is possible with the use of a VPN.

2.4.5. Backup and Data Restoration

Backup and data restoration are among the essential parts of data security controls. It
should be standard practice to back up data containing sensitive or vital information
regularly. In the event that information is accidentally deleted or becomes corrupted, the

backups are able to retrieve the most recent uncorrupted data (Prajapati & Shah, 2022).

Individuals need to have training in this particular area and be reminded frequently to put
it into practice. In the context of a university, backup and data restoration play a

significant role in enhancing security by mitigating the risk of data loss (Zimba et al.

2018). Universities often handle large amounts of valuable and sensitive information,
such as research data, student records, and financial information. This information is
critical to the daily operations of the university and its continued success. By regularly
backing up this information, universities can ensure that they have a copy of the data that
can be used to restore it in the event of a data loss or data breach (Thomas & Galligher,
2018).

2.4.6. Authentication

In a university setting, authentication plays a crucial role in securing the network.
Authentication serves as the initial checkpoint since it controls who accesses the
university network, therefore, it is among the most important steps in a data security
process. Through student login credentials or a biometric system, authentication is used
to verify authorised students to access the system. Furthermore, authentication manages
authorization for resources within the network. In order to ensure the security of the
system, students are urged to update their login credentials on a frequent basis (Khan et
al., 2020; Prajapati & Shah, 2022; Zimba et al., 2018).

2.5. Enforcing Information Security Policy
According to Hamid and Zeki (2014), institutions document their security requirements as

security policies and convey them to students via electronic mail. Consequently, the
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effectiveness of information security policies in institutions is debatable since students
are not frequently included in security awareness agendas, meetings, and teachings.
Cheng et al. (2013) emphasized that there is an insufficient inspection of students’ compliance
with information security policies thus propelling unawareness regarding imperative action
that has to be taken against security breaches. Consequently, increasing security breach
occurrences. During awareness educational programmes, an institution’s internal policy

regarding data security is an important factor to consider (Ghazvini & Shukur, 2017).

Therefore, discussions pertaining to internal policies aid students in better understanding
the importance of data security and obtaining the knowledge necessary to prevent data
breaches (Ghazvini & Shukur, 2017).

2.5.1. Policy Awareness

It is believed that having knowledge about policies is among the most important aspect
in assuring the efficiency of data security, and the success of data security depends on the
individuals with that knowledge (Knapp and Ferrante 2012). Therefore, Knowledge
sharing of policies must not be overlooked. By establishing clear guidelines for secure
practices, policy awareness helps to reduce the likelihood of security incidents and data
breaches at the university. In a university environment, policy awareness can play a
critical role in ensuring the protection of sensitive academic and research data, as well as
ensuring the privacy and confidentiality of student and faculty information (Aldawood &

Skinner, 2019; Bada et al., 2019). This can be achieved through regular training and

education programs that educate students, faculty, and staff on the importance of secure

practices, as well as the consequences of policy violations (Aldawood & Skinner, 2019;

Bada et al., 2019). In addition to reducing the risk of security incidents, policy awareness

can also help to improve the overall security posture of a university by promoting a culture
of security. By emphasizing the importance of security and encouraging the adoption of
secure practices, policy awareness can help to create a security-conscious environment
where individuals are more likely to be vigilant and proactive in protecting sensitive
information and systems (Aldawood & Skinner, 2019; Bada et al., 2019).

2.5.2. Policy Enforcement

According to Ghazvini and Shukur (2017), institutions must assume responsibility for
enforcing the institution’s security rules. Further adding that institutions are responsible
for ensuring that students have access to approved education programmes for a successful

data security culture. For instance, institutions must make sure that data security
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programmes are seamlessly integrated into the student’s regular routine. In addition, it is
important that students be informed about the repercussions of any data breach that

occurs.

2.5.3. Policy Maintenance
The institution is solely responsible for keeping security policies up-to-date, and it is
crucial to monitor and evaluate students' growth and cognizance of the data security

(Ghazvini & Shukur, 2017). Moreover, an institution is responsible for ensuring that the

policies are accurate and still secure the institution’s data.

2.6. Information Security Culture

In accordance with Ngo et al. (2009), information security culture consists of two
components: “information security” and “culture”. The term “information security”
describes methods employed by an organisation or institution to ensure the safety of data,
whether it be intellectual property, physical files, or data in transit. Bada et al. (2019) state
that culture is a complex concept, and every organisation or institution has its security
protocols that are put into practice and eventually become ingrained in the students
mindset. Information security culture should strive to protect institutions’ data and
encourage individuals to adopt a security compliance mindset (Aldawood & Skinner,
2019; Bada et al., 2019).

For instance, ensuring users make it a habit to frequently change passwords.
Subsequently, users would consider frequently changing passwords a normal practice.
Schein (2009) defines an institutional culture as a phenomenon which develops and alters
after a while to some degree, information security policies may be changed or composed

by the board of directors.

According to Ghazvini and Shukur (2017) the importance of data security has prompted
institutions to develop rules and protocols to safeguard their assets. This is because
security is a growing concern in businesses and institutions, particularly in the healthcare
industry where reliable data is essential for making medical decisions. For this reason,
these industries must adopt a better mindset of data security in order to protect themselves.
Therefore, these sectors need to acquire superior information security culture to safeguard
their data. Two to three percent of an institution’s yearly income is lost due to data
security and breaching occurrences and it is primarily because of human conduct (Ali et
al., 2021; Ghazvini & Shukur, 2017; Mcllwraith, 2006).
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2.7. Improving Information Security Compliance Culture

Mohammed (2015) emphasizes that a security culture must strengthen every aspect of the
institution’s practices so data security begins to be an inherent element of a student’s day
to day deeds and by doing so, consequently improves the information security culture of
compliance. Ngo et al. (2009) and Aldawood and Skinner (2019) claim that improving
information security culture implies improving the state of mind, behaviours, beliefs, and
values with a common goal of a consistent conduct. Furthermore, creating awareness of
privacy amongst students and employees, acquiring a compliance habit of making
security a second nature and applying it to their day-to-day endeavours can help improve

information security culture.

Further suggestions to improve an information security culture of compliance are: support
and dedication from the top management, well thought out and constructed security
policies and instructions are the backbone of an institution, offer basic information
security awareness training, students’ duties and obligations should be plainly outlined,
remain well-informed of present and altering laws and regulations, utilise the available
technologies and software programs, and review and analyse the security efforts made
over a period of time (Aldawood & Skinner, 2019; Bada et al., 2019; Ngo et al., 2009).

An institution carried out a study in which information security culture was assessed four
times after eight years across 12 countries. Furthermore, the study was conducted in order

to develop a usable model for data security culture that works well (da Veiga & Martins,

2015). The authors further stated that the study intended to investigate information
security culture enhancements, recognize changes, and determine long-term patterns. In
addition, the study intended to demonstrate how data security culture enhances by
monitoring. The study proved that assessing awareness and training instils an effective

information security culture in the long run.

2.8. Student Compliance in Information Security

Hina and Dominic (2020) defines Student Compliance in information security as the
adherence of students to the rules and regulations set by a school or educational institution
to protect sensitive information and maintain the security of the network and systems.
This can include policies on the acceptable use of technology, password protection, and
data privacy. Furthermore, ensuring student compliance is important to prevent security

breaches and protect the integrity of the educational institution's information (Hina &
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Dominic, 2020). Bauer and Bernroider (2017) and Bauer et al. (2017) state that

institutions implement information security policies in order to safeguard the institution’s

resources. However, when end-users fail to comply with these policies or demonstrate a
lack of interest in adhering to them, the institution’s efforts to implement these policies
become futile (Bauer et al., 2017; Herath & Rao, 2009b).

Muhammad and Naeem (2018) explored the factors that influence student compliance
with information security policies in higher education institutions. The study found that

students were more likely to comply with information security policies if they believed

the policies were fair (Murphy et al., 2009), if the policies were clearly communicated

(Feng et al., 2019), and if there were consequences for non-compliance (Puhakainen &

Siponen, 2010). Additionally, the study found that students who had a higher level of

computer Self-efficacy were more likely to comply with information security policies.
Furthermore, research has shown that the design of information security policies can also
affect student compliance, with policies that are perceived as more restrictive being less

effective in promoting compliance (Ormond et al., 2019; Steinbart et al., 2016).

Moreover, D'Arcy and Greene (2014) discovered that end-user satisfaction has an impact
on their intention to comply with security measures. Other studies found that a well-
designed security awareness campaign can be effective in promoting student compliance
and that the use of multiple communication channels can increase the effectiveness of the

campaign (Alharbi & Tassaddig, 2021; Puhakainen & Siponen, 2010). Despite the crucial

nature of information security policies in institutions, there is a recurrent tendency among
users to disregard these policies or fail to comply with their institution’s information
security policies (Bauer & Bernroider, 2017; Bauer et al., 2017; Hina & Dominic, 2016).

Compliance with information security policies institutions has been somewhat under-

examined, with a lack of validated evidence (Hina & Dominic, 2016). Hina and Dominic

(2016) continue to claim that the latest studies conducted in institutions have emphasized
the need for the development of an inclusive framework for compliance with information
security policies to mitigate the threats in vulnerable institutions. Furthermore, research
has also revealed that insider maltreatment of institutional resources is a significant threat
to institutions’ security. Therefore, it is necessary to examine end-users’ perceptions
regarding compliance with information security policies. Bauer et al. (2017) state that the
perception of threats associated with information systems is a crucial factor in

determining compliance. Moreover, management often perceives the unintended non-
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compliance of end-users as the primary cause of information security incidents.
Conversely, end-users tend to identify external threats from hackers and the internet as

the most significant information security threats, and do not recognize their own actions

posing any potential threat to the institution (Bauer et al., 2017).

2.9. Challenges Towards Student Compliance in Information Security

Student compliance issues can manifest within the context of a university setting as a
result of misconceptions held by members of the university. These misconceptions may
include a lack of comprehension and awareness regarding the severity of the threat and
its impact on shareholders, an underestimation of the probability of a security breach
occurring, or a belief that security measures are being actively managed by others.
Furthermore, it has been observed that noncompliance with security protocols can be
attributed to a phenomenon referred to as security illusions, where individuals fail to
implement necessary security measures under the assumption that others are fulfilling
such obligations when in actuality they are not (Kyobe, 2010; Shambabi et al., 2021). The

authors conducted studies of compliance with security requirements within the
institutions and discovered a substantial disparity between desired and actual awareness
pertaining to security threats. The authors attributed this discrepancy to the abstract nature
of security and the low perceived level of threat among members of the institution
(Kyobe, 2010; Lane, 2007; Shambabi et al., 2021).

Chan and Mubarak (2012) and Hina and Dominic (2016) conducted research
investigating the level of awareness pertaining to information security among end-users
of educational institutions and findings revealed that it was generally inadequate. The
study emphasized the need for enhanced security awareness strategies to cultivate a
culture of security compliance and effectively mitigate information security breaches.
Shambabi et al. (2021) argue that the majority of non-technical end-users possess minimal
knowledge of the existence of any information security policies within their institution.
This observation implies that there is a prevalent deficiency of awareness pertaining to
information security among these individuals. Additionally, Shambabi et al. (2021) study
suggests that despite the presence of information security policies, compliance among the

majority of non-technical end-users is inadequate.

Shambabi et al. (2021) and Kyobe (2010) conducted a study to investigate the major

challenges towards student compliance, the study's findings revealed significant
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shortcomings in the planning and execution of security compliance policies, a lack of
knowledge and understanding of the university’s information security policies, a lack of
information security awareness, and an absence of decision-makers participation in the
development and employment of information security policies. The authors added that
individuals with a narrow understanding of information systems tend to neglect the
potential hazards and ramifications of system malfunctions. Furthermore, the authors
argue that decision-makers who perceive security risks to be insignificant are unlikely to
allocate resources towards mitigating those threats. As a result of this limited
understanding, ineffective coping mechanisms may be implemented in response to such
situations (Kyobe, 2010; Shambabi et al., 2021; Tribbensee, 2003).

In addition, Ormond et al. (2019) state that individuals that are emotionally overwhelmed
negatively are unlikely to adhere to information security policies. Prior research has
revealed that even seemingly minor changes like interface design for changing passwords
can have an impact on people's security compliance behaviour (Ormond et al., 2019;
Steinbart et al., 2016).

2.10. Overall Summary

Hina and Dominic (2017) articulated that the combination of computer software programs
and behavioural controls creates a security culture inside an institution. Nevertheless,
higher education institutions significantly depend on these computer software programs
while neglecting the human factor. Therefore, neglecting human compliance to
information security measures may result in the re-occurrence of security breaches. This
literature discussed the information security culture and proposed ways on how to

improve it. It also reveals the gaps in the information security compliance culture in the

research (Parsons et al., 2014). This literature also discussed the role information security
tools and preventative measures. Furthermore, the literature discussed the factors of

improving information security culture of compliance (Alnatheer, 2015). The literature

focused on student compliance in information security and discussed the importance of
preventing security breaches. Furthermore, the literature revealed that students are likely
to comply with information security policies if there were consequences for non-
compliance and the students who had a higher level of computer Self-efficacy were more

likely to comply with information security policies compliance (Ormond et al., 2019;

Steinbart et al., 2016). In addition, the literature revealed challenges towards student

compliance such as, lack of awareness of information security policies.
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2.11. Theoretical and Conceptual Framework

2.11.1. Theoretical Framework

According to Masrek (2017) and Chenoweth et al. (2009), due to the increase in instances
of data breaches, there’s a developing enthusiasm amongst academics to research about
data security culture. Subsequently, academics utilised and created several frameworks
for evaluating and creating an information security culture. These frameworks include the
Theory of Reasoned Action (TRA) (Fishbein & Ajzen, 1977), the Technology
Acceptance Model (TAM) (Davis, 1989), and the Theory of Planned Behavior (TPB)
(Ajzen, 1991). However, Chenoweth et al. (2009) state that most of these frameworks

have not been utilised for studying protection behaviours. In accordance with Bulbulia
and Maharaj (2013), information system theories such as TAM, focus mainly on the

adoption of technology by end-users thus deeming them to be unfitting for this study.

According to Floyd et al. (2000) and Chenoweth et al. (2009), the information security
field will benefit more from using frameworks from other disciplines. Specifically, the
health sector has applied and refined the Protection Motivation Theory (PMT) for many
years to better understand compliance intention. Ng et al. (2009) state that protective
security behaviour and preventive healthcare behaviour are quite similar. For example,
protective security behaviour would entail a strong password to prevent unwanted
account access. With regard to preventative healthcare behaviour, one example is to
refrain from smoking in order to avoid developing lung ailments. Ng et al. (2009) defines
protective security behaviour as a practice that reduces the likelihood of security incident.
Jayanti and Burns (1998) defining preventive healthcare as actions that will prolong a
person’s lifespan or reduce the risk of diseases. Therefore, both include taking action to

prevent an undesirable situation (Bulbulia & Maharaj, 2013)

2.11.2. The Protection Motivation Theory

The Protection Motivation Theory (PMT) was suggested by Rogers in 1975 as shown in
Figure 2-1 (Rogers, 1975). According to Bulbulia and Maharaj (2013) and Rogers (1975),
PMT explains the effect of fear on behaviour and explicitly illustrates how people are
motivated to react and protect themselves from harm or threats which is called a fear
appeal. Chenoweth et al. (2009) state that change in behaviour is not only said to be an
outcome of feeling fear, a protective motive also arising from the cognitive appraisal.

Moreover, Vance et al. (2012) states that people utilise a cognitive process to think about
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their reaction to threat, which is “Threat Appraisal (TA)” and “Coping Appraisal (CA)”

and invokes a protective behaviour.

Threat Appraisal (TA), also known as fear appeal, defines a threat's perception. It contains
three constructs, namely; (1) Perceived Severity (i.e. size or degree of the threat), (2)
Vulnerability or susceptibility (i.e. the probability of the threat to happen), and (3)
Rewards or benefits (i.e. any internal or external motivation for staying with the
undesirable behaviour) (Chenoweth et al., 2009; Rogers, 1975).

Coping Appraisal (CA) defines the skill or means of a person to cope with a threat. It is
made up of three constructs, namely, (1) Self-efficacy (i.e. the person’s confidence in
their capability to take protective measures), (2) Response Efficacy (i.e. perceived profits
of eliminating the threat), and (3) Response Cost (i.e. costs or obstacles that hinder the
adoption of this behaviour). Witte (1992) declared that threat appraisal triggers fear, this,
together with coping appraisal prompts protection motivation (PM) and the overall aim

of PMT is to adopt a protective behaviour.

Figure 2-1: The Protection Motivation Theory (Wu et al., 2005, p. 128)

According to Floyd et al. (2000), the Protection Motivation Theory has been traditionally
implemented within the context of an individual’s well-being. A meta-analysis research
conducted on PMT classified six significant groups that used (PMT) namely; cancer
avoidance (17%), workout/food plan (17%), cigarettes usage (9%), alcohol intake (8%),
AIDS anticipation (9%) and compliance to clinical-treatments (6%).
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Apart from personal physical fitness studies, the Protection Motivation Theory usage has
extended to different regions. Specifically, academics began to focus on information
security and implemented PMT in their research in 2000. The overall concept has been
to apply threat or fear as security guidelines to encourage protection behaviours inside an

institution (Herath & Rao, 2009b). While numerous authors have made substantial

contributions to the evolution of the Protection Motivation Theory, additional research is
necessary to further study and expand upon the theory, adding to the current body of

knowledge (Boss et al., 2015). According to Boss et al. (2015), certain studies do not

utilise all of the Protection Motivation Theory’s constructs. For instance, Vestad (2022)
deemed Self-efficacy as less pertinent in the research and excluded the Self-efficacy
construct. Whilst Siponen et al. (2014) did not incorporate Response Cost construct and
Johnston and Warkentin (2010) omitted both the Perceived Reward and Response Cost
constructs in their research. Furthermore, the authors indicated that they did not use fear
appeal in their research and that most of their studies concentrated on behaviour alone

and excluded security behaviour (Boss et al., 2015). Therefore, this study will address

this by ensuring to utilize all the constructs of PMT, fear appeal and focus on security

behaviour.

2.11.3. The Conceptual Framework

The research utilised PMT and adapted it to understand students’ compliance behaviour
with the information security measures that exist within the university. The adaptation of
PMT will be to test students’ behaviour, intention, and motivation to comply. The
conceptual framework shown in Figure 2-2 is what the researcher intends to apply to this
research. The conceptual framework is adapted from the theoretical framework presented
in Figure 2-1. The researcher utilised the constructs of the theoretical framework and
adapted the constructs to this study.
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Conceptual Protection Motivation Theory

Threat Appraisal

Perceived Vulnerability . - RQ2

Perceived Severity RQ2

Perceived Rewards =1 RQ2
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Student’'s Compliance " Systems Policies

Challenges Towards Students

Coping Appraisal

Response Efficacy : RQ3

Self-efficacy RQ3

Response Cost + RQ3 -

Figure 2-2: Conceptual Protection Motivation Theory (Wu et al., 2005, p. 128)

Threat Appraisal prompts individuals to assess the seriousness of an incident, the
possibility of an incident occurring, and the consequences of allowing the incident to
occur. Within the scope of this research, TA is utilised to investigate if the students
understand the magnitude of a security breach, the likelihood of a security breach

occurrence and if the students understand the consequences of a security breach.

Meanwhile, Coping Appraisal is the skill or means of an individual to cope with a threat.
Within the scope of this research, CA is utilised to investigate if the students believe that
they are capable of competently taking protective measures on their own against the
information security breach, investigate if students believe that there are benefits of taking
protective measures against security breaches, and identify reasons that hinder the

students from taking protective measures.

Student Compliance refers to the extent to which students follow the rules, regulations,
and guidelines related to information security. This construct is an important factor in
understanding information security in an educational setting. There are two Student
Compliance constructs, namely, Physical Access to Computer Rooms and Access to the

University Network. Student Compliance constructs are adapted to the protection
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motivation theory (PMT) framework in order to better understand the factors that
influence student compliance behaviour. Moreover, by adapting Student Compliance as
a construct within the PMT framework, the researcher can examine how students evaluate
and assess the perceived threat and their own susceptibility to information security
threats, as well as their perceived ability to cope effectively with these threats. PMT
prompts individuals to engage in threat appraisal when they are confronted with a
potential threat, and this appraisal process influences their motivation to take protective
actions. Through analysis, the researcher can identify factors that are significantly

associated with greater or lower levels of student compliance.

Challenges Towards Student Compliance is also adapted in the conceptual framework in
order to better understand the barriers and obstacles that prevent students from complying
with rules, policies, and guidelines pertaining to information security. This construct is
deemed to be of significance as it will aid in the identification and addressing of the
challenges that contribute challenges student compliance at the university. The construct
will aid in examining challenges such as a lack of understanding of the importance of
information security, a lack of awareness of university policies, or the complexity of
security measures. The outcome of the study can then be utilised to develop strategies

aimed at mitigating these challenges and promoting information security at the university.

2.12. Conclusion

Chapter 2 presented a review of the relevant literature on the human aspect of information
security in higher education institutions. The study emphasized human negligence as a
significant challenge in ensuring information security compliance in universities. The
literature also explored various information security measures and controls, such as
firewalls, IDS, data encryption, VPN, backups, and authentications that have been
suggested in previous studies to mitigate security threats at universities. Furthermore, the
significance of information security policies was emphasized in the literature review. The
study also analysed the information security culture and identified gaps in the current
understanding of the information security compliance culture. Additionally, the literature
explored the factors that contribute to improving the information security culture of
compliance. Furthermore, the literature introduced the construct of student compliance
and the challenges associated with it. Finally, the literature review presented the

theoretical frameworks that have been adapted from PMT.
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CHAPTER 3: RESEARCH METHODOLOGY

3.1. Introduction

Chapter two provided the literature review as well as the framework of the research. This
section presents the research design and approach utilised in this research. Furthermore,
it presents the location of the research, targeted population, sampling process, sample
size, sampling strategies, data collection methods, quality control, and data analysis used

in this study. Additionally, the ethics were upheld within the study.

3.2. Research Design

The research utilised a descriptive research design to achieve the study’s objective. This
is because the aim of this study is to thoroughly inspect students’ behaviour towards
information security compliance. According to Bhattacherjee (2012), this research design
is appropriate to apply to a known phenomenon. As stated in the previous chapters, this
is a known phenomenon. The goal of the descriptive research design is to answer the
“what” and “how” questions related to the characteristics of a phenomenon (Apuke,
2017).

Experimental designs establish cause-and-effect of relationships and manipulate one or
more independent variables to determine their effect on a dependent variable, while
descriptive designs only observe and describe the characteristics of a population or
phenomenon (Bloomfield & Fisher, 2019; Pandey & Pandey, 2021). Explanatory

research designs look for causes of the phenomenon, allowing the researcher to identify

the underlying mechanisms and understanding how it works (Casula et al., 2021).

Diagnostic designs are focused on identifying the presence or absence of a certain

condition through tests or measurements (Joshi, 2019). Lastly, the researcher took

feasibility into account when choosing the design. Alternative designs such as
experimental, explanatory or diagnostic designs may require more resources, such as

time, money and specialized equipment, which may not be available or make them less

feasible to conduct (Pandey & Pandey, 2021). The descriptive design may be less
resource-intensive, making it more feasible to conduct the study (Pandey & Pandey,
2021).

This research used Protection Motivation Theory suggested by Rogers (1975). The

researcher selected a descriptive research layout since the research aims to present a clear
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view of students’ perceptions of adopting an information security culture of compliance.
The researcher utilised the statistical analysis program (SPSS) to attain numerical results

for ease of interpretation (Shields & Rangarajan, 2013).

3.3. Research Approach

The objective of this research was achieved by employing a quantitative research
methodology. This is because the research seeks to provide an explanation of a
phenomenon by collecting numerical information through a questionnaire and utilise
statistical procedures for analysis (Muijs, 2010). Moreover, as this research deals with a
large sample and examines the associations between dependent and independent

variables, quantitative research is an appropriate approach (Labaree, 2009; McCusker &

Gunaydin, 2015). Additionally, the questionnaire includes an open-ended question which

provides a more complete picture of the study and acquire greater insights in this research
(Matveev, 2002; Osbaldeston, 2021).

3.4. Study Site

This research was carried out at the University of KwaZulu-Natal in Pietermaritzburg and
Westville campus, situated in the province of KwaZulu-Natal, South Africa.
Pietermaritzburg and Westville are two of the five campuses of the University of
KwaZulu-Natal, namely Westville, Howard College, Edgewood, Nelson Mandela
Medical School and Pietermaritzburg campus. Consists of the College of Agriculture,
Engineering and Science, College of Law and Management Studies, College of
Humanities, and College of Health Sciences. The study is limited to the students’

(Undergraduates and postgraduate) population.

3.5. Target Population
In accordance with Explorable (2016), the target population generally means the sum of
the people the researchers wants to generalise their findings to. The target population is

taken from the study site which consists of the individuals for whom the survey is being

conducted upon (Bhattacherjee, 2012). The study site is the University of KwaZulu-Natal,
Pietermaritzburg and Westville campus. The target population is all 19 646 registered
students from the University of KwaZulu-Natal, Pietermaritzburg campus and Westville
campus. The target population figure was attained from the UKZN Institutional
Intelligence Report (2022).
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3.6. Pilot Study

The pilot research was carried out during a practical session, and 30 participants took part
in the pilot. The pilot was used to check for omissions or discrepancies in the
questionnaire. The results of the pilot test indicated that there were instances of non-
response to certain questions, suggesting the need for revisions such as simplification of
the question language or rephrasing, or that the overall length of the questionnaire may
have been a contributing factor. Before sampling could begin, the omissions or
discrepancies that were discovered were resolved. The findings of the pilot were not
included in the final study.

3.7. Sampling Process

According to Latham (2007), sampling is a process where a small sample that represents
a population is chosen for research. However, Frey et al. (2000) described the sample as
a “subgroup” of a population. Trochim (2006) states that utilizing a sample of a
population enables the researcher to generalise the outcome of the research to suit the

whole population.

3.8. Study’s Sample Size

According to UKZN Institutional Intelligence Report (2022), there are currently 19 646
registered students for the year 2022. The target population will therefore consist of 19
646 registered students. Based on Krejcie and Morgan (1970)’s sampling table, the

sample size was 376 registered students.

3.9. Sampling Strategies

This research employed probability sampling as it reduces systematic and sampling bias.
Probability sampling also ensures that the sample is representative of the target population
by giving all the students in the sampling structure an equal chance to participate in the

research (Bhardwaj, 2019). Therefore, this ensures that the research attains a higher

reliability degree. This research utilised the Stratified Sampling (disproportional)
method, and the sample was divided into four groups(strata), first years, second years,
third years and postgraduates. Hence, 94 students from each group (strata) were selected.
The research utilised a disproportional sampling method as 94 students from each year
are not in proportion to their contribution to the total. The researcher gathered data in
university lecture classrooms after classes had ended to ensure that all students at each

year level had an equal opportunity to participate. The researcher employed simple
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random sampling to select participants within the classroom. Moreover, the researcher
utilised a random number generator to select participants within the classroom.
Furthermore, all the participants of the study were from the College of Agriculture,
Engineering and Science, College of Law and Management Studies and College of

Humanities

3.10. Data Collection Methods
A questionnaire was utilised to gather information since this research used a quantitative
approach methodology. A questionnaire is a tool utilised to extract information from

students (Bhattacherjee, 2012). Moreover, questionnaires are generally utilised because

they are inexpensive and efficient in obtaining information from a large sample and where
interviews are impossible to conduct. Since this research has a large sample of 376
students, a questionnaire worked well as a data collection tool. The questionnaire includes
both open-ended and closed-ended questions. Open-ended question help to collect extra
data, which would not have been possible with closed-ended questions. In addition, the

Likert scale type of questions were utilised. Data collection took 4 weeks to complete.

3.11. Data Quality Control

To guarantee the validity of the questionnaire, the researcher reused questionnaires from
previous similar studies as shown in Table 3-1 and Appendix C. In addition, the
questionnaires were assessed by a statistician to ensure that they were aligned with the
research objectives. Vague questions were eliminated through a pilot test. In order to
determine how reliable the information obtained from each part of the questionnaire is,

Cronbach's alpha (Lee Cronbach, 1951) and factor analysis were performed.

Reliability refers to the consistency or stability of measurement, and one measure often

used to assess reliability is Cronbach's alpha (Barbera et al., 2020; Cronbach, 1951;

Surtct & Maslakei, 2020). This measure of internal consistency reliability ranges

between 0 and 1, with a high score typically above 0.7 indicating that the items on a scale
or questionnaire are highly correlated with one another, measuring the same construct
consistently (Barbera et al., 2020; Cronbach, 1951; Surlcu & Maslakei, 2020). Schrepp

(2020) argues that a score above 0.4 indicates a high correlation.

Validity, on the other hand, pertains to the extent to which a study measures what it is

intended to measure (Schrepp, 2020; Siricu & Maslakci, 2020). One method commonly

used to establish construct validity is factor analysis. This statistical technique is used to

25



identify the underlying structure of a set of variables by identifying the common factors

underlying the correlation among the variables.

Factor analysis is a widely used statistical technique that has been traditionally employed
to aid in the establishment of construct validity. The primary aim of factor analysis is to
identify the underlying structure of a set of variables by uncovering the common factors
that underlie the correlation among them (Schrepp, 2020; Surucu & Maslakci, 2020).

In addition, it is essential to note that reliability and validity are not mutually exclusive
and are often used together to establish the overall trustworthiness of the research
(Schrepp, 2020; Siriict & Maslakci, 2020).
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PMT Constructs

Likert Questionnaire Items

Perceived

Vulnerability

I could be a victim of a serious information security threat. (Burns et

al.. 2017; Ifinedo, 2012; Siponen et al., 2014)

UKZN could be subjected to a serious information security threat.

(Burns et al., 2017; Siponen et al., 2014) (Ifinedo, 2012)

UKZN faces more and more serious information security threats lately.

(Burns et al., 2017; Siponen et al., 2014)

Perceived Severity

An information security breach at UKZN will be a serious problem for
me. (Ifinedo, 2012; Siponen et al., 2014)

I will lose vital information if my login credentials are stolen.

(Siponen et al., 2014)

My privacy will be seriously violated if my login credentials are stolen.

(Siponen et al., 2014)

I will be in serious trouble if someone accesses the computer rooms

using my student card. (Siponen et al., 2014)

I will be in serious trouble if someone uses my login details to commit

cybercrimes using the University network.

Perceived Rewards

I would feel rewarded if a friend uses my student card to access the

LAN. (Bakar et al., 2021; Burns et al., 2017; Posey et al., 2011;
Sommestad et al., 2015)

I would feel rewarded if a friend uses my LAN credentials to access the
university network. (Bakar et al., 2021; Burns et al., 2017; Posey et
al., 2011; Sommestad et al., 2015)

I benefit from VOT complying (e.g. watching movies online, sharing
login details etc.) with the university security measures than by
complying with them. (Bakar et al.. 2021; Burns et al., 2017;
Sommestad et al., 2015)
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Response Efficacy | I believe that NOT sharing my LAN login details prevents or reduces
the chances of identity theft. (Ifinedo, 2012; Siponen et al., 2014)

I believe that NOT sharing my student card helps to reduce security
breaches. (Siponen et al., 2014)

If I comply with information security policies, Information Systems
security breaches will be scarce. (Burns et al., 2017; Ifinedo, 2012;
Siponen et al., 2014; Sommestad et al., 2015)

Self-efficacy I can comply with UKZN information security measures by myself.

(Burns et al., 2017; Ifinedo, 2012; Siponen et al.. 2014;
Sommestad et al., 2015)

I need assistance to comply with UKZN information security measures.

(Burns et al., 2017; Siponen et al.. 2014)

Table 3-1: Likert questionnaire items used for each construct

3.12. Data Analysis

Correlation and regression analysis are statistical techniques that are frequently utilised
to investigate the relationship between multiple variables. Correlation analysis aims to
quantify the strength and direction of the relationship between two variables, typically
done through measures such as the Spearman (non-parametric) or Pearson Correlation
(parametric) coefficient, which ranges from -1 to 1. indicating a negative or positive

correlation, respectively (Puniya & Singh). Regression analysis, on the other hand, aims

to model the relationship between one or more independent variables and a dependent
variable, by identifying the line (or equation) that best describes the relationship between
the variables. Through this method, the effect of each independent variable on the
dependent variable can be determined and predictions about the dependent variable can

be made based on the values of the independent variables (Puniya & Singh)

A correlation analysis test was conducted between the Protection Motivation Theory
constructs and students’ compliance behaviour with the existing information security
measures. Furthermore, a regression analysis was conducted to show a relationship
between the construct (coping and threats appraisal) of protection motivation theory on

student’s compliance behaviour with the existing information security measures.
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A positive correlation between the PMT constructs and students' compliance behaviour
would indicate that students who perceive a high threat and coping appraisal are more
likely to comply with information security measures, and vice versa for a negative
correlation. Through regression analysis, the researcher would conduct regression
analysis to test whether the PMT constructs could be used to predict students' compliance
behaviour with information security measures. By doing this, the researcher could
identify the variables which are the most predictive of compliance behaviour and focus

on these to recommend new strategies to increase the students’ compliance.

Data analysis is the process of organizing data to allow the extraction of significant
information through the use of quantitative and/or qualitative analysis methods and

thereafter arrive at a meaningful conclusion (Abulela & Harwell, 2020; Lemon & Hayes,

2020). This research utilised a quantitative, the information extracted from the open-
ended question was used to strengthen, or add to the quantitative findings. The researcher
used descriptive statistics (frequency analysis) to have a sense of the demographic
distribution of the respondents according to their age, gender as well as other information
pertaining to their education. A test of normality was performed to determine if the data
were normally distributed or not, and this action was taken in order to determine which
type of Correlation analysis to conduct between Spearman or Pearson Correlation. The
Cronbach alpha coefficient was defined using the reliability tests for every segment and

determining if the information is regularly distributed or skewed (Cronbach, 1951).

3.13. Handling Non-response Bias

As beneficial as a questionnaire-based study may appear, it is frequently susceptible to
systematic bias, the non-response bias. This bias occurs when participants fail to complete
the questionnaires and consequently affecting the study. The researcher overcame this by
ensuring that the questionnaire asked questions that were simple and clear to improve the
response rate. Furthermore, guaranteeing confidentiality to participants may aid in

response rate improvement (Bhattacherjee, 2012). Therefore, prior to filling out the

questionnaire, the participants were provided with an informed consent letter assuring

participants of the study’s confidentiality.

3.14. Ethical Consideration
Anonymity and confidentiality were maintained because sensitive information was not

revealed, and participants' names were separated from their responses. For a period of
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five years, the study data will be kept in the discipline of Information Systems and
Technology in a secure location. After this time, data will be deposed. The researcher
presented the research proposal in order to obtain ethical clearance from the University
of KwaZulu- Natal's Ethics Committee, which was approved (Appendix A). According
to Bhattacherjee (2012), ethical clearance is obtained to guarantee that the researcher does
not modify the findings to suit the researcher’s personal needs. This ensures that the
research ethics of the university are followed during the course of this research. Before
handing out questionnaires, a knowledgeable consent letter was handed out to prospective
participants. The letter specified that participation is of their own free will, they are not
forced to participate in the research, there is no financial reward for participating in the
research, and they are allowed to withdraw from participation at any point. Students were
given the assurance that declining to participate would have no negative consequences on
their academics. Students were requested to sign the letter given to them if they agreed

with its terms and conditions to use the information.

3.15. Concluding Remarks

This section discussed the methodology of this research and described the use of a
descriptive design and utilised quantitative techniques to attain its goals. This chapter
discussed the data collection method (questionnaires) and data analysis. Furthermore, this
chapter addressed the handling of non-response bias by guaranteeing confidentiality and
clear questions in the questionnaire. Finally, this chapter discussed how the study's ethics
were adhered to. The following chapter analyses the data of the research and discusses

the findings of the research.
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CHAPTER 4: DATA ANALYSIS AND FINDINGS

4.1. Introduction

This chapter presents the analysis of the responses attained from students. This chapter
reveals the procedures taken to test the reliability and validity of the questions within the
questionnaire and how the data was checked for any missing values. Test for normality
and descriptive statistical analysis of the data is performed in this chapter. Furthermore,
correlation, regression and thematic analysis are conducted in this chapter. This section
reports on the findings based on the responses from participants, additional interpretation

and discussion are provided in chapter 5

4.2 Handling missing data
Determining whether the data consists of any omitted value prior to performing any

statistical analysis is crucial (Schafer & Olsen, 1998). Normally, missing values happen

due to the failure of the respondents to answer certain questions within the questionnaire
and when the respondents do not want to reveal confidential information. In addition,

when the arrangement or structure of the research instrument is unfamiliar, the

respondents tend to overlook a set of questions during data capturing (Field, 2013). For
this research, missing values were found. This occurs when respondents fail to respond
and overlook some questions. Subsequently, the researcher replaced missing values with
the code “999” in SPSS, and it was clearly stated in the “missing data” field within the
“variable view” in SPSS. The discovered missing values in this study are below 4% of

the entire data set.

4.3. Reliability and Validity Tests
4.3.1. Reliability Analysis (Cronbach alpha test)

This section determines the coherence and dependability of the research instrument
(questionnaire). The Cronbach’s Alpha test was utilised to assess the internal coherence
of the questions and ensure the dependability of the questionnaire. Igbaria and livari
(1995) proposed that the average variance should be greater or equal to 0.5 for a
questionnaire to pass the consistency and reliability test. At the same time, Leech et al.
(2005) argued that the average variance should be equal to or above 0.7. When Cronbach's
Alpha is between 0.8 and 0.9, the researcher interpreted the data as with very high internal
consistency. When Cronbach's Alpha was equal to or above 0.7, the researcher interpreted
data with high internal consistency. When Cronbach's Alpha was less than 0.5, the
researcher considered the data as with no internal consistency. The reliability test
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excluded the demographic questions and only consisted of the Likert scale questions.
Table 4-1 below presents the reliability statistics for the questions in the overall

questionnaire.

Constructs within the

. . Number of Items | Cronbach's Alpha (a) Interpretation
Questionnaire

Physical access to computer 3 380 Close to adequate
rooms ’ internal consistency

L Close to adequate
Access to the University network 9 360

internal consistency

Awareness of UK?N information

systems policies 4 a77 High internal consistency
Perceived Vulnerabil-ity 3 700 High internal consistency
Perceived Severity 5 720 High internal consistency
Perceived rewards 3 728 High internal consistency

) Very high intemnal
Response Efficacy 3 .823

consistency
Self-efficacy 3 125 low internal consistency
Very high internal
Response Cost 3 837 )
consistency
Challenges to information security 7 807 Very high internal
compliance ’ consistency
Overall 43 704 High internal consistency

Table 4-1: Reliability Statistics
Table 4-1 above shows that there is internal consistency with the overall questions from
the questionnaire above (i.e. a > 0.7). Overall, the questionnaire has a high internal
consistency (o = 0.704). Subsequently, the questionnaire can be considered to be

consistent and reliable.

4.3.2. Construct Validity Test (Factor Analysis)
Factor analysis is a type of dimension reduction and summarization procedure. (Dheri et
al.. 2019). Principal components analysis (PCA) is an extraction method within the Factor

analysis process (Mendonca et al.. 2021). Mendonga et al. (2021) and Tianxiao et al.

(2009) state that PCA is a variable-reduction technique that seeks to reduce a bigger sets
of variables to a small sets of “artificial” variables, known as “principal components”.
These composite components can represent information from the original variable and
they are pairwise independent, thus, simplifying the original variables (Laerd. 2022;

Tianxiao et al.. 2009).
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Confirmatory factor analysis (CFA) is a statistical technique that is commonly used in
survey research to validate questionnaire items. CFA is used to test the hypothesis that a
set of questionnaire items is measuring a particular construct or latent variable and to
assess the overall fit of the model to the data. The researcher conducted a Confirmatory
factor analysis to validate the questionnaire items to the dependent and independent
variables as shown in Figure 4-1 below. Moreover, CFA provides evidence for construct
validity by demonstrating that the observed variables are reliable indicators of the latent

constructs they are intended to measure.

0 SA5
X 1
PV1 0,76 &
" q ,? 8, 55 e i
1 PVv2 z erceived Vulnerabili % SA3
S | Stu Waregess 5. 1
1 PWv3 SAD
1
] 1 SA1 -
=2
PS1 b
1. I . g,
0,6 1
d 1 PsS2 : 3 0, 66 / o
PS3 _,: Perceived Severity B - ; =) 1
1 Physical®Ccess y
= e ZE D
!
1 PS5
47
0 1 1 a
PR1 _— 0, 59 0 ; )
1 =
PR2 = Perceived Rewards 1 !
e e NA3
1 0 07 / 1 4
i / NA4
1 :
Network Access NAS ol — éB
NAG -.T—-@
% 1 '. NAT A I
RE1 " 0, 80 "—(1 3
1 v NAS
RE2 = Response Efficacy 1 .
* 4 A9 7
2 RE3 5
0 1 G 4 ,
SE1 B 0. 61 9 1 .
1 &
= SE2 - Self-efficacy 0 63 ' = -
5C3
= =5 Student Challepdes J@° § o=
G & z SC2 )
RC1 0,67 / ;
1 X SC1 2
RC2 D Response Cost
1
RC3

Figure 4-1: Confirmatory Factor Analysis (CFA) — Dependent and Independent
Variables of Respondents
Factor analysis has been widely used in the field of information security to create indices.
The use of factor analysis in this context is supported by several recent studies
demonstrating its effectiveness. Chandra et al. (2022) and Tu and Yuan (2014) conducted
studies that applied factor analysis to a dataset of information security-related variables

and identified a set of factors that were used to construct an information security index.
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The studies found that the use of factor analysis was a useful approach for creating an

information security index. Moreover, these studies, and others like them (Knekta et al.

2019), provide recent academic motivation for the use of factor analysis in creating an
information security index value. They demonstrate that this technique can effectively
extract the data sets and that it can be used to create indices that are easy to interpret,

specifically in the context of information security.

Kaiser-Meyer-Olkin (KMO) and Bartlett’s test measures whether it is appropriate to
conduct the FA test. Kaiser-Meyer-Olkin Measure of Sampling Adequacy varies between
0 and 1, and values closer to 1 are ideal. The proposed rule-of-thumb is KMO >= 0.5
(Dheri et al., 2019). Bartlett's Test of Sphericity tests whether the data is suitable for data

reduction, further indicating that FA can be carried out, Sig = 000 (Laerd, 2022).

Factor analysis is performed on Student Compliance constructs in order to provide
important insights into the underlying factors that influence student compliance in higher
education institutions. By analysing the factors that contribute to student compliance, the
researcher can identify the key drivers of behaviour, understand the relationships between
these factors and PMT constructs. Factor Analysis is relevant to the dependent variable
that is represented in Section B of the questionnaire where there are 3 sub-sections that
equate to 3 internal constructs for the dependent variable. Furthermore, Factor Analysis
was performed on the construct named Student’s Compliance with Physical Access to
Computer Rooms construct on the questionnaire, and it revealed that the Physical Access
to Computer Rooms consists of one component/factor. Moreover, KMO and Bartlett’s
test confirmed that it is appropriate to carry out the FA test as KMO >.5 (KMO = .514)
and Bartlett's Test of Sphericity sig = .000 as shown in Table 4-2 and Table 4-3

respectively below.

KMO and Bartlett's Test
Kaiser-Meyer-Olkin Measure of Sampling Adequacy. .581
Approx. Chi-Square 332.905
Bartlett's Test of Sphericity df 36
Sig. .000

Table 4-2: KMO and Bartlett's test - Physical Access to Computer Rooms

Component Matrix®

|Component
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1
LZ | sometimes ask students to grant me access to 884
icomputer facilities (LANs)
7.3. 1 sometimes let students access the LANs using my 840
student card.
7.1. 1 always use my student card to access computer | 313
Ifacilities (LANs)

Table 4-3: Factor Analysis Test - Physical access to Computer Rooms

KMO and Bartlett’s test confirmed that the data is suitable to conduct factor analysis test
as KMO >.5 (KMO = .581) and Bartlett's Test of Sphericity sig =.000 as shown in Table
4-4 below. Factor analysis was performed on Student Compliance with Access to the
University Network. Factor analysis revealed that Access to the University Network
consists of three components/factors as shown in Table 4-5 below. Factor 1 includes
questions 8.1 “T always use my personal login details and password to login into UKZN
network”, 8.2 (“I sometimes use someone else login details (username and password) to
access the university network™), 8.3 (“I sometimes allow other people to use my login
details (username and password) to access the university network™), and 8.6. (“The
password that I use to access the UKZN network 1s unknown to anyone else”). Factor 2
mcludes questions 8.4 (“T always change my password (to access the University network)
at least once mn 3 months™), 8.7 (I provide my UKZN login details when requested via
email), 8.8 (I take information security precautionary measures as advised through the
UKZN email alerts) and 8.9 (I have been a victim of phishing scams (email scams) while
using the UKZN network). Factor 3 includes question 8.5 (“T always use a password with
a combination of letters, numbers and symbols (@, #, $, %, etc.) to access the University

network as recommended by the UKZN ICS department”).

[KMO and Bartlett's Test
Kaiser-Meyer-Olkin Measure of Sampling Adequacy. 1581
Approx. Chi-Square 332.905
Bartlett's Test of Sphericity df 36
Sig. 000

Table 4-4: KMO and Bartlett's test - Access to the University Network
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IComponent Matrix*

Component

1 2 3
18-3. | sometimes allow other people to use my login
details (username and password) to access the -.770
university network
18-2. | sometimes use someone else login details
(username and password) to access the university -.746 .333
network
|8-6. The password that | use to access the UKZN

476 419
network is unknown to anyone else.
18-1. | always use my personal login details and 454 [ 399

password to login into UKZN network

8.4. | always change my password (to access the

.685
University network) at least once in 3 months
18-7. | provide my UKZN login details when requested 610
via email i
8.9. | have been a victim of phishing scams (email
.562 -.493
cams) while using the UKZN network
8.8. | take information security precautionary measures
e.g. frequently changing password, not sharing login
(e.g. freq Y ging p g log 454 484

details, not click on unknown email links etc.) as
Iadvised through the UKZN email alerts.

I8.5.1 always use a password with a combination of
letters, numbers and symbols (@, #, $, %, etc.) to 625
|access the University network as recommended by the i

UKZN ICS department.

Extraction Method: Principal Component Analysis.

Ia. 3 components extracted.

Table 4-5: Factor Analysis Test - Access to the University Network

KMO and Bartlett’s test confirmed that the data is appropriate to conduct factor analysis
test as KMO >.5 (KMO = .698) and Bartlett's Test of Sphericity sig = .000 as shown in
Table 4-6 below. Factor analysis was performed on the awareness of UKZN information
systems policies, factor analysis revealed that awareness of UKZN information systems

policies consists of 1 factor as shown in and Table 4-7 below.

KMO and Bartlett's Test
Kaiser-Meyer-Olkin Measure of Sampling Adequacy. .698
Approx. Chi-Square 582.229
Bartlett's Test of Sphericity df 6
Sig. .000

Table 4-6: KMO and Bartlett's test - awareness of UKZN Information Systems

Policies
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Component
1
9.2. | am aware of UKZN policies regarding access to the UKZN network 914
9.1. | am aware of UKZN policies regarding physical access to computer 877
rooms/ LAN
9.3. | am aware of UKZN policies regarding choosing a strong password 731
9.4. | do check the ICS website regularly to acquaint myself with new 550
information security alerts
Extraction Method: Principal Component Analysis.
Ia. 1 components extracted.

Table 4-7: Factor Analysis Test - Awareness of UKZN Information Systems Policies

An index was generated for each one of these factors through principal components
analysis. These indexes were then correlated with the Protection Motivation Theory’s

constructs in the following sections from 4.6.2 — 4.6.5 below.

4.4 Test for Normality

To determine the type of analysis to perform on the obtained data, it is important to
establish whether the data is normally distributed or not. A Kolmogorov-Smirnov and
Shapiro-Wilk normality tests were performed to establish the distribution of the data. If
the data 1s normally distributed, a parametric correlation (Pearson Correlation) would be
an appropriate type of analysis to conduct. However, if the data is not normally
distributed, then a non-parametric correlation (Spearman Correlation) would be an
appropriate type of analysis. Laerd (2013) and Pallant (2013) state that when a
Kolmogorov-Smirnov and Shapiro-Wilk test is conducted, and the significance value is
less than 0.05 (s1g < 0.05), then that data set can be deemed to be not normally distributed.
However, when a test returns a significance value greater than 0.05 (sig > 0.05), it 1s
normally distributed. The significance value of this study is less than 0.05 (sig < 0.05) as
shown m Table 4-6. Therefore, a non-parametric test (Spearman Correlation) is the

appropriate test for this study.

Tests of Normality
Kolmogorov-Smimova Shapiro-Wﬁk
Statistic f Sig. Statistic f Sig.
Ehysical access to computer 1200 69 1000 1931 69 1000
rooms
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[Access to the University network [035 Esg 000 995 Eeg '000

Awareness of UKZN information |.116 69 1000 1934 69 1000

Isystems policies

IPerceived Vulnerability 1088 269 1000 1968 269 1000
IPerceived Severity 1108 269 1000 1911 269 1000
1217 269 1000 1783 269 1000
1184 69 1000 1926 69 1000
1088 69 1000 1980 69 1001
1139 269 1000 1960 269 1000
IChallenges to information 1051 269 1042 (992 269 1032

Isecurity compliance

Table 4-6: Test of Normality
4.5 Demographics
4.5.1. Age of Respondents
This study was conducted amongst 376 participants, and the demographics of the
respondents indicate that most participants were between the ages of 18 and 24 (N =341,
90.7%), followed by participants between the ages of 25 — 30 (N = 24, 6.4%), 31 and
above (N = 7, 1.9%), and least respondents were less than 18 (N = 4, 1.1%) of age as
shown in Figure 4-2 and Appendix F.

Age of Respondents
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Figure 4-2: Age of Respondents

4.5.2. Gender of the Respondents
The study had 376 respondents, Figure 4-3 and Appendix F show that there were more
male respondents (N =207, 55.1%) than female respondents (N = 169, 44.9%). Therefore,

male students had more representation in the study than female students.

Gender of the Respondents

= Female = Male

Figure 4-3: Gender of Respondents
4.5.3 Ethnicity of the Respondents
The research was carried out in South Africa, a nation consisting of diverse ethnic
groupings. As shown in Figure 4-4 below and Appendix F, the majority of the respondents
were African (N =301, 80.1%), followed by Indian (N = 59, 15.7%), thereafter, Coloured
(N =8, 2.1%), then White (N = 6, 1.6%) with the lowest representation ethnic group in
this study.
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Figure 4-4: Ethnicity of the Respondents

4.5.4 Level of Study of the Respondent

The respondents of this research were students their First year (N = 88, 23.4%), Second
year (N = 91, 24.2%), Third year (N = 136, 36.2%), Honours (N = 48 12.8%), Masters
(N =8, 2.1%), and PhD (N =5, 1.3%) academic level. This is supported by Figure 4-5
below and Appendix F.

Academic Level of the Respondents
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Figure 4-5: Level of Study of the Respondent

4.5.5 Campus of the Respondents
The respondents of this study were students in Pietermaritzburg (N = 196, 52.1%) and
Westville (N = 180, 47.9%) campuses, as shown in Figure 4-6 and Appendix F below.
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The respondents represent 1.9% of the target population (19 646) from the University of

KwaZulu-Natal, Pietermaritzburg campus and Westville campus.

Campus of the Respondents

= Pietermaritzburg = Westville

Figure 4-6: Campus of the Respondents

4.6. Answering the Research Questions

The participants answered questions based on the Protection Motivation Theory
constructs from this research’s conceptual model. The constructs include Perceived
Vulnerability, Perceived Severity, Perceived Rewards, Response Efficacy, Self-Efficacy,
Response Cost and Student Compliance. The following are the responses to all the
constructs questions using a Likert scale ranging from "Strongly Agree" (5) to "Strongly
Disagree" (1). This is also displayed in Appendix G.

Correlation analysis 1s employed to determine a linear relationship between two variables.
The linear relationship strength is calculated using the correlation coefficient unit

(Nickolas. 2021). Furthermore, if the correlation coefficient is larger than zero that

mmplies a positive association, whilst a correlation coefficient unit below zero suggests a
negative association. Subsequently, a Linear Regression test is performed to produce a
"p" value frequently referred to as Asymptotic (Asymp.) Significance (Sig.). In a case
where the "p" score that is produced from a regression analysis test is higher than 0.05,
that will suggest no statistical significance among the variables; however, in a case where

the "p" score calculated from a regression analysis test is below 0.05, that would suggests

that the factors are significantly correlated (Rengganis & Katmini. 2021).
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4.6.1. Research Question 1: How Compliant are Students with the Existing
Information Security Measures Currently in Place within the University?

The participants answered questions based on questionnaire subsections: Physical Access
to Computer Rooms, Access to the University Network and Awareness of UKZN
Information Systems Policies. The following are the responses to all the questions using
a Likert scale ranging from "Strongly Agree" (5) to "Strongly Disagree"” (1). This is also
displayed in Appendix G.

4.6.1.1. Descriptive Analysis of the Student’'s Compliance with Physical Access to
Computer Rooms

Most students agree (a consolidated percentage of students that agree and strongly agree)
that they always utilise their student identification cards to enter the computer facilities
(N=376, 93.6%). In addition, most students agree that they sometimes ask other students
to give them access to the computer facilities (N=375, 51.7%), consequently, most
students sometimes let other students access the computer rooms using their cards
(N=376, 60.3%). This is corroborated by Table 4-7 below and Appendix G which shows
the mode (i.e. the most frequently chosen answer) for question 7.1 (I always use my
student card to access computer facilities (LANS)) is 5 indicating that most students
strongly agreed that they always use their student cards to access computer facilities.
Moreover, question 7.2 (I sometimes ask students to grant me access to computer facilities
(LANS)) has a mode is 4 indicating that students agree that they sometimes ask students
to grant them access to computer facilities. In addition, question 7.3 (I sometimes let
students access the LANSs using my student card) has a mode of 4 indicating that students
agree that sometimes they let other students access the LAN using their student cards. As
per the University rules, students are not permitted to let others utilise their student cards

to access the LANSs (Information & Communication Services, 2022). Hence, from these

responses students are not abiding by this rule.
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Statistics

7.1. | always use my student|7.2. | sometimes ask 7.3. | sometimes let
card to access computer Ltudents to grant me access |students access the LANs
facilities (LANs) to computer facilities (LANs)|using my student card.
Valid 376 375 376

B Missing 0 1 0

Mean 4.60 3.25 3.49

Median 5.00 4.00 4.00

Mode 5 4 4

Std. Deviation 727 1.312 1.226

Table 4-7: Frequency of Student Compliance with Physical Access to Computer

Rooms

4.6.1.2. Descriptive Analysis of the Student's Compliance with Access to the
University Network

The majority of students agree (a consolidated percentage of students that agree and
strongly agree N=376, 98.2%) that they utilise their own login credentials to access the
UKZN network at all times. Furthermore, most students disagree that they sometimes use
someone else’s login credentials to access the university network (N=3767, 81.7%).
Moreover, most students disagree that they sometimes allow other people to use their
login credentials to access the university network (N=376, 75.8%). Furthermore, the
majority of the students disagree that they change their password at least once every three
months (N=376, 69.9%). Moreover, the majority of the students agree that they always
utilise a strong password to login into the university network as recommended by the
UKZN ICS department (N=376, 84.1%). Furthermore, most students agree that no one
else knows the password they utilise to access the UKZN network (N=376, 77.4%).
Moreover, most students disagree that they provide their UKZN login details when
requested via email (N=376, 49.5%). Furthermore, the majority of the students agree that
they take information security precautionary measures as advised through the UKZN
email alerts (N=376, 58.8%). Additionally, most students disagree that they have been a
victim of phishing scams (email scams) while using the UKZN network (N=376, 71,6%).
This is corroborated by Table 4-8 below and Appendix E that shows that the mode (i.e.
the most frequently chosen answer) for question 8.1 (“I always use my personal login
details and password to login into the UKZN network™) is 5 indicates that most students
strongly agreed that they utilise their own login credentials to access the UKZN network

at all times. Furthermore, question 8.2 (“I sometimes use someone else login details
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(username and password) to access the university network™) which has a mode is 1
indicating that students strongly disagree that they sometimes use someone else login
credentials to access the university network. Moreover, question 8.3 (“I sometimes allow
other people to use login details (username and password) to access the university
network”) correspondingly has a mode of 1, depicting that students strongly disagree that
they sometimes allow other people to use their login credentials to access the university
network. In addition, question 8.4 (“I always change my password (to access the
University network) at least once in 3 months”) has a mode of 2 indicating that students
disagree that they change their password at least once every three months. Furthermore,
question 8.5 (“I always use a strong password to access the University network as
recommended by the UKZN ICS department) with a mode of 5 indicates that students
strongly agree that they always utilise a strong password to login into the university
network as recommended by the UKZN ICS department. Moreover, question 8.6 (“The
password that | use to access the UKZN network is unknown to anyone else”) has a mode
of 5 indicating that students strongly agree that no one else knows the password they use
to get into the UKZN network. Furthermore, question 8.7 (“The password that I use to
access the UKZN network is unknown to anyone else”) has a mode of 1 revealing that
students strongly disagree that they provide their UKZN login details when requested via
email. Additionally, question 8.8 (I take information security precautionary measures as
advised through the UKZN email alerts) has a mode of 5 displaying that most students
strongly agree that they take information security precautionary measures as advised
through the UKZN email alerts. Furthermore, question 8.9 (I have been a victim of
phishing scams (email scams) while using the UKZN network) with a mode of 1
indicating that students strongly disagree that they have been a victim of phishing scams
(email scams) while using the UKZN network. As per university rules, students are
required to change their password at least once every three 3 months. Therefore, from

these responses students are not abiding by the information security policy.
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Statistics
81.1 821 8.3. 1 8.4. | 8.5.1 always |8.6. The [8.7.1 8.8. | take 8.9. |
always use|sometimes [sometimes |always use a password [provide my [information |have
my use allow other |change my |password  [that | use JUKZN security been a
personal [someone |peopleto |password |with [to access [login precautionar |victim of
login else login Juse my (to access |combination [the UKZN [details ly measures |phishing
details and |details login Ithe of network |when (e.q. scams
password |(username |details University |combination |is requested [frequently (email
to login and (username |network) at|of letters, unknown [via email |changing scams)
into UKZN |password) |and least once [numbers to anyone password, [while
network |to access [password) |in 3 and symbols|else. not sharing |using the
the to access |months (@, # %, %, login details, [UKZN
university [the etc.) to not click on  |network
network  |university access the unknown
network University mail links
network as tc.) as
recommend advised
ed by the through the
UKZN ICS UKZN email
department. alerts.
N [Valid [376 376 376 376 376 376 376 375 373
Missin |0 0 0 0 0 0 0 1 3
g
Mean 4.85 1.82 2.00 2.13 4.24 4.07 [2.84 3.63 2.10
Median 5.00 1.00 2.00 2.00 5.00 5.00 3.00 14.00 2.00
Mode 5 1 1 1 5 5 1 5 1
Std. 463 1.102 1.178 1.135 1.055 1.226 1.662 1.220 1.253
Deviation

Table 4-8: Frequency of Student's Compliance with Access to the University Network

4.6.1.3. Descriptive Analysis of the Awareness of UKZN Information Systems
Policies

Most students agree (a consolidated percentage of students that agree and strongly agree-
N=376, 72%) that they are aware of UKZN policies regarding physical access to
computer rooms/ LAN. Furthermore, most students agree that they are aware of UKZN
policies regarding access to the UKZN network (N=376, 70.4%). Moreover, most
students agree that they are aware of UKZN policies regarding choosing a strong
password (N=293, 84.3%). In addition, more than half of the students disagree that they
do check the ICS website regularly to acquaint themselves with new information security
alerts (N=376, 57. 4%). This is represented by Table 4-9 below and Appendix E that
shows the mode (i.e. the most frequently chosen answer) for question 9.1 (I am aware of

UKZN policies regarding physical access to computer rooms/ LAN) is 4 indicating that
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most students agreed that they are aware of UKZN policies regarding physical access to
computer rooms/ LAN. Similarly, question 9.2 (I am aware of UKZN policies regarding
access to the UKZN network) has a mode of 4 indicating that students agree that they are
aware of UKZN policies regarding access to the UKZN network. Moreover, question 9.3
(I am aware of UKZN policies regarding choosing a strong password) has a mode of 4
indicating that students agree that they are aware of UKZN policies regarding choosing a
strong password. However, question 9.4 (1 do check the ICS website regularly to acquaint
myself with new information security alerts) has a mode of 3 indicating that students do
not agree or disagree that they do check the ICS website regularly to acquaint themselves
with new information security alerts. As per the University rules, students are encouraged
to check the ICS website regularly to acquaint themselves with new information security

alerts and policies (Information & Communication Services, 2022). Hence, from these

responses students are not abiding by this rule and students are not aware of the latest

measures put in place by the university due to not regularly visiting the university ICS

website.
Statistics
9.1. 1 am aware of |[9.2. | am aware of |9.3.1am aware of |9.4. | do check the ICS website
UKZN policies UKZN policies UKZN policies regularly to acquaint myself with
regarding physical |regarding access to [regarding choosing |new information security alerts
laccess to computer [the UKZN network |a strong password
rooms/ LAN
Valid 376 376 375 376
Missing 0 0 1 0
IMean 3.84 3.80 4.12 2.60
|Median 14.00 4.00 4.00 3.00
[Mode 4 4 4 3
Std. Deviation 1.031 .993 .802 1.150

Table 4-9: Frequency of the Awareness of UKZN Information Systems Policies

4.6.1.4. Reasons for not Complying with Information Security Measures

The students were asked in an open-ended question to specify other factors preventing
them from complying with UKZN information security measures in place. Furthermore,
thematic analysis was performed on the student's responses to the open-ended question
as shown in Figure 4-7. Most students (59%) who answered the question stated
insufficient knowledge and comprehension of data security. Followed by students (14%)

stating that they do not have enough time to educate themselves on data security.
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Furthermore, another group of students (10%) is willing to learn but indicated that they
are lazy to read these information security policies and security measures. Similarly,
another group of students (10%) stated that the existence of the student card system causes
them not to comply because they forget their student cards and need someone to give
them access and vice versa. In addition, the last group of students (7%) stated that they
lack attention to the email threats from the UKZN’s Information & Communication
Services (2022) department.

Other Factors that prevent compliance

70
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60
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c
g 40
o
o 30
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20 14
10 7 10
. [ ] B []
0 I
Lack of Reading policies Lack of time to lack of attention  Forgetting my
knowledge about  or security learn about the towards emails student card and
information measures information  sent to me about not being able to
security security of UKZn  such threats. access the LAN

Figure 4-7: Thematic Analysis of Other Factors that Prevent Compliance

4.6.2. Research Question 2: What are the effects of Threat Appraisal on Students’
Compliance with the Information Security Measures within the University?

The participants answered questions based on the Protection Motivation Theory construct
(Threat Appraisal) from this research’s conceptual model. The Threat Appraisal construct
includes Perceived Vulnerability, Perceived Severity and Perceived Rewards. The
following are the responses to all the questions using a Likert scale ranging from

"Strongly Agree™ (5) to "Strongly Disagree™ (1). This is also displayed in Appendix G.

4.6.2.1. Influence of Perceived Vulnerability on Students’ Compliance with
Information Security Measures in Place

a) Descriptive Analysis of the Perceived Vulnerability Responses

Most students agree (a consolidated percentage of students that agree and strongly agree)

that they can be victims of a severe data security threat (N=375, 43.1%). Furthermore, the
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majority of the students agree that UKZN can face a severe data security threat (N=376,
40.2%). Moreover, most students do not agree or disagree that UKZN faces a growing
number of serious data security threats (N=376, 50.3%). This is corroborated by Table 4-
11 below and Appendix E, which displays the mode (i.e. the most frequently chosen
answer) for question 10.1 (“I could be a victim of a serious information security threat”)
to be 4 indicating that most students agree that they can be victims of a severe data
security threat. However, question 10.2 (“UKZN could be subjected to a serious
information security threat”) has a mode of 3, indicating that most students do not agree
or disagree that UKZN can be susceptible to a severe data security threat. Similarly,
question 10.3 (“More and more serious information security threats are being faced by
UKZN”) has a mode of 3, indicating that most students agree nor disagree that UKZN
faces a growing number of serious data security threats.

Statistics
10.1 | could be a victim of a [10.2. UKZN could be 10.3. UKZN faces more and
serious information security [subjected to a serious more serious information
threat I:ﬁormaticm security threat |security threats lately.

N Valid 375 375 375

IMissing 1 1 1

IMean 3.19 3.39 3.22

|Median 3.00 3.00 3.00

[Mode 4 3 3

Std. Deviation 1.073 .906 .896

Table 4-11: Frequency of Perceived Vulnerability

b) Correlation between Perceived Vulnerability and Physical Access to Computer
Rooms
A Spearman correlation was performed between the independent construct named
Perceived Vulnerability and the 1st construct from the dependent variable named Student
Compliance; the 1st construct in the dependent variable is named Physical Access to
Computer Rooms which will be represented as factor 1 (F1) of the dependent variable;
F1 consists of 3 items that have been conflated into a single index via factor analysis. The
Spearman correlation was performed between Perceived Vulnerability and the single
index value generated for F1. The correlation reveals that there is a significant and
positive correlation between F1 and students’ perceptions that they can be victims of a

severe data security threat (rho=0.219, p=0.000, N=374). Furthermore, the correlation
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also reveals that there is a significant and positive correlation between F1 and students’

perceptions that UKZN can be susceptible to severe data security threat (rho=0.158,

p=0.002, N=374) as shown in Table 4-12 below. Subsequently, linear regression analysis

was performed.

Correlation

Q7 Physical access to

computer rooms factor]

Spearman's rho

Q7 Physical access to computer rooms

Correlation Coefficient

1.000

Sig. (2-tailed)

N 375
10.1 | could be a victim of a serious Correlation Coefficient 219"
information security threat Sig. (2-tailed) 000

N 374
10.2. UKZN could be subjected to a Correlation Coefficient 158"
serious information security threat Sig. (2-tailed) 002

N 374
10.3. UKZN faces more and more Correlation Coefficient .100
serious information security threats Sig. (2-tailed) 054
lately. N 374

**. Correlation is significant at the 0.01 level (2-tailed)

Table 4-12: Correlation of Perceived Vulnerability vs Physical Access to Computer

Rooms

Furthermore, a linear regression analysis was carried out with the purpose of determining

the effects of the variables on compliance with measures put in place for physical access

to computer rooms. As depicted in Table 4-13 below, the regression model significantly

predicts the dependent variable outcome (p = 0.014). Student Compliance with Physical

Access to Computer Rooms is represented by one regression model. The regression

equation that represents the regression model is as follows: F1 = Constant + Regression

Coefficient = -0.893+ 0.143 * X (where X represents, “I could be a victim of a serious

information security threat”).
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Coefficients®

|Model Unstandardized Coefficients Standardized t Sig.
Coefficients
B Std. Error Beta
1 Constant) -.833 .229 -3.635 .000
10.1 1 could be a victimofa  |.143 .058 .154 2.473 .014

E;arious information security
reat

10.2. UKZN could be .027 .078 .024 .346 729
subjected to a serious

linformation security threat
10.3. UKZN faces more and |.088 .066 .080 1.334 .183

more serious information

Isecurity threats lately.

Ia. Dependent Variable: Q7 Physical access to computer rooms

Table 4-13: Regression of Perceived Vulnerability vs Physical Access to Computer

Rooms

c) Correlation between Perceived Vulnerability and Access to the University

Network

A Spearman correlation was performed between the independent construct named
Perceived Vulnerability and the 2nd construct from the dependent variable named Student
Compliance; the 2nd construct in the dependent variable is named Access to the
University Network which will be represented as factor 1 (F1) of the dependent variable;
F1 consists of 4 items that have been conflated into a single index via factor analysis. The
Spearman correlation was performed between Perceived Vulnerability and the single
index value generated for F1. The correlation reveals that there is no significant
correlation between F1 and the Perceived Vulnerability construct, this is depicted in Table
4-14 below. Subsequently, a linear regression analysis was not conducted to assess the

effect of the two variables.
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Correlation Q8 Access to the
University network f1
Spearman's rho Q8 Access to the University network |Correlation Coefficient 1.000
f1 Sig. (2-tailed) .
N 372
10.1 | could be a victim of a serious |Correlation Coefficient .086
information security threat Sig. (2-tailed) 097
N 371
10.2. UKZN could be subjected to a |Correlation Coefficient -.007
serious information security threat Sig. (2-tailed) 898
N 371
10.3. UKZN faces more and more  |Correlation Coefficient .063
serious information security threats |Sig. (2-tailed) 224
lately. N 371

Table 4-14: Correlation of Perceived Vulnerability vs Access to the University
Network Factor 1
In addition, a Spearman correlation was performed between the independent construct
named Perceived Vulnerability and the 2nd construct from the dependent variable named
Student Compliance; the 2nd construct in the dependent variable is named Access to the
University Network which will be represented as factor 2 (F2) of the dependent variable;
F2 consists of 4 items that have been conflated into a single index via factor analysis. The
Spearman correlation was performed between Perceived Vulnerability and the single
index value generated for F2. The correlation reveals that there is a positive and
significant correlation between F2 and students’ perceptions that they can be victims of a
severe data security threat (rho= 0.312, p=0.000, N=371). Moreover, the correlation
reveals that there is a positive and significant correlation between F2 and students’
perceptions that UKZN can be susceptible to severe data security threat (rho=0.161,
p=0.002, N=371). The correlation reveals that there is a positive and significant
correlation between F2 and students’ perceptions that UKZN faces a growing number of
serious data security threats (rho=0.114, p=0.028, N=371) as shown in Table 4-15 below.
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Correlation Q8 Access to the University network f2

Spearman's rho |Q8 Access to the Correlation Coefficient [1.000

University network f2 Sig. (2-tailed)
N 372

10.1 | could be a victim of a|Correlation Coefficient [.312"
serious information security| Sig. (2-tailed) 000
threat N 371
10.2. UKZN could be Correlation Coefficient [.161"
subjected to a serious Sig. (2-tailed) 002
information security threat [ 371

10.3. UKZN faces more Correlation Coefficient |.114°

and more serious Sig. (2-tailed) .028
information security threats [ 371
lately.

**. Correlation is significant at the 0.01 level (2-tailed).

*. Correlation is significant at the 0.05 level (2-tailed).

Table 4-15: Correlation of Perceived Vulnerability vs Access to the University
Network Factor 2
Furthermore, a linear regression analysis was carried out with the purpose of determining
the effect of the variables on compliance with measures to access the university network.
As depicted in Table 4-16 below, the regression model significantly predicts the
dependent variable outcome (p = 0.000). Student Compliance with Access to the
University Network is represented by one regression model. The regression equation that
represents the regression model is as follows: F2 access to the university network F2 =
Constant + Regression Coefficient = -0.999 - 0.292 * X (where X represents, “I could be

a victim of a serious information security threat”).

Coefficients?
|Model Unstandardized Coefficients Standardized t Sig.
Coefficients
B Std. Error Beta
1 Constant) -.999 .224 -4.461 .000
10.1 | could be a victimofa |.292 .057 314 5.162 .000
erious information security
Ehreat
10.2. UKZN could be -.068 .077 -.061 -.883 .378
ubjected to a serious
I:ﬁormation security threat
10.3. UKZN faces more and |.091 .065 .081 1.385 167
more serious information
security threats lately.
a. Dependent Variable: Q8 Access to the University network f2

Table 4-16: Regression of Perceived Vulnerability vs Access to the University
Network Factor 2
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In addition, a Spearman correlation was performed between the independent construct
named Perceived Vulnerability and the 2nd construct from the dependent variable named
Student Compliance; the 2nd construct in the dependent variable is named Access to the
University Network which will be represented as factor 3 (F3) of the dependent variable;
F3 consists of 1 item, the Spearman correlation was performed between Perceived
Vulnerability and the single index value generated for F3. The correlation reveals no

significant correlation between the two variables.

4.6.2.2. Influence of Perceived Severity on Students’ Compliance with Information
Security Measures in Place

a) Descriptive Analysis of the Perceived Severity Responses

Most students agree (a consolidated percentage of students that agree and strongly agree)
that a data security breach at UKZN will pose a significant issue for them (N=375,
70.3%). Furthermore, most students agree that they will lose important data if someone
steals their login credentials (N=375, 75%). Moreover, the majority of the students agree
that it would be a huge invasion of their privacy if someone steals their login credentials
(N=376, 88.3%). Moreover, most students agree that they will be in serious trouble if
someone accessed the computer rooms using their student card (N=373, 63.9%). In
addition, the majority of the students agree that they will be in serious trouble if someone
uses their login details to commit cybercrimes using the university network (N=374,
90.2%). This is corroborated by Table 4-17 below, which displays the mode (i.e. the most
frequently chosen answer) for question 11.1 (“An information security breach at UKZN
will be a serious problem for me”) is 4, indicating that most students agree that a data
security breach at UKZN will pose a significant issue for them. Similarly, question 11.2
(“I will lose vital information if my login credentials are stolen”) has a mode of 4,
indicating that students agree that they will lose important data if someone steals their
login credentials. Furthermore, question 11.3 (“My privacy will be seriously violated if
my login credentials are stolen””) has a mode of 5, indicating that the majority strongly
agree that it would be a huge invasion of their privacy if someone steals their login
credentials. In Addition, question 11.4 (“I will be in serious trouble if someone access the
computer rooms using my student card”) has a mode of 4, indicating that students agree
that they will be in serious trouble if someone accesses the computer rooms using their

student card. Moreover, question 11.5 (“I will be in serious trouble if someone uses my
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login details to commit cybercrimes using the university network™) has a mode of 5,
indicating that most students strongly agree that they will be in serious trouble if someone

uses their login details to commit cybercrimes using the university network.

Statistics
11.1. An 11.2. | will lose 11.3. My privacy |11.4. | will be in 11.5. | will be in
information vital information if |will be seriously [serious trouble if |serious trouble if
security breach at |my login credential|violated if my login [someone access [someone uses my
UKZN will be a are stolen credentials are the computer |login details to
serious problem stolen rooms using my  |commit
for me student card cybercrimes using
the University
network
N Valid 375 375 376 373 374
Missing 1 1 0 3 2
IMean 3.87 3.97 4.29 3.80 4.49
|Median 4.00 4.00 4.00 4.00 5.00
[Mode 4 4 5 4 5
Std. Deviation .949 .940 .802 1.011 Fal

Table 4-17: Frequency of Perceived Severity

b) Correlation between Perceived Severity and Physical Access to Computer
Rooms
A Spearman correlation was performed between the independent construct named
Perceived Severity and the 1st construct from the dependent variable named Student
Compliance; the 1st construct in the dependent variable is named Physical Access to
Computer Rooms which will be represented as factor 1 (F1) of the dependent variable;
F1 consists of 3 items that have been conflated into a single index via factor analysis. The
Spearman correlation was performed between Perceived Severity and the single index
value generated for F1. The correlation reveals a positive and significant correlation
between F1 and students’ perceptions that a data security breach at UKZN will pose a
significant issue for them (rho= 0.117, p=0.023, N=374). This is the only variable of
Perceived Severity that is significant and positively correlated with complying with
UKZN Physical Access to Computer Rooms (factor 1) rules, as depicted in Table 4-19

below.
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Correlation Q7 Physical access to computer rooms

Spearman's rho Q7 Physical access to Correlation Coefficient  [1.000
computer rooms Sig. (2-tailed)

N 375

11.1. An information security|Correlation Coefficient  |.117*
breach at UKZN will be a Sig. (2-tailed) 023
serious problem for me N 374
11.2. | will lose vital Correlation Coefficient .034
information if my login Sig. (2-tailed) 507
credential are stolen N 374
11.3. My privacy will be Correlation Coefficient  |.012
seriously violated if my login [Sig. (2-tailed) 814
credentials are stolen N 375
11.4. | will be in serious Correlation Coefficient  }.014
trouble if someone access |[Sig. (2-tailed) (787
the computer rooms using [y 372
my student card
11.5. | will be in serious Correlation Coefficient  |.064
trouble if someone uses my [Sig. (2-tailed) 215
login details to commit N 373
cybercrimes using the
University network

*. Correlation is significant at the 0.05 level (2-tailed).

Table 4-19: Correlation of Perceived Severity vs Physical Access to Computer Rooms

Furthermore, a linear regression analysis was carried out with the purpose of determining
the effect of the variables on compliance with measures put in place to access computer
rooms. Table 4-19 below shows that the regression model predicts the dependent variable
outcome (p = 0.008). Student Compliance with Physical Access to Computer Rooms is
represented by one regression model, the regression equation that represents the
regression model is as follows: F1 = Constant + Regression Coefficient = -0.234 + 0.168
* X (where X represents, “An information security breach at UKZN will be a serious

problem for me”).
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Coefficients®

|Model Unstandardized Coefficients Standardized t Sig.
Coefficients
B Std. Error Beta
1 (Constant) -.234 379 -.617 538
11.1. An information security |.168 .063 158 2.659 .008

breach at UKZN will be a
serious problem for me

11.2. | will lose vital -.080 .075 -.075 -1.062 .289
information if my login

credential are stolen

11.3. My privacy will be -.001 .084 -.001 -.014 .989
seriously violated if my login

lcredentials are stolen

11.4. | will be in serious -.009 .058 -.009 -.155 877
[trouble if someone access the

lcomputer rooms using my
student card

11.5. | will be in serious -.011 .076 -.009 -.147 883

trouble if someone uses my

login details to commit
cybercrimes using the

University network

a. Dependent Variable: Q7 Physical access to computer rooms

Table 4-19: Regression of Perceived Severity vs Physical Access to Computer Rooms

c) Correlation between Perceived Severity and Access to the University Network

A Spearman correlation was performed between the independent construct named
Perceived Severity and the 2nd construct from the dependent variable named Student
Compliance; the 2nd construct in the dependent variable is named Access to the
University Network which will be represented as factor 1 (F1) of the dependent variable;
F1 consists of 4 items that have been conflated into a single index via factor analysis. The
Spearman correlation was performed between Perceived Severity and the single index
value generated for F1. The correlation reveals that there is a negative but significant
correlation between F1 and students’ perception that they will lose important data if
someone steals their login credentials (rho=-0.125, p=0.016, N=371). The correlation
further reveals that there is a negative but significant correlation between F1 and students’
perceptions that it would be a huge invasion of their privacy if someone steals their login
credentials (rho=-0.152, p=0.003, N=372). Finally, the correlation reveals that there is a
negative but significant correlation between F1 and students’ perceptions that they will

be in serious trouble if someone uses their login details to commit cybercrimes using the
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University network (rho=-0.179, p=0.001, N=370). These are the only variables of
Perceived Severity which are significant and negatively correlated with complying with
UKZN Access to the University Network (factor 1) rules, as depicted in Table 4-20

below.
Correlation Q8 Access to the
University network 1

Spearman's rho Q8 Access to the University network |Correlation Coefficient 1.000

f1 Sig. (2-tailed)
N 372
11.1. An information security breach |Correlation Coefficient -.098
at UKZN will be a serious problem  |Sig. (2-tailed) 060
for me N 371
11.2. | will lose vital information if my|Correlation Coefficient -.125*
login credential are stolen Sig. (2-tailed) 016
N 371

11.3. My privacy will be seriously Correlation Coefficient -.152*
violated if my login credentials are  [Sig, (2-tailed) 003
stolen N 372
11.4. | will be in serious trouble if Correlation Coefficient -.057
someone access the computer Sig. (2-tailed) 276
rooms using my student card N 369
11.5. | will be in serious trouble if Correlation Coefficient - 179
someone uses my login details to  |Sig. (2-tailed) 001
commit cybercrimes using the N 370
University network

*. Correlation is significant at the 0.05 level (2-tailed).

**. Correlation is significant at the 0.01 level (2-tailed).

Table 4-20: Correlation of Perceived Severity vs Access to the University Network

Factor 1

Furthermore, a linear regression analysis was carried out with the purpose of determining
the effect of the variables on compliance with measures to access the university network.
As depicted in Table 4-21 below, the regression model significantly predicts the
dependent variable outcome (pl = 0.030). Student Compliance with Access to the
University Network is represented by one regression model. The regression equations that
describe the regression model is as follows: F1 = 0.127 — 0.165 * X (where X represents
“I will be in serious trouble if someone uses my login details to commit cybercrimes using

the university network™).
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Coefficients®

|Model Unstandardized Coefficients Standardized t Sig.
Coefficients
B Std. Error Beta
1 (Constant) 1.127 1379 2.975 .003
11.1. An information security |.008 063 007 120 904

breach at UKZN will be a
|serious problem for me

11.2. | will lose vital -.077 .075 -.072 -1.024 .306
|information if my login

credential are stolen

11.3. My privacy will be -.062 .084 -.049 -.738 4861
|seriously violated if my login

credentials are stolen

11.4. | will be in serious .041 .058 .041 .695 488
|trouble if someone access the

computer rooms using my
|student card

11.5. | will be in serious -.165 .076 -.128 -2.175 .030
trouble if someone uses my
login details to commit
cybercrimes using the
University network

Ia. Dependent Variable: Q8 Access to the University network f1

Table 4-21: Regression of Perceived Severity vs Access to the University Network
Factor 1
A Spearman correlation was performed between the independent construct named
Perceived Severity and the 2nd construct from the dependent variable named Student
Compliance; the 2nd construct in the dependent variable is named Access to the
University Network which will be represented as factor 2 (F2) of the dependent variable;
F2 consists of 4 items that have been conflated into a single index via factor analysis. The
Spearman correlation was performed between Perceived Severity and the single index
value generated for F2. Table 4-22 reveals that there is a significant and positive
correlation between F2 and students’ perceptions that they will lose important data if
someone steals their login credentials(rho=0.107, p=0.040, N=371). The correlation
further reveals that there is a significant and positive correlation between F2 and students’
perceptions that they will be in serious trouble if someone accesses the computer rooms
using their student card (rho=0.212, p=0.000, N=369). On the contrary, there is a
significant but negative correlation between F2 and students’ perceptions that they will
be in serious trouble if someone uses their login details to commit cybercrimes using the
university network (rho=-0.164, p=0.002, N=370). These are the only variables of
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Perceived Severity that are significantly correlated with complying with UKZN Access
to the University Network (factor 2) rules, as depicted in Table 4-22 below.

Q8 Access to the
University network f2

Spearman's rho Q8 Access to the University network |Correlation Coefficient 1.000

f2 Sig. (2-tailed)
N 372
11.1. An information security breach |Correlation Coefficient .095
at UKZN will be a serious problem  |sig. (2-tailed) 066
for me N 371
11.2. 1 will lose vital information if my|Correlation Coefficient 107
login credential are stolen Sig. (2-tailed) 040
N 3N

11.3. My privacy will be seriously Correlation Coefficient -.019
violated if my login credentials are  [Sig, (2-tailed) 719
stolen N 372
11.4. | will be in serious trouble if Correlation Coefficient 212
someone access the computer Sig. (2-tailed) 000
rooms using my student card N 369
11.5. | will be in serious trouble if  |Correlation Coefficient -.164**
someone uses my login details to  |Sig. (2-tailed) 002
commit cybercrimes using the N 370
University network

*. Correlation is significant at the 0.05 level (2-tailed).

**_ Caorrelation is significant at the 0.01 level (2-tailed).

Table 4-22: Correlation of Perceived Severity vs Access to the University Network
Factor 2
Furthermore, a linear regression analysis was carried out to determine the effect of the
variables on compliance with measures to access the university network. As depicted in
Table 4-23 below, the regression model significantly predicts the dependent variable
outcome (p = 0.000). Student Compliance with Access to the University Network is
represented by two regression models, the regression equations that represent the
regression model are as follows: F2a = Constant + Regression Coefficient = -0.257 +
0.297 * X (where X represents, “I will be in serious trouble if someone access the
computer rooms using my student card”) and F2b = Constant + Regression Coefficient =
-0.257 - 0.275 * X (where X represents, “I will be in serious trouble if someone uses my

login details to commit cybercrimes using the university network”).
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Coefficients®

|Model Unstandardized Coefficients [Standardized It Sig.
Coefficients
B Std. Error Beta
1 (Constant) -.257 .364 -.708 480
11.1. An information security 102 061 .096 1.693 .091

breach at UKZN will be a serious

problem for me

11.2. | will lose vital information if |.097 072 .091 1.344 .180
my login credential are stolen

11.3. My privacy will be seriously |-.096 .080 -.077 -1.201 231
violated if my login credentials are

stolen

11.4. | will be in serious trouble if |.297 056 .298 5.310 .000

someone access the computer
rooms using my student card

11.5. | will be in serious trouble if |-.275 073 -.211 -3.765 .000

someone uses my login details to

commit cybercrimes using the

University network

a. Dependent Variable: Q8 Access to the University network 2

Table 4-23: Regression of Perceived Severity vs Access to the University Network
Factor 2
A Spearman correlation was performed between the independent construct named
Perceived Severity and the 2nd construct from the dependent variable named Student
Compliance; the 2nd construct in the dependent variable is named Access to the
University Network which will be represented as factor 3 (F3) of the dependent variable;
F3 consist of 1 item. The Spearman correlation was performed between Perceived
Severity and the single index value generated for F3. The correlation reveals that there is
a significant and positive correlation between F3 and students’ perceptions that they will
lose important data if someone steals their login credentials (rho=0.165, p=0.001,
N=371). The correlation further reveals that there is a significant and positive correlation
between F3 and students’ perceptions that it would be a huge invasion of their privacy if
someone steals their login credentials (rho=0.178, p=0.001, N=372). Lastly, the
correlation reveals that there is a significant and positive correlation between F3 and
students perception that they will be in serious trouble if someone access the computer
rooms using their student card (rho= 0.106, p=0.0042, N=369) as shown in Table 4-24

below.
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Q8 Access to the University
network f3

Spearman's rho

Q8 Access to the University [Correlation Coefficient 1.000
network 3 Sig. (2-tailed)

N 372
11.1. An information security |Correlation Coefficient .040
breach at UKZN will be a Sig. (2-tailed) 443
serious problem for me N 371
11.2. | will lose vital Correlation Coefficient 165"
information if my login Sig. (2-tailed) 001
credential are stolen N 371
11.3. My privacy will be Correlation Coefficient 178*
seriously violated if my login [Sig, (2-tailed) 001
credentials are stolen N 372
11.4. | will be in serious Correlation Coefficient .106*
trouble if someone access  [Sjg. (2-tailed) 042
the computer rooms using |y 369
my student card
11.5. | will be in serious Carrelation Coefficient .064
trouble if someone uses my [Sjg. (2-tailed) 217
login details to commit N 370

cybercrimes using the

University network

**_Correlation is significant at the 0.01 level (2-tailed).

*. Correlation is significant at the 0.05 level (2-tailed).

Table 4-24: Correlation of Perceived Severity vs Access to the University Network

Factor 3

Furthermore, a linear regression analysis was carried out to determine the effect of the

variables on compliance with measures to access the university network. As depicted in

Table 4-25 below the regression model significantly predicts the dependent variable

outcome (p = 0.001). Student Compliance with Access to the University Network is

represented by one regression model, the regression equation that represents the

regression model is as follows: F3 = Constant + Regression Coefficient = -1.023 + 0.273

* X (where X represents, “My privacy will be seriously violated if my login credentials

are stolen”).
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Coefficients®

|Model Unstandardized Coefficients Standardized t Sig.
Coefficients
B Std. Error Beta
1 (Constant) -1.023 .368 -2.783 .006
11.1. An information security |-.119 .061 -.112 -1.940 .053

breach at UKZN will be a
serious problem for me

11.2. | will lose vital .166 073 156 2.278 .023
information if my login

credential are stolen

11.3. My privacy will be 273 .081 218 3.358 .001
seriously violated if my login
credentials are stolen

11.4. | will be in serious .014 .057 .015 .255 .799
[trouble if someone access the

lcomputer rooms using my
student card

11.5. | will be in serious -.091 074 -.070 -1.234 218
trouble if someone uses my
login details to commit
cybercrimes using the

University network

a. Dependent Variable: Q8 Access to the University network f3

Table 4-25: Regression of Perceived Severity vs Access to the University Network
Factor 3

4.6.2.3. Influence of Perceived Rewards on Students’ Compliance with Information
Security Measures in Place

a) Descriptive Analysis of the Perceived Rewards Responses

Most students disagree (a consolidated percentage of students that agree and strongly
agree) that they would feel rewarded if a friend used their student card to access the LAN.
(N=375, 58.8%). Moreover, most students disagree that they would feel rewarded if
friends used their LAN credentials to access the university network (N=375, 67.6%). In
addition, most students disagree that they benefit from NOT complying (e.g. watching
movies online, sharing login details etc.) with the university security measures than by
complying with them. (N=375, 44.7%). This is corroborated by Table 4-26 below, which
shows the mode (i.e. the most frequently chosen answer) for question 12.1 (1 would feel
rewarded if a friend uses my LAN credentials to access the university network) is 2,

indicating that most students disagree that they would feel rewarded if a friend uses their
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LAN credentials to access the university network. Similarly, question 12.2 (I would feel
rewarded if a friend uses my LAN credentials to access the university network) has a
mode of 2, indicating that most students disagree that they would feel rewarded if a friend
uses their LAN credentials to access the university network. In addition, question 12.3 (I
benefit from NOT complying (e.g. watching movies online, sharing login details etc.)
with the university security measures than by complying with them.) has a mode of 3,
indicating that most students do not agree or disagree that sometimes they benefit from
NOT complying (e.g. watching movies online, sharing login details etc.) with the

university security measures than by complying with them.

Statistics
12.1. | would feel rewarded [12.2. | would feel rewarded [12.3. | benefit from NOT
if a friend uses my student [if a friend uses my LAN complying (e.g. watching
card to access the LAN. credentials to access the movies online, sharing login
university network details etc.) with the
university security
measures than by
complying with them.
N Valid 375 375 375
Missing 1 1 1
IMean 2.35 2.15 2.72
|Median 2.00 2.00 3.00
[Mode 2 2 3
Std. Deviation 933 885 1.159

Table 4-26: Frequency of Perceived Rewards

b) Correlation between Perceived Rewards and Physical Access to Computer
Rooms
A Spearman correlation was performed between the independent construct named
Perceived Rewards and the 1st construct from the dependent variable named Student
Compliance; the 1st construct in the dependent variable is named Physical Access to
Computer Rooms which will be represented as factor 1 (F1) of the dependent variable;
F1 consists of 3 items that have been conflated into a single index via factor analysis. The
Spearman correlation was performed between Perceived Rewards and the single index
value generated for F1. The correlation reveals a significant and positive correlation
between F1 and students’ perceptions that they would feel rewarded if a friend used their
student card to access the LAN. (rho=0.341, p=0.000, N=374). Moreover, the Spearman
correlation reveals a significant and positive correlation between F1 and students’

perceptions that they would feel rewarded if a friend used their LAN credentials to access
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the umiversity network (tho= 0.341, p=0.000, N=374). Lastly, the Spearman correlation
reveals a significant and positive correlation between F1 and students’ perceptions that
they benefit from NOT complying (e.g. watching movies online, sharing login details
etc.) with the university security measures than by complying with them. (tho= 0.206,

p=0.000, N=374), this 1s corroborated by Table 4-27 below.

Correlation Q7 Physical access
to computer rooms
ISpearman’s rho Q7 Physical access to computer Correlation Coefficient 1.000
rooms Sig. (2-tailed)
N 375
12.1. | would feel rewarded if a friend [Correlation Coefficient 1341**
uses my student card to access the 'éig. (2-tailed) 1000
LAN. N B72
12.2. | would feel rewarded if a friend [Correlation Coefficient 1 322**
uses my LAN credentials to access  [Sig. (2-tailed) 1000
Jthe university network N 374
12.3. | benefit from NOT complying [Correlation Coefficient .206™*
e.g. watching movies online, sharing '§ig. (2-tailed) (000
login details etc.) with the university [ B4
ecurity measures than by complying
F«ith themn.
**. Correlation is significant at 0.01

Table 4-27: Correlation of Perceived Rewards vs Physical Access to Computer Rooms
Furthermore, a linear regression analysis was carried out with the purpose of determining
the effect of the variables on compliance with measures put in place to access computer
rooms. As depicted in Table 4-28 below, the regression model significantly predicts the
dependent variable outcome (p = 0.002). Student Compliance with Physical Access to
Computer Rooms is represented by one regression model, the regression equation that
represents the regression model is as follows: F1 = Constant + Regression Coefficient =
-1.028 + 0.258 * X (where X represents, “I would feel rewarded if a friend uses my
student card to access the LAN”).

Coefficients®
[Model Unstandardised Coefficient tandardised t Sig.
oefficient
IB Std. Error Beta
1 Constant) -1.028 1157 16.556 1000
12.1. | would feel rewarded if |.258 1084 241 3.054 1002
a friend uses my student card
Ito access the LAN.
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12.2. | would feel rewarded if 084 090 074 027 355
a friend uses my LAN
credentials to access the
university network

12.3. | benefit from NOT 1090 1045 1104 P 007 1046
icomplying (e.g. watching

movies online, sharing login
details etc.) with the university|
security measures than by

icomplying with them.

2. Dependent Variable: Q7 Physical access to computer rooms

Table 4-28: Regression of Perceived Rewards vs Physical Access to Computer Rooms

¢) Correlation between Perceived Rewards and Access to the University Network

A Spearman correlation was performed between the independent construct named
Perceived Rewards and the 2nd construct from the dependent variable named Student
Compliance; the 2nd construct in the dependent variable is named Access to the
University Network which will be represented as factor 1 (F1) of the dependent variable;
F1 consists of 4 items that have been conflated into a single index via factor analysis. The
Spearman correlation was performed between Perceived Rewards and the single index
value generated for F1. The correlation reveals that there is a significant and positive
correlation between F1 and students’ perception that they would feel rewarded if their
friend uses their student card to access the LAN (rho=0.204, p=0.000, N=371). Moreover,
the correlation reveals that there is a significant and positive correlation between F1 and
students’ perception that they would feel rewarded if their friend uses their LAN
credentials to access the university network (rho= 0.290, p=0.000, N=371). Finally, the
correlation also reveals that there is a significant and positive correlation between F1 and
student’s perception that they benefit from NOT complying (e.g. watching movies online,
sharing login details etc.) with the university security measures than by complying with

them (tho= 0.110, p=0.034, N=371), this 1s depicted in Table 4-29 below.
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Q8 Access to the
University network f1

Spearman's rho

Q8 Access to the University network

Correlation Coefficient

1.000

f1 Sig. (2-tailed)

N 372
12.1. | would feel rewarded if a friend|Correlation Coefficient .204**
uses my student card to access the [Sig. (2-tailed) 000
LAN. N 371
12.2. | would feel rewarded if a friend]Correlation Coefficient .290™
uses my LAN credentials to access |Sig. (2-tailed) 000
the university network N 371
12.3. | benefit from NOT complying |Correlation Coefficient 110
(e.g. watching movies online, Sig. (2-tailed) 034
sharing login details etc.) with the [y 371

university security measures than by

complying with them.

**_ Correlation is significant at the 0.01 level (2-tailed).

*. Correlation is significant at the 0.05 level (2-tailed).

Table 4-29: Correlation of Perceived Rewards vs Access to the University Network

Factor 1

Furthermore, a linear regression analysis was carried out with the purpose of determining

the effect of the variables on compliance with measures put in place to access the

university network. As depicted in Table 4-30 below, the regression model significantly

predicts the dependent variable outcome (p = 0.013). The regression equation that

represents the regression model is as follows: F1 = Constant + Regression Coefficient =

-0.503+ 0.237 * X (where X represents, “I would feel rewarded if a friend uses my LAN

credentials to access the university network™).
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Coefficients?

|Model Unstandardized Coefficients Standardized t Sig.
Coefficients
B Std. Error Beta
1 (Constant) -.503 .165 -3.054 .002
12.1. | would feel rewarded if |-.053 .088 -.050 -.603 547

Lafriend uses my student card

0 access the LAN.

12.2. | would feel rewarded if |.237 .095 210 2.494 013
a friend uses my LAN
credentials to access the
university network

12.3. | benefit from NOT .044 .047 .052 .947 .344

lcomplying (e.g. watching

movies online, sharing login

details etc.) with the university

ecurity measures than by
|Z0mplying with them.

a. Dependent Variable: Q8 Access to the University network f1

Table 4-30: Regression of Perceived Rewards vs Access to the University Network
Factor 1

Furthermore, a Spearman correlation was performed between the independent construct
named Perceived Rewards and the 2nd construct from the dependent variable named
Student Compliance; the 2nd construct in the dependent variable is named Access to the
University Network which will be represented as factor 2 (F2) of the dependent variable;
F2 consists of 4 items that have been conflated into a single index via factor analysis. The
Spearman correlation was performed between Perceived Rewards and the single index
value generated for F2. The correlation reveals that there is a significant and positive
correlation between F2 and students’ perception that they would feel rewarded if a friend
uses their student card to access the LAN. (rho=0.236, p=0.000, N=371). The correlation
reveals that there is a significant and positive correlation between F2 and students’
perception that they would feel rewarded if a friend uses their LAN credentials to access
the university network (rho= 0.285, p=0.000, N=371). Lastly, the correlation reveals that
there is a significant and positive correlation between F2 and students’ perception that
they benefit from NOT complying (e.g. watching movies online, sharing login details
etc.) with the university security measures than by complying with them (rho= 0.223,
p=0.000, N=371), this is depicted in Table 4-31 below.
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Q8 Access to the

University network 2

Spearman's rho

Q8 Access to the University network f2

Correlation Coefficient

1.000

Sig. (2-tailed)

N 372
12.1. | would feel rewarded if a friend |Correlation Coefficient .236**
uses my student card to access the Sig. (2-tailed) 000
LAN. N 371
12.2. | would feel rewarded if a friend |Correlation Coefficient .285
uses my LAN credentials to access the [Sig, (2-tailed) 000
university network N 371
12.3. | benefit from NOT complying Correlation Coefficient 223"
(e.g. watching movies online, sharing [Sig. (2-tailed) 000
login details etc.) with the university N 371

security measures than by complying

with them.

**. Correlation is significant at the 0.01 level (2-tailed).

Table 4-31: Correlation of Perceived Rewards vs Access to the University Network

Furthermore, a linear regression analysis was carried out with the purpose of determining
the effect of the variables on compliance with measures put in place to access the
university network. As depicted in Table 4-32 below, the regression model significantly
predicts the dependent variable outcome (p = 0.004). Student Compliance with Access to
the University Network is represented by factor 2 and is significantly correlated to
Perceived Rewards. Thus, the regression equation that represents the regression model is
as follows: F2 access to the university network F2 = Constant + Regression Coefficient

=-0.006+ 0.262 * X (where X represents, “I would feel rewarded if a friend uses my LAN

Factor 2

credentials to access the university network™).
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Coefficients®

|Model Unstandardized Coefficients Standardized It Sig.
Coefficients
B Std. Error Beta
1 (Constant) -1.006 158 -6.375 .000
12.1. | would feel rewarded if |.042 .085 .039 496 .620

a friend uses my student card
to access the LAN.

12.2. | would feel rewarded if |.262 091 232 2.878 .004
a friend uses my LAN

credentials to access the

university network

12.3. | benefit from NOT 125 .045 145 2.775 .006
complying (e.g. watching
movies online, sharing login
details etc.) with the university

security measures than by

complying with them.

a. Dependent Variable: Q8 Access to the University network f2

Table 4-32: Regression of Perceived Rewards vs Access to the University Network
Factor 2

A Spearman correlation was performed between the independent construct named
Perceived Rewards and the 2nd construct from the dependent variable named Student
Compliance; the 2nd construct in the dependent variable is named Access to the
University Network which will be represented as factor 2 (F2) of the dependent variable;
F3 consist of 1 item, a Spearman correlation was performed between Perceived Rewards
and the single index value generated for F3. The correlation reveals that there is a
significant and negative correlation between F3 and students’ perception that they would
feel rewarded if a friend uses their student card to access the LAN. (rho=-0.113, p=0.029,
N=371). Additionally, the correlation reveals that there is a significant and negative
correlation between F3 and students’ perception that they would feel rewarded if a friend
uses their LAN credentials to access the university network (rho=-0.166, p=0.001,
N=371) as depicted in Table 4-33 below.
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Q8 Access to the
University network f3
Spearman's rho Q8 Access to the University network|Correlation Coefficient 1.000
f3 Sig. (2-tailed)
N 372
12.1. | would feel rewarded if a Correlation Coefficient -.113*
friend uses my student card to Sig. (2-tailed) 029
access the LAN. N 371
12.2. | would feel rewarded if a Correlation Coefficient -.166™
friend uses my LAN credentials to  [Sig. (2-tailed) 001
access the university network N 371
12.3. | benefit from NOT complying |Correlation Coefficient -.092
(e.g. watching movies online, Sig. (2-tailed) 075
sharing login details etc.) with the |y 371
university security measures than
by complying with them.
*. Correlation is significant at the 0.05 level (2-tailed).
**. Correlation is significant at the 0.01 level (2-tailed).

Table 4-33: Correlation of Perceived Rewards vs Access to the University Network
Factor 3
A linear regression analysis was carried out with the purpose of determining the effect of
the variables on compliance with measures put in place to access the university network.
As depicted in Table 4-41 below, the regression model does not significantly predict the

dependent variable outcome (p > 0.050).

Coefficients®
|Model Unstandardized Coefficients Standardized It Sig.
Coefficients
B Std. Error Beta
1 (Constant) 377 167 2.262 024
12.1. | would feel rewarded if |.045 .089 .042 .505 614
a friend uses my student card
Lo access the LAN.
12.2. | would feel rewarded if [|-.131 .096 -.116 -1.363 174

a friend uses my LAN
credentials to access the
university network

12.3. | benefit from NOT -.074 .047 -.086 -1.557 120
lcomplying (e.g. watching

movies online, sharing login
details etc.) with the university
security measures than by

complying with them.

Table 4-34: Regression of Perceived Rewards vs Access to the University Network
Factor 3
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4.6.3. Research Question 3: What are the Effects of Coping Appraisal on Students’
Compliance with the Information Security Measures within the University?

The participants answered questions based on the Protection Motivation Theory construct
(Coping Appraisal) from this research’s conceptual model. The Coping Appraisal
construct includes Response Efficacy, Self-Efficacy and Response Cost. The following
are the responses to all the questions using a Likert scale ranging from "Strongly Agree"

(5) to "Strongly Disagree" (1). This is also displayed in Appendix G.

4.6.3.1. Influence of Response Efficacy on Students’ Compliance with Information
Security Measures in Place

a) Descriptive Analysis of the Response Efficacy Responses

Most students agree (a consolidated percentage of students that agree and strongly agree)
that NOT sharing their LAN login details prevents or reduces the chances of identity theft
(N=376, 91%). Furthermore, most students agree that NOT sharing their student cards
helps to reduce security breaches (N=376, 87%). In addition, most students agree that if
they comply with information security policies, Information Systems security breaches
will be scarce. (N=376, 8080%). This is corroborated by Table 4-35 below, which shows
the mode (i.e. the most frequently chosen answer) for question 13.1 (“I believe that NOT
sharing my LAN login details prevents or reduces chances of identity theft”) is 5,
indicating that the majority of students strongly agree that NOT sharing their LAN login
details prevents or reduces chances of identity theft. Similarly, question 13.2 (“I believe
that NOT sharing my student card helps to reduce security breaches”) has a mode is 5,
indicating that the majority of students strongly agree that NOT sharing their student card
helps to reduce security breaches. In addition, question 13.3 (“If I comply with
information security policies, Information Systems security breaches will be scarce”) has
a mode of 4, indicating that most students agree that if they comply with information

security policies, Information Systems security breaches will be scarce.
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Statistics
13.1. | believe that NOT 13.2. | believe that NOT 13.3. If | comply with
sharing my LAN login sharing my student card information security policies,
details prevents or reduces |helps to reduce security Information Systems
chances of identity theft. breaches. security breaches will be

scarce.
N Valid 376 376 376
Missing 0 0 0

IMean 4.40 4.28 4.17

|Median 5.00 4.00 4.00

[Mode 5 5 5

Std. Deviation .756 .809 833

Table 4-35: Frequency of Response Efficacy

b) Correlation between Response Efficacy and Physical Access to Computer Rooms
A Spearman correlation was performed between the independent construct named
Response Efficacy and the 1st construct from the dependent variable named Student
Compliance; the 1st construct in the dependent variable is named Physical Access to
Computer Rooms which will be represented as factor 1 (F1) of the dependent variable;
F1 consists of 3 items that have been conflated into a single index via factor analysis. The
Spearman correlation was performed between Response Efficacy and the single index
value generated for F1. The correlation reveals that there is a negative but significant
correlation between F1 and students’ perceptions that NOT sharing their LAN login
details prevents or reduces chances of identity theft (rho= -.133, p=0.010, N=375). The
correlation further reveals that there is a negative but significant correlation between F1
and students' perceptions that NOT sharing their student card helps to reduce security
breaches (rho=-.169, p=0.001, N=375) as depicted in Table 4-36 below.
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Correlation Q7 Physical access to
computer rooms

Spearman's rho Q7 Physical access to computer Correlation Coefficient 1.000

rooms Sig. (2-tailed)

N 375

13.1. | believe that NOT sharing my |Correlation Coefficient -.133*

LAN login details prevents or Sig. (2-tailed) 010

reduces chances of identity theft. N 375

13.2. | believe that NOT sharing my |Correlation Coefficient -.169**

student card helps to reduce security[Sig. (2-tailed) 001

breaches. N 375

13.3. If | comply with information Correlation Coefficient -.093

security policies, Information Sig. (2-tailed) 071

Systems security breaches willbe [y 375

scarce.
*. Correlation is significant at the 0.05 level (2-tailed).
**. Correlation is significant at the 0.01 level (2-tailed).

Table 4-36: Correlation of Response Efficacy vs Physical Access to Computer Rooms

Furthermore, a linear regression analysis was carried out with the purpose of determining
the effect of the variables on compliance with measures put in place to access computer
rooms. As depicted in Table 4-37 below, the regression model significantly predicts the
dependent variable outcome (p = 0.043). Student Compliance with Physical Access to
Computer Rooms is represented by two regression models because factor analysis
revealed that there is one factor (F1) representing compliance to access to the university
network, the regression equation that represents the regression model is as follows: F1 =
Constant + Regression Coefficient = 0.756 - 0.206 * X (where X represents, “I believe

that NOT sharing my student card helps to reduce security breaches”).
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Coefficients?

|Model Unstandardized Coefficients Standardized t Sig.
Coefficients
B Std. Error Beta
1 (Constant) .756 328 2.306 022
13.1. | believe that NOT .051 .100 .038 .509 611

sharing my LAN login details
prevents or reduces chances
of identity theft.

13.2. | believe that NOT -.206 101 -.166 -2.033 .043
Lsharing my student card helps

0 reduce security breaches.

13.3. If | comply with -.024 .078 -.020 -.306 .759
information security policies,

Information Systems security

breaches will be scarce.

a. Dependent Variable: Q7 Physical access to computer rooms

Table 4-37: Regression of Response Efficacy vs Physical Access to Computer Rooms

c) Correlation between Response Efficacy and Access to the University Network

A Spearman correlation was performed between the independent construct named
Response Efficacy and the 2nd construct from the dependent variable named Student
Compliance; the 2nd construct in the dependent variable is named Access to the
University Network which will be represented as factor 1 (F1) of the dependent variable;
F1 consists of 4 items that have been conflated into a single index via factor analysis. The
Spearman correlation was performed between Response Efficacy and the single index
value generated for F1. The correlation reveals that there is a negative but significant
correlation between F1 and students’ perception that NOT sharing their LAN login details
prevents or reduces chances of identity theft (rho= -0.266, p=0.000, N=372). The
correlation reveals that there is a negative but significant correlation between F1 and
students’ perception that NOT sharing their student card helps to reduce security breaches
(rho=-0.228, p=0.000, N=372). Lastly, the correlation reveals that there is a negative but
significant correlation between F1 and students’ perception that if they comply with
information security policies, Information Systems security breaches will be scarce (rho=
-0.207, p=0.000, N=372). These are the only variables of Response Efficacy that are
significantly and negatively correlated with complying with UKZN Access to the
University Network (factor 1) rules as depicted in Table 4-38 below.
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Correlations Q8 Access to the
University network f1
Spearman's rho Q8 Access to the University network f1|Correlation Coefficient 1.000
Sig. (2-tailed)
N 372
13.1. | believe that NOT sharing my |Correlation Coefficient -.266**
LAN login details prevents or reduces [sig. (2-tailed) 000
chances of identity theft. N 372
13.2. | believe that NOT sharing my |Correlation Coefficient -.228™*
student card helps to reduce security |[Sig, (2-tailed) 000
breaches. N 372
13.3. If | comply with information Correlation Coefficient -.207**
security policies, Information Systems |[Sig. (2-tailed) 000
security breaches will be scarce. N 372
**. Correlation is significant at the 0.01 level (2-tailed).

Table 4-38: Correlation of Response Efficacy vs Access to the University Network

Factor 1

Furthermore, a linear regression analysis was carried out with the purpose of determining
the effect of the variables on compliance with measures to access the university network.
As depicted in Table 4-39 below, the regression model significantly predicts the
dependent variable outcome (p = 0.025). Student Compliance with Access to the
University Network is represented by factor 1 of access to the university network and is
significantly correlated to response efficacy. Thus, the regression equation that represents
the regression model is as follows: F1 = Constant + Regression Coefficient = 1.435 -
0.221 * X (where X represents, “I believe that NOT sharing my LAN login details

prevents or reduces chances of identity theft”).
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Coefficients®

|Model Unstandardized Coefficients Standardized t Sig.
Coefficients
B Std. Error Beta
1 (Constant) 1.435 329 4.356 .000
13.1. | believe that NOT -.221 .098 -.165 -2.257 .025

sharing my LAN login details
prevents or reduces chances
jof identity theft.

13.2. | believe that NOT -.057 .099 -.045 -.573 567
Lsharing my student card helps

o reduces security breaches.

13.3. If | comply with -.052 077 -.043 -.680 497
information security policies,

Information Systems security

breaches will be scarce.

a. Dependent Variable: Q8 Access to the University network f1

Table 4-39: Regression of Response Efficacy vs Access to the University Network

Factor 1

A Spearman correlation was performed between the independent construct named
Response Efficacy and the 2nd construct from the dependent variable named Student
Compliance; the 2nd construct in the dependent variable is named Access to the
University Network which will be represented as factor 2 (F2) of the dependent variable;
F2 consists of 4 items that have been conflated into a single index via factor analysis. The
Spearman correlation was performed between Response Efficacy and the single index
value generated for F2. The correlation reveals revealed that there is no significant
correlation between F2 and the Response Efficacy construct. On the contrary, a Spearman
correlation was performed between the independent construct named Response Efficacy
and the 2nd construct from the dependent variable named Student Compliance; the 2nd
construct in the dependent variable is named Access to the University Network which
will be represented as factor 3 (F3) of the dependent variable; F3 consists of 1 item, the
Spearman correlation was performed between Response Efficacy and the single index
value generated for F3. The correlation reveals revealed that there is a significant positive
correlation between F3 and students’ perception that NOT sharing their LAN login details
prevents or reduces chances of identity theft (rho= 0.175, p=0.001, N=372). Moreover,
the correlation reveals revealed that there is a significant positive correlation between F3
and students’ perception that NOT sharing their student card helps to reduce security
breaches (rho= 0.138, p=0.008, N=372). Finally, the correlation reveals that there is a
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significant positive correlation between F3 and students’ perception that if they comply

with information security policies, Information Systems security breaches will be scarce
(rho=0.177, p=0.001, N=372) as depicted in Table 4-40 below.

Correlation

Spearman's rho

Q8 Access to the
University network f3
Q8 Access to the University network |Correlation Coefficient 1.000
f3 Sig. (2-tailed)
N 372
13.1. | believe that NOT sharing my |Correlation Coefficient 175%
LAN login details prevents or Sig. (2-tailed) 001
reduces chances of identity theft. N 372
13.2. | believe that NOT sharing my |Correlation Coefficient 138*
student card helps to reduces Sig. (2-tailed) 008
security breaches. N 372
13.3. If | comply with information Correlation Coefficient 77
security policies, Information Sig. (2-tailed) 001
Systems security breaches will be [ 372
scarce.

**. Correlation is significant at the 0.01 level (2-tailed).

Table 4-40: Correlation of Response Efficacy vs Access to the University Network
Factor 3

Furthermore, a linear regression analysis was carried out with the purpose of determining
the effect of the variables on compliance with measures put in place to access computer
rooms. As depicted in Table 4-41 below the regression model does not significantly
predicts the dependent variable outcome (p > 0.050).

Coefficients®
Model Unstandardized Coefficients Standardized t Sig.
Coefficients
B Std. Error Beta
1 (Constant) -1.047 333 -3.143 .002
13.1. | believe that NOT 154 .099 115 1.555 a21
|sharing my LAN login details
prevents or reduces chances
of identity theft.
13.2. | believe that NOT -.044 100 -.036 -.444 .657
|sharing my student card helps
to reduces security breaches.
13.3. If | comply with 134 .078 EafTi] 1.721 .086
information security policies,
Information Systems security
breaches will be scarce.
a. Dependent Variable: Q8 Access to the University network f3
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Table 4-41: Regression of Response Efficacy vs Access to the University Network

Factor 3

4.6.3.2. Influence of Self-efficacy on Students’ Compliance with Information
Security Measures in Place

a) Descriptive Analysis of the Self-efficacy Responses

The majority of students agree (a consolidated percentage of students that agree and
strongly agree) that they are capable of complying with UKZN information security
measures by themselves (N=376, 80.6%). Furthermore, most students disagree that they
need assistance complying with UKZN data security measures (N=376, 42.8%). In
addition, most students disagree that they are not confident enough with complying with
UKZN data security measures (N=375, 52.3%). This is corroborated by Appendix E and
Table 4-42 below that shows the mode (i.e. the most frequently chosen answer) for
question 14.1 (“I can comply with UKZN information security measures by myself”) is
4 indicating that most students agree that they are capable of complying with UKZN
information security measures by themselves. Contrarily, question 14.2 (“I need
assistance to comply with UKZN information security measures”) has a mode is 2
indicating that most students disagree that they need assistance complying with UKZN
data security measures. In addition, question 14.3 (“I am not confident enough to comply
with UKZN information security measures”) has a mode of 2 indicating that most
students disagree that they are not confident enough with complying with UKZN data

security measures.

Statistics

14.1. | can comply with

measures by myself

UKZN information security

14.2. | need assistance to
comply with UKZN
information security

measures

14.3. | am not confident
enough to comply with
UKZN information security

measures

N Valid 376 376 375
Missing 0 0 1

Mean 4.03 2.82 2.59

Median 4.00 3.00 2.00

Mode 4 2 2

Std. Deviation 796 1.027 1.032

Table 4-42: Frequency of Self-Efficacy
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b) Correlation between Self-efficacy and Physical Access to Computer Rooms

A Spearman correlation was performed between the independent construct named Self-
efficacy and the 1st construct from the dependent variable named Student Compliance;
the 1st construct in the dependent variable is named Physical Access to Computer Rooms
which will be represented as factor 1 (F1) of the dependent variable; F1 consists of 3
items that have been conflated into a single index via factor analysis. The Spearman
correlation was performed between Self-efficacy and the single index value generated for
F1. The correlation reveals that there is no significant correlation between F1 and the
Self-efficacy construct as depicted in Appendix F. Subsequently, a linear regression

analysis was not conducted to assess the effect of the two variables.

c) Correlation between Self-efficacy and Access to the University Network

A Spearman correlation was performed between the independent construct named Self-
efficacy and the 2nd construct from the dependent variable named Student Compliance;
the 2nd construct in the dependent variable is named Access to the University Network
which will be represented as factor 1 (F1) of the dependent variable; F1 consists of 4
items that have been conflated into a single index via factor analysis. The Spearman
correlation was performed between Self-efficacy and the single index value generated for
F1. The correlation reveals that there is a negative and significant correlation between F1
and students’ perception that they are capable of complying with UKZN information
security measures by themselves (rho=-0.157, p=0.002, N=372).The results reveal there
iIs also a significant and positive correlation between F1 and students’ perceptions that
they need assistance complying with UKZN data security measures (rho=0.104, p=0.046,
N=372). Lastly, the correlation reveals that there is a significant and positive correlation
between F1 and students’ perception that perceptions that they are not confident enough
with complying with UKZN data security measures (rho= 0.185, p=0.000, N=371) as
depicted in Table 4-43 below.
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Q8 Access to the
University network f1
Spearman's rho Q8 Access to the University network |Correlation Coefficient 1.000
f1 Sig. (2-tailed)
N 372
14.1. | can comply with UKZN Correlation Coefficient -.157"
information security measures by Sig. (2-tailed) 002
myself N 372
14.2. | need assistance to comply  |Correlation Coefficient 104
with UKZN information security Sig. (2-tailed) 046
measures N 372
14.3. | am not confident enough to  |Correlation Coefficient 185"
comply with UKZN information Sig. (2-tailed) 000
security measures N 371
**. Correlation is significant at the 0.01 level (2-tailed).
*. Correlation is significant at the 0.05 level (2-tailed).

Table 4-43: Correlation of Self-Efficacy vs Access to the University Network Factor 1
Furthermore, a linear regression analysis was carried out with the purpose of determining
the effect of the variables on compliance with measures put in place to access the
university network. As depicted in Table 4-44 below, the regression model significantly
predicts the dependent variable outcome (p = 0.009). Compliance to access to the
university network is significantly correlated to Self-efficacy. Thus, the regression
equation that represents the regression model is as follows: F1 =0.157 +0.152* X (where

X represents, “I am not confident enough to comply with UKZN information security

measures”).
Coefficients®
|Model Unstandardized Coefficients Standardized t Sig.
Coefficients
B Std. Error Beta
1 (Constant) 157 .358 439 .661
14.1. | can comply with UKZN |-.122 .067 -.097 -1.812 071
information security measures
by myself
14.2. | need assistance to -.020 .059 -.021 -.343 732

comply with UKZN information
security measures

14.3. | am not confident 152 .058 157
enough to comply with UKZN

2.613 .009

information security measures

a. Dependent Variable: Q8 Access to the University network 1

Table 4-44: Regression of Self-Efficacy vs Access to the University Network Factor 1
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A Spearman correlation was performed between the independent construct named Self-
efficacy and the 2nd construct from the dependent variable named Student Compliance;
the 2nd construct in the dependent variable is named Access to the University Network
which will be represented as factor 2 (F2) of the dependent variable; F2 consists of 4
items that have been conflated into a single index via factor analysis. The Spearman
correlation was performed between Self-efficacy and the single index value generated for
F2. The correlation reveals that there is a significant and positive correlation between F2
and students’ perceptions that they need assistance complying with UKZN data security
measures (rho= 0.148, p=0.004, N=372) as depicted in Table 4-45 below.

Q8 Access to the
University network f2
Spearman's rho Q8 Access to the University network |Correlation Coefficient 1.000
f2 Sig. (2-tailed) :
N 372
14.1. | can comply with UKZN Correlation Coefficient -.005
information security measures by Sig. (2-tailed) 924
myself N 372
14.2. | need assistance to comply  |Correlation Coefficient .148*
with UKZN information security Sig. (2-tailed) 004
measures N 372
14.3. | am not confident enough to  |Correlation Coefficient 091
comply with UKZN information Sig. (2-tailed) 082
security measures N 371
**. Correlation is significant at the 0.01 level (2-tailed).

Table 4-45: Correlation of Self-Efficacy vs Access to the University Network Factor 2
Furthermore, a linear regression analysis was carried out with the purpose of determining
the effect of the variables on compliance with measures put in place to access the
university network. As depicted in Table 4-46 below, the regression model significantly
predicts the dependent variable outcome (p = 0.015). Compliance to access to the
university network is significantly correlated to Self-efficacy. Thus, the regression
equation that represent the regression model is as follows: F2 =-0.899 + 0.145* X (where

X represents, “I need assistance to comply with UKZN information security measures”).
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Coefficients®

|Model Unstandardized Coefficients Standardized t Sig.
Coefficients
B Std. Error Beta
1 (Constant) -.899 .361 -2.489 013
14.1. | can comply with UKZN |.108 .068 .086 1.599 A1
information security measures
by myself
14.2. | need assistance to 145 .060 149 2.432 .015

comply with UKZN information|
security measures

14.3. | am not confident .021 .059 .021 .355 722
Ienough to comply with UKZN
i

information security measures

a. Dependent Variable: Q8 Access to the University network f2

Table 4-46: Regression of Self-Efficacy vs Access to the University Network Factor 2
A Spearman correlation was performed between the independent construct named Self-
efficacy and the 2nd construct from the dependent variable named Student Compliance;
the 2nd construct in the dependent variable is named Access to the University Network
which will be represented as factor 3 (F3) of the dependent variable; F3 consists of 1 item,
the Spearman correlation was performed between Self-efficacy and the single index value
generated for F3. The correlation reveals that there is a significant and positive correlation
between F3 and students’ perception that they can comply with UKZN information
security measures by myself (rho= 0.148, p=0.000, N=372) as depicted in Table 4-47

below.
Q8 Access to the
University network f3
Spearman's rho Q8 Access to the University network |Correlation Coefficient 1.000
f3 Sig. (2-tailed)
N 372
14.1. | can comply with UKZN Correlation Coefficient 214
information security measures by Sig. (2-tailed) 000
myself N 372
14.2. | need assistance to comply  |Correlation Coefficient -.044
with UKZN information security Sig. (2-tailed) 396
measures N 372
14.3. | am not confident enough to  |Correlation Coefficient -.069
comply with UKZN information Sig. (2-tailed) 183
security measures N 371
**_ Correlation is significant at the 0.01 level (2-tailed).

Table 4-47: Correlation of Self-Efficacy vs Access to the University Network Factor 3
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Furthermore, a linear regression analysis was carried out with the purpose of determining
the effect of the variables on compliance with measures put in place to access the
university network. As depicted in Table 4-48 below, the regression model significantly
predicts the dependent variable outcome (p = 0.000). Compliance to access to the
university network is significantly correlated to Self-efficacy. Thus, the regression
equation that represents the regression model is as follows: F3 =-1.151+ 0.256* X (where

X represents, “I can comply with UKZN information security measures by myself”).

Coefficients®
Model Unstandardized Coefficients Standardized It Sig.
Coefficients
B Std. Error Beta

1 (Constant) -1.151 .3589 -3.209 .001
14.1. | can comply with UKZN |.256 .067 204 3.810 .000
information security measures
by myself
14.2. | need assistance to .036 .059 .037 .615 .539
comply with UKZN information
security measures
14.3. | am not confident .006 .058 .006 103 918
enough to comply with UKZN
information security measures

a. Dependent Variable: Q8 Access to the University network {3

Table 4-48: Regression of Self-Efficacy vs Access to the University Network Factor 3

4.6.3.3. Influence of Response Cost on Students’ Compliance with Information
Security Measures in Place

a) Descriptive Analysis of the Response Cost Responses

Most students disagree (a consolidated percentage of students that agree and strongly
agree) that complying with data security measures is an inconvenience to them (N=376,
61.7%). Furthermore, most students disagree that it is time-consuming to comply with
information security measures (N=376, 57.2%). In addition, most students disagree that
complying with information security measures requires a lot of effort other than time
(N=376, 53,4%). This is corroborated by Table 4-49 below which shows the mode (i.e.
the most frequently chosen answer) for question 15.1 (“Complying with information
security measures is an inconvenience to me”) is 2 indicating that most students disagree
that complying with data security measures is an inconvenience to them. Similarly,

question 15.2 (“Complying with information security measures is time consuming”) has
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a mode of 2 indicating that most students disagree that it is time-consuming to comply
with information security measures. In addition, question 15.3 (“complying with
information security measures requires a lot of effort other than time”) has a mode of 2
indicating that most students disagree that complying with information security measures

requires a lot of effort other than time.

Statistics

15.1. Complying with 15.2. Complying with 15.3. Complying with
linformation security information security information security
measures is an measures is time measures requires a lot of
linconvenience to me consuming effort other than time

N IVaIid 376 376 376

|Missing 0 0 0

IMean 2.41 2.53 2.56

|Median 2.00 2.00 2.00

IMode 2 2 2

Std. Deviation 942 1.050 1.077

Table 4-49: Frequency of Response Cost

b) Correlation between Response Cost and Physical Access to Computer Rooms

A Spearman correlation was performed between the independent construct named
Response Cost and the 1st construct from the dependent variable named Student
Compliance; the 1st construct in the dependent variable is named Physical Access to
Computer Rooms which will be represented as factor 1 (F1) of the dependent variable;
F1 consists of 3 items that have been conflated into a single index via factor analysis. The
Spearman correlation was performed between Response Cost and the single index value
generated for F1. The correlation reveals that there is no significant correlation between
Physical Access to Computer Rooms and Response Cost construct, this is shown in
Appendix H. Subsequently, a linear regression analysis was not conducted to assess the

effect of the two variables.

c) Correlation between Response Cost and Access to the University Network

A Spearman correlation was performed between the independent construct named
Response Cost and the 2nd construct from the dependent variable named Student
Compliance; the 2nd construct in the dependent variable is named Access to the
University Network which will be represented as factor 1 (F1) of the dependent variable;
F1 consists of 4 items that have been conflated into a single index via factor analysis. The

Spearman correlation was performed between Response Cost and the single index value
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generated for F1. The correlation reveals that there is a significant and positive correlation
between F1 and students’ perception that complying with data security measures is an
inconvenience to them (rho= 0.227, p=0.000, N=372). Moreover, the correlation reveals
that there is a significant and positive correlation between F1 and students’ perception
that complying with information security measures is time-consuming (rho= 0.165,
p=0.001, N=372). Lastly, the correlation reveals that there is a significant and positive
correlation between F1 and students’ perception that complying with information security
measures requires a lot of effort other than time (rho= 0.115, p=0.027, N=372), this is
depicted in Table 4-50 below.

Q8 Access to the
University network 1
Spearman's rho Q8 Access to the University network f1 |Correlation Coefficient 1.000
Sig. (2-tailed) :
N 372
15.1. Complying with information Correlation Coefficient 227
security measures is an inconvenience [Sig. (2-tailed) 000
Jto me N 372
15.2. Complying with information Correlation Coefficient 164
security measures is time consuming  [Sig. (2-tailed) 001
N 372
15.3. Complying with information Correlation Coefficient liths
security measures requires a lot of Sig. (2-tailed) 027
effort other than time N 372
**. Correlation is significant at the 0.01 level (2-tailed).
*. Correlation is significant at the 0.05 level (2-tailed).

Table 4-50: Correlation of Response Cost vs Access to the University Network Factor
1
Furthermore, a linear regression analysis was carried out with the purpose of determining
the effect of the variables on compliance with measures put in place to access the
university network. As depicted in Table 4-51 below, the regression model significantly
predicts the dependent variable outcome (p = 0.001). Student Compliance with Access to
the University Network is represented by one regression model from factor 1. Thus, the
regression equation that represents the regression model is as follows: F1 = (Constant) +
Regression Coefficient = -0.579 + 0.231 * X (where X represents, “Complying with

information security measures is an inconvenience to me”).
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Coefficients®

Model Unstandardized Coefficients Standardized It Sig.
Coefficients
B Std. Error Beta
1 (Constant) -.579 152 -3.801 .000
15.1. Complying with 231 071 218 3.252 .001

linformation security measures
is an inconvenience to me
15.2. Complying with .053 .076 .056 .706 481

|information security measures

is time consuming
15.3. Complying with -.044 .068 -.047 -.649 516

|information security measures

requires a lot of effort other

Ilhan time

a. Dependent Variable: Q8 Access to the University network f1

Table 4-51: Regression of Response Cost vs Access to the University Network Factor
1

Furthermore, A Spearman correlation was performed between the independent construct
named Response Cost and the 2nd construct from the dependent variable named Student
Compliance; the 2nd construct in the dependent variable is named Access to the
University Network which will be represented as factor 2 (F2) of the dependent variable;
F2 consists of 4 items that have been conflated into a single index via factor analysis. The
Spearman correlation was performed between Response Cost and the single index value
generated for F2. The correlation reveals that there is a significant and negative
correlation between F2 and students’ perception that it is time-consuming to comply with
information security measures (rho= -0.106, p=0.040, N=372). The correlation reveals
that there is a significant and negative correlation between F2 and students’ perception
that complying with information security measures requires a lot of effort other than time
(rho= -0.119, p=0.022, N=372), this is depicted in Table 4-52 below. Furthermore, a
linear regression analysis was carried out with the purpose of determining the effect of
the variables on compliance with measures put in place to access computer rooms. As
depicted in Appendix F, the regression model does not significantly predict the dependent

variable outcome (p > 0.050).

86



Correlations Q8 Access to the
University network f2
Spearman's rho Q8 Access to the University network f2 |Correlation Coefficient 1.000
Sig. (2-tailed) :
N 372
15.1. Complying with information Correlation Coefficient .046
security measures is an inconvenience [Sig, (2-tailed) 371
to me N 372
15.2. Complying with information Correlation Coefficient 106
security measures is time consuming  [Sig. (2-tailed) 040
N 372
15.3. Complying with information Correlation Coefficient 119
security measures requires a lot of Sig. (2-tailed) 022
effort other than time N 372
*. Carrelation is significant at the 0.05 level (2-tailed).
**. Correlation is significant at the 0.01 level (2-tailed).

Table 4-52: Correlation of Response Cost vs Access to the University Network Factor
2
A Spearman correlation was performed between the independent construct named
Response Cost and the 2nd construct from the dependent variable named Student
Compliance; the 2nd construct in the dependent variable is named Access to the
University Network which will be represented as factor 3 (F3) of the dependent variable;
F3 consists of 1 item, the Spearman correlation was performed between Response Cost
and the single index value generated for F3. The correlation reveals that there is a
significant and negative correlation between F3 and students’ perception that complying
with data security measures is an inconvenience to them (rho=-0.148, p=0.004, N=372).
Moreover, the correlation reveals that there is a significant that there is a significant and
negative correlation between F3 and students’ perception that it is time-consuming to
comply with information security measures (rho=-0.128, p=0.014, N=372). Finally, the
correlation reveals that there is a significant that there is a significant and negative
correlation between F3 and students’ perception that complying with information security
measures requires a lot of effort other than time (rho= -0.143, p=0.006, N=372), this is
depicted in Table 4-53 below. In addition, a linear regression analysis was carried out
with the purpose of determining the effect of the variables on compliance with measures
put in place to access computer rooms. As depicted in Appendix F, the regression model

does not significantly predict the dependent variable outcome (p > 0.050).
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Correlations Q8 Access to the
University network 3
Spearman's rho Q8 Access to the University network |Correlation Coefficient 1.000
f3 Sig. (2-tailed) .
N 372
15.1. Complying with information Correlation Coefficient -.148**
security measures is an Sig. (2-tailed) 004
inconvenience to me N 372
15.2. Complying with information Correlation Coefficient -.128*
security measures is time Sig. (2-tailed) 014
consuming N 372
15.3. Complying with information Correlation Coefficient -.143**
security measures requires a lot of |Sig, (2-tailed) 006
effort other than time N 372
**_ Correlation is significant at the 0.01 level (2-tailed).
*. Correlation is significant at the 0.05 level (2-tailed).

Table 4-53: Correlation of Response Cost vs Access to the University Network Factor
2

4.6.4. Research Question 4: What are the Challenges Faced by Students in their
Compliance with the Information Security Measures within the University?

a) Descriptive Analysis of the Challenges Towards Students’ Compliance

Responses

Most students disagree (a consolidated percentage of students that agree and strongly
agree) that they do not have the required IT skills to comply with UKZN data security
control (N=375, 61,5%). Furthermore, most students disagree that they do not have
enough cybersecurity knowledge to comply with UKZN information security measures
in place (N=376, 45.2%). Moreover, most students disagree that they do not know how
to change the password that they use to access the UKZN network (N=376, 78.4%).
Furthermore, more than half of students disagree that they are not aware of ICS policy
with regard to the use of passwords (N=376, 53.2%). In addition, most students disagree
that they are not aware of ICS/UKZN policy with regard to accessing computer rooms
(N=298, 57.7%). Furthermore, more than half of the students disagree that they are not
informed about the latest phishing scams (N=376, 52.4%). Additionally, most students
disagree that there are not informed about the latest cybersecurity crimes (N=374, 47%).
This is corroborated by Table 4-53 below that shows the mode (i.e. the most frequently
chosen answer) for question 16.1 (“I do not have the required IT skills to comply with

UKZN information security measures™) is 2 indicating that most students disagree that
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they do not have the required IT skills to comply with UKZN data security controls.
Moreover, question 16.2 (“I do not have enough cybersecurity knowledge to comply with
UKZN information security measures in place”) has a mode is 2 indicating that most
students disagree that they do not have enough cybersecurity knowledge to comply with
UKZN information security measures in place. Furthermore, question 16.3 (“I do not
know how to change the password that | use to access the UKZN network™) has a mode
of 2 indicating that most students disagree that they do not know how to change the
password they use to access the UKZN network. Similarly, question 16.4 (“I am not aware
of ICS policy with regard to the use of password”) has a mode of 2 indicating that most
students disagree that they are not aware of ICS policy regarding to the use of passwords.
In addition, question 16.5 (I am not aware of ICS/UKZN policy with regard to accessing
computer rooms (LANS)”) has a mode of 2 indicating that students disagree that they are
not aware of ICS/UKZN policy with regard to accessing computer rooms (LANS).
Moreover, question 16.6 (“I am not informed about the latest phishing scams (email
scams)”) has a mode of 2 indicating that students disagree that they are not informed
about the latest phishing scams (email scams). Additionally, question 16.7 (“I am not
informed about the latest cybersecurity crimes”) has a mode of 2 indicating that students
agree that they are not informed about the latest cybersecurity crimes. These responses

indicate that students are aware of the latest cybersecurity crimes that take place.

Statistics
16.1. 1 do not |16.2. | do not |16.3. | do not |16.4. | am not|16.5. | am not|16.6. | am not|16.7. | am not
have the have enough |know how to |aware of ICS |aware of informed informed
required IT  |cybersecurity |change the |policy with ICS/UKZN about the about the
skills to knowledge to |password that|regard to the |policy with latest latest
comply with |comply with |l use to use of regard to phishing cybersecurity
UKZN UKZN access the  |password accessing scams (email |crimes
information |information |UKZN computer scams)
security security network rooms (LANs)
measures measures in

place
N Valid 375 376 375 376 376 376 374
Missing |1 0 1 0 0 0 2

IMean 242 272 2.06 2.65 2.50 2.65 2.79

|Median 2.00 3.00 2.00 2.00 2.00 2.00 3.00

[Mode 2 2 2 2 2 2 2

Std. Deviation |1.069 1.149 1.014 1.131 1.093 1.237 1.257

Table 4-54: Frequency of Challenges Towards Students’ Compliance
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b) Correlation between Challenges Towards Students’ Compliance and Physical
Access to Computer Rooms

A Spearman correlation was performed between the independent construct named
Challenges Towards Student Compliance and the 1st construct from the dependent
variable named Student Compliance; the 1st construct in the dependent variable is named
Physical Access to Computer Rooms which will be represented as factor 1 (F1) of the
dependent variable; F1 consists of 3 items that have been conflated into a single index via
factor analysis. The Spearman correlation was performed between the Challenges
Towards Student Compliance and the single index value generated for F1. The correlation
reveals that there is a significant and positive correlation between F1 and students’
perceptions that they do not have enough cybersecurity knowledge to comply with UKZN
information security measures in place (rho= 0.186, p=0.000, N=375). The correlation
reveals that there is a significant and positive correlation between F1 and students’
perceptions that they do not know how to change the password that they use to access the
UKZN network (rho=0.131, p=0.011, N=374). The correlation further reveals that there
iIs a significant and positive correlation between F1 and students’ perceptions that they
are not aware of ICS policy with regard to the use of passwords (rho= 0.169, p=0.001,
N=375). Lastly, the correlation reveals that there is a significant and positive correlation
between F1 and students’ perceptions that they are not aware of ICS/UKZN policy with
regard to accessing computer rooms (LANS) (rho= 0.225, p=0.000, N=375) as depicted
in Appendix H.

Furthermore, a linear regression analysis was carried out with the purpose of determining
the effect of the variables on compliance with measures put in place to access computer
rooms. As depicted in Table 4.53 below, the regression model significantly predicts the
dependent variable outcome (p = 0.006). Student Compliance with Physical Access to
Computer Rooms is represented by one regression model. Thus, the regression equation
that represents the regression model is as follows: F1 = -0.601+ 0.172* X (where X
represents, “I do not have enough cybersecurity knowledge to comply with UKZN

information security measures in place”).

c) Correlation between Challenges Towards Students’ Compliance and Access to

the University Network
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A Spearman correlation was performed between the independent construct named
Challenges Towards Student Compliance and the 2nd construct from the dependent
variable named Student Compliance; the 2nd construct in the dependent variable is named
Access to the University Network which will be represented as factor 1 (F1) of the
dependent variable; F1 consists of 4 items that have been conflated into a single index via
factor analysis. The Spearman correlation was performed between Challenges Towards
Student Compliance and the single index value generated for F1. The correlation reveals
that there is a significant and positive correlation between F1 and students’ perception
that they do not know how to change the password that they use to access the UKZN
network (rho=0.147, p=0.005, N=371). Moreover, the correlation reveals that there is a
significant and positive correlation between F1 and students’ perception that they are not
aware of ICS policy regarding password use (rho=0.130, p=0.012, N=372). The
correlation further reveals that there is a significant and positive correlation between F1
and students’ perception that they are not aware of ICS/UKZN policy with regard to
accessing computer rooms (LANS) (rho=0.148, p=0.004, N=371). Lastly the correlation
reveals that there is a significant and positive correlation between F1 and students’
perception that they are not informed about the latest phishing scams (email scams)
(rho=0.151, p=0.004, N=372) as depicted in Table 4-55 below.
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Q8 Access to the
University network f1
Spearman's rho Q8 Access to the University network |Correlation Coefficient 1.000
f1 Sig. (2-tailed)
N 372
16.1. | do not have the required IT |Correlation Coefficient .050
skills to comply with UKZN Sig. (2-tailed) (336
information security measures N 371
16.2. | do not have enough Correlation Coefficient -.003
cybersecurity knowledge to comply Sig. (2-tailed) 960
with UKZN information security N 372
measures in place
16.3. | do not know how to change |Correlation Coefficient I i e
the password that | use to access Sig. (2-tailed) 005
the UKZN network N 371
16.4. | am not aware of ICS policy [Correlation Coefficient .130*
with regard to the use of password  [Sig. (2-tailed) (012
N 372
16.5. | am not aware of ICS/UKZN |Correlation Coefficient .148™
policy with regard to accessing Sig. (2-tailed) .004
computer rooms (LANs) N 372
16.6. | am not informed aboutthe  |Correlation Coefficient 151
|latest phishing scams (email scams) [Sig. (2-tailed) .004
N 372
16.7. | am not informed aboutthe  |Correlation Coefficient .091
|latest cybersecurity crimes Sig. (2-tailed) .080
N 370
**. Correlation is significant at the 0.01 level (2-tailed).
. Correlation is significant at the 0.05 level (2-tailed).

Table 4-55: Correlation of Challenges Towards Students’ Compliance vs Access to
the University Network Factor 1
Furthermore, a linear regression analysis was carried out with the purpose of determining
the effect of the variables on compliance with measures put in place for the university
network. As depicted in Table 4-56 below, the regression model significantly predicts the
dependent variable outcome (p = 0.042). Student Compliance with Access to the
University Network is represented by one regression model F1= (Constant) + Regression
Coefficient = -0.376 + 0.150 * X (where X represents, “l am not informed about the latest

phishing scams (email scams)”).
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Coefficientsa

Model Unstandardized Coefficients Standardized t Sig.
Coefficients
B Std. Error Beta
1 (Constant) -.376 172 -2.181 030
16.1. | do not have the .031 067 .034 465 1642

required IT skills to comply
with UKZN information
|security measures

16.2. | do not have enough  |-.111 062 -.133 -1.808 1071
cybersecurity knowledge to

lcomply with UKZN information|
|security measures in place

16.3. | do not know how to 110 055 116 1.988 048
ichange the password that |

use to access the UKZN

network

16.4. | am not aware of ICS  |.065 058 .076 1.122 263
policy with regard to the use

jof password

16.5. | am not aware of .016 062 .018 .262 . 794

ICS/UKZN policy with regard
[to| accessing computer rooms
(LANSs)

16.6. | am not informed about |.150 1073 191 2.045 .042

|the latest phishing scams

(email scams)
16.7. | am not informed about |-.088 .070 -.114 -1.259 .209

Ilhe latest cybersecurity crimesl

a. Dependent Variable: Q8 Access to the University network f1

Table 4-56: Regression of Challenges Towards Students’ Compliance vs Access to the
University Network Factor 1
A Spearman correlation was performed between the independent construct named
Challenges Towards Student Compliance and the 2nd construct from the dependent
variable named Student Compliance; the 2nd construct in the dependent variable is named
Access to the University Network which will be represented as factor 2 (F2) of the
dependent variable; F2 consists of 4 items that have been conflated into a single index via
factor analysis. The Spearman correlation was performed between Challenges Towards
Student Compliance and the single index value generated for F2. The correlation reveals
that there is a significant and positive correlation between F2 and students’ perception
that they do not have the required IT skills to comply with UKZN data security controls
(rho= 0.143, p=0.006, N=371). Furthermore, the correlation reveals that there is a
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significant and positive correlation between F2 and students’ perception that they do not
have enough cybersecurity knowledge to comply with UKZN information security
measures in place (rho= 0.187, p=0.000, N=372). Finally, the correlation reveals that
there is a significant and positive correlation between F2 and students’ perception that
they do not know how to change the password that | use to access the UKZN network
(rho=0.249, p=0.000, N=371); This is depicted in Table 4-57 below.

Q8 Access to the
University network
f2
Spearman's rho Q8 Access to the University network |Correlation Coefficient 1.000
f2 Sig. (2-tailed)
N 372
16.1. | do not have the required IT |Correlation Coefficient 143"
skills to comply with UKZN Sig. (2-tailed) .006
information security measures N 371
16.2. | do not have enough Correlation Coefficient 187
cybersecurity knowledge to comply Sig. (2-tailed) 000
with UKZN information security N 372
measures in place
16.3. | do not know how to change |[Correlation Coefficient .249*
I::e password that | use to access  [Sig. (2-tailed) .000
e UKZN network N 371
16.4. 1 am not aware of ICS policy |Correlation Coefficient 101
with regard to the use of password Sig. (2-tailed) 053
N 372
16.5. | am not aware of ICS/UKZN |Correlation Coefficient .081
policy with regard to accessing Sig. (2-tailed) 120
lcomputer rooms (LANs) N 372
16.6. | am not informed about the Correlation Coefficient .001
|latest phishing scams (email scams) [Sig. (2-tailed) 987
N 372
16.7. | am not informed about the Correlation Coefficient -.080
|latest cybersecurity crimes Sig. (2-tailed) 126
N 370
**. Correlation is significant at the 0.01 level (2-tailed).

Table 4-57: Correlation of Challenges Towards Students’ Compliance vs Access to
the University Network Factor 2
Furthermore, a linear regression analysis was carried out with the purpose of determining
the effect of the variables on compliance with measures put in place for the university
network. As depicted in Table 4-58 below the regression model significantly predicts the

dependent variable outcome (p = 0.014). Student Compliance with Access to the
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University Network is represented by one regression model F2= (Constant) + Regression
Coefficient =-0.326 - 0.157 * X (where X represents, “I do not have enough cybersecurity

knowledge to comply with UKZN information security measures in place”).

Coefficientsa

Model Unstandardized Coefficients Standardized t Sig.
Coefficients
B Std. Error Beta
1 (Constant) -.326 177 -1.846 066
16.1. | do not have the -.037 069 -.039 -.536 .593

required IT skills to comply
with UKZN information
|security measures

16.2. | do not have enough .156 063 .180 2.466 .014
cybersecurity knowledge to

icomply with UKZN information|
|security measures in place

16.3. | do not know how to 102 057 104 1.802 .072
ichange the password that |

use to access the UKZN

network

16.4. | am not aware of ICS |.068 .060 .077 1.149 .251
policy with regard to the use

jof password

16.5. | am not aware of -.015 063 -.016 -.233 .816

ICS/UKZN policy with regard
|to accessing computer rooms
(LANSs)

16.6. | am not informed about |.045 075 .055 .594 .553

|the latest phishing scams

(email scams)
16.7. | am not informed about |-.172 .072 -.215 -2.395 .017

Ilhe latest cybersecurity crimesl

a. Dependent Variable: Q8 Access to the University network f2

Table 4.58: Regression of Challenges Towards Students’ Compliance vs Access to the
University Network Factor 2
A Spearman correlation was performed between the independent construct named
Challenges Towards Student Compliance and the 2nd construct from the dependent
variable named Student Compliance; the 2nd construct in the dependent variable is named
Access to the University Network which will be represented as factor 3 (F3) of the
dependent variable; F3 consists of 1 item, the Spearman correlation was performed
between Challenges Towards Student Compliance and the single index value generated
for F3. The correlation reveals that there is a significant and negative correlation between

F3 and students’ perception that they do not have the required IT skills to comply with
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UKZN information security controls (rho=-0.121, p=0.020, N=371). The correlation
reveals that there is a significant and negative correlation between F3 and students’
perception that they are not aware of ICS policy with regard to the use of password
(LANS) (rho=-0.178, p=0.001, N=372). The correlation reveals that there is a significant
and negative correlation between F3 and students’ perceptions that they are not aware of
ICS/UKZN policy with regard to accessing computer rooms (LANSs) (rho=-0.133,
p=0.010, N=372). In addition, the correlation reveals that there is a significant and
negative correlation between F3 and students’ perception that they are not informed about
the latest phishing scams (email scams) (rho=-0.152, p=0.003, N=372). Finally, the
correlation reveals that there is a significant and negative correlation between F3 and
students’ perception that they are not informed about the latest cybersecurity crimes
(rho=-0.173, p=0.001, N=370) as depicted in Table 4-59 below.

Q8 Access to the
University network f3
Spearman's rho Q8 Access to the University network |Correlation Coefficient 1.000
f3 Sig. (2-tailed)
N 372
16.1. | do not have the required IT |Correlation Coefficient -.121*
skills to comply with UKZN Sig. (2-tailed) 1020
|information security measures N 371
16.2. | do not have enough Correlation Coefficient -.091
cybersecurity knowledge to comply Sig. (2-tailed) 079
with UKZN information security N 372
measures in place
16.3. | do not know how to change |Correlation Coefficient -.022
the password that | use to access Sig. (2-tailed) 678
the UKZN network N 371
16.4. | am not aware of ICS policy |Correlation Coefficient -.178™"
with regard to the use of password [Sig. (2-tailed) 001
N 372
16.5. | am not aware of ICS/UKZN |Correlation Coefficient -.133*
policy with regard to accessing Sig. (2-tailed) .010
computer rooms (LANs) N 372
16.6. | am not informed about the Correlation Coefficient -.152**
|latest phishing scams (email scams) [Sig. (2-tailed) .003
N 372
16.7. 1 am not informed about the  |Correlation Coefficient - 173"
|latest cybersecurity crimes Sig. (2-tailed) .001
N 370
. Correlation is significant at the 0.05 level (2-tailed).
**. Correlation is significant at the 0.01 level (2-tailed).
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Table 4-59: Correlation of Challenges Towards Students’ Compliance vs Access to
the University Network Factor 3

Furthermore, a linear regression analysis was carried out with the purpose of determining
the effect of the variables on compliance with measures put in place for the university
network. As depicted in Table 4-60 below the regression model significantly predicts the
dependent variable outcome (p = 0.006). Student Compliance with Access to the
University Network is represented by one regression model F3= (Constant) + Regression
Coefficient =0.549- 0.164* X (where X represents, “lI am not aware of ICS policy with

regard to the use of password”).

Coefficientsa
Model Unstandardized Coefficients Standardized t Sig.
Coefficients
B Std. Error Beta
1 (Constant) .549 176 3.114 002
16.1. | do not have the - 111 069 -.118 -1.625 1105
required IT skills to comply
with UKZN information
|security measures
16.2. | do not have enough  |.051 063 .059 .815 1416

cybersecurity knowledge to
lcomply with UKZN information|
|security measures in place
16.3. | do not know how to 147 057 .149 2.596 .010
ichange the password that |

use to access the UKZN

network

16.4. 1 am not aware of ICS  |-.164 059 -.185 -2.758 .006
policy with regard to the use

jof password

16.5. | am not aware of -.005 063 -.006 -.084 .933

ICS/UKZN policy with regard

|to accessing computer rooms
(LANSs)

16.6. | am not informed about |-.053 075 -.065 -.702 1483

|the latest phishing scams

(email scams)
16.7. | am not informed about |-.048 1072 -.060 -.669 .504

Ilhe latest cybersecurity crimesl

a. Dependent Variable: Q8 Access to the University network f3

Table 4.60: Regression of Challenges Towards Students’ Compliance vs Access to the
University Network Factor 3
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4.7. Concluding Remarks

Chapter 4 presented the analysis of the responses attained from students and how the data
was checked for any missing values. This chapter revealed the procedures taken to test
the reliability and validity of the questions within the questionnaire through cronbach
alpha and factor analysis tests. Test for normality and descriptive statistical analysis of
the data was performed in this chapter. Furthermore, correlation, regression and thematic
analysis were conducted in this chapter. This section reports on the findings based on the
responses from participants, additional interpretation and discussion are provided in the

next chapter, chapter 5
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CHAPTER 5: RESULT DISCUSSION

5.1. Introduction

The previous chapter presented the data analysis of the following research questions, how
compliant are students with the existing information security measures currently within
the university; What are the effects of Threat Appraisal on students’ compliance with the
information security measures within the university; What are the effects of Coping
Appraisal on students’ compliance with the information security measures within the
university; What are the challenges faced by students in their compliance with the
information security measures within the university; This chapter will discuss the findings
in relation to the existing literature pertaining student’s compliance with the university's

information security measures.

5.2. Discussion of the findings

5.2.1. Research Question 1: How Compliant are Students with the Existing

Information Security Measures Currently in Place within the University?

5.2.1.1. Student's Compliance with Physical Access to Computer Rooms

The findings revealed that students are complying with always using their own student
cards to access computer facilities. However, most students sometimes do ask other
students to give them access to the computer facilities. Therefore, most students do abide
by university rules. Furthermore, most students let other students access the computer
rooms using their cards. As per the university rules, students are not allowed to let others
use their student cards to access or ask other students to give them access to the computer

facilities (Information & Communication Services, 2022). Hence, from these responses

most students are not abiding by university rules. This is similar to a study conducted by
Siponen et al. (2010).

5.2.1.2. Student's Compliance with Access to the University Network

Findings from this research indicate that the majority of students utilise their personal
login credentials to access the UKZN network. Thus, complying with the university rules.
Furthermore, most students comply with university rules by not using someone else’s
login details or login credentials to access the university network. Moreover, most
students comply with the university rule of not allowing other people to use their login

credentials to access the university network. Furthermore, the findings of this research
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show that most students are not complying with the university rule, which states that
students must always change their password at least every three months. However, the
findings also reveal that the majority of the students always use a strong password to
access the university network as recommended by the UKZN ICS department. Thus,
complying with the university rules that students must always change their password at

least once in 3 months (Information & Communication Services, 2022). Furthermore,

most students comply with the university rule regarding not revealing the password they
use to access the UKZN network to anyone else. Moreover, most students do not provide
their UKZN login details when requested via email. Furthermore, most students take
information security precautionary measures as advised through the UKZN email alerts.
Thus, complying with the university rules in place. Additionally, most students have not

been victims of phishing scams while using the UKZN network.

These results confirm the previous study conducted by Kim (2013) that students do not

frequently change their passwords. Moreover, Kim (2013); McCrohan et al. (2010) Wash

et al. (2016) study support the findings of this study that students always use a strong
password and do not provide it via email. However, Tanni et al. (2022), conducted a study
which revealed that students use weak passwords. Wash et al. (2016) found that university
students do share their passwords with other people. This is in contrast with the results
obtained in this study. A study conducted by Kim (2013) at a business college
corroborates the findings of this study that student claimed that they were never victims
of phishing.

5.2.1.3. Awareness of UKZN Information Systems Policies

Students who participated in this study indicated that they are aware of UKZN policies
regarding physical access to computer rooms and they also indicated that they are aware
of UKZN policies regarding access to the UKZN network. Thus, complying with the
university rules, which state that students should familiarize themselves with UKZN

policies concerning physical and network access Fields(Information & Communication

Services, 2022). In addition, most students are complying with the university rule which

states that students must be aware of UKZN policies regarding choosing a strong

password (Information & Communication Services, 2022). However, more than half of

the students are noncompliant towards checking the ICS website regularly to acquaint

themselves with new information security alerts.
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Foltz and Hauser (2005); Yildirim and Mackie (2019) discovered that students are aware

of their institution's policies and guidelines, this is similar to what was found in this study.
Tanni et al. (2022) carried out a study on the topic of creating secure passwords, and the
results indicated that students lack knowledge on how to create a strong password. This

contradicts the findings from this study.

5.2.1.4. Reasons for not Complying with Information Security Measures

The results obtained from this study suggest that most students do not comply due to a
lack of knowledge and understanding concerning information security. Moreover, some
of the respondents stated that they do not have enough time to educate themselves on data
security. Furthermore, students stated that they are lazy to read these information security
policies and security measures. Moreover, some students stressed that the existing student
card system causes them not to comply because they forget their student cards and need
someone to give them access and vice versa. In addition, the study revealed that students
the lack of attention to the email warning about threats from the UKZN’s Information &

Communication Services (2018) department.

According to Gundu and Flowerday (2013) worker in small and medium enterprise
(SME) engineering company lack knowledge and skills concerning information security
this in alignment with this study which found students do not comply because they lack
knowledge. This is confirmed by Gundu and Flowerday (2013) after conducting a similar
study lack and obtaining result that suggest students lack knowledge and understanding

concerning information security.

5.2.2. Research Question 2: What are the Effects of Threat Appraisal on Students’
Compliance with the Information Security Measures within the University?

5.2.2.1. Influence of Perceived Vulnerability on Students’ Compliance with
Information Security Measures in Place

The results of this study reveal that most students agree that they can be victims of a
severe data security threat and that UKZN can be susceptible to a severe data security
threat. Vance et al. (2012) conducted a similar study and found similar results. Moreover,
most students do not agree or disagree that UKZN faces a growing number of serious data
security threats. As of March 2018, the Information & Communication Services (2022)

department announced to all students of the university that it is currently facing more and
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more security attacks due to weak passwords, and this indicates that students are not
aware of the latest news concerning the information security attacks of the university.
Furthermore, this proves that students do not regularly visit the ICS website (or ICS
emails) to acquaint themselves with the latest policies and measures to protect themselves

from cyber-attacks.

A Spearman correlation and linear regression analysis were performed between Perceived
Vulnerability and factor 1 of Student Compliance with Physical Access to Computer
Rooms construct. A positively significant correlation was found between question 10.1
(“I could be a victim of a serious information security threat’) and question 10.2 (“UKZN
could be subjected to a serious information security threat”) with Student Compliance
with Physical Access to Computer Rooms. This suggests that students who perceive
themselves or the university to be at a higher risk of a serious information security threat
are more likely to comply with UKZN policies regarding physical access to computer
rooms. Furthermore, the regression model significantly predicts the outcome of Student

Compliance with Physical Access to Computer Rooms.

A Spearman correlation was performed between Perceived Vulnerability and factor 1 and
factor 3 of Student Compliance with Access to the University Network construct. No
significant correlation was found between Perceived Vulnerability and Student
Compliance with Access to the University Network factors 1 and 3. However, a Spearman
correlation and linear regression analysis were performed between Perceived
Vulnerability and factor 2 of Student Compliance with Access to the University Network
construct. A positively significant correlation was found between question 10.1 (“I could
be a victim of a serious information security threat”), question 10.2 (“UKZN could be
subjected to a serious information security threat”), and question 10.3 (“UKZN faces a
growing number of serious data security threat”) with Student Compliance with Access
to the University Network. This suggests that students who perceive themselves or the
university to be at a higher risk of a serious information security threat are more likely to
comply with UKZN policies regarding access to the university network. In addition, the
finding suggests that students who perceive the University (UKZN) as facing a growing
number of serious data security threats may be more likely to comply with UKZN policies

regarding access to the university network. Moreover, the finding of this study revealed
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that the regression model significantly predicts the outcome of Student Compliance with
Access to the University Network.

Vance et al. (2012) also conducted a similar study and found that Perceived Vulnerability
has less influence on compliance. McCrohan et al. (2010)’s study revealed that students
believed that the institution and themselves could be subjected to information security
threats. Workman et al. (2008) stated that Perceived Vulnerability could be utilised to
explain the probability of users forgetting security precautions. Vance et al. (2012) adding
that Perceived Vulnerability does not increase a person’s intent to comply. However, their
respondents believed they would not be victims of a security threat. Hence, they did not

comply measures put in place.

In conclusion, this study has found a positive significant correlation between Perceived
Vulnerability and both Student Compliance constructs namely, Physical Access to

Computer Rooms (factor 1) and Access to the University Network (factor 2) constructs.

5.2.2.2. Influence of Perceived Severity on Students’ Compliance with Information
Security Measures in Place

This study revealed that most students believe that a data security breach at UKZN will
pose a significant issue for them. Furthermore, the study also revealed that most students
believe that they will lose important data if someone steals their login credentials.
Moreover, most students agreed that it would be a huge invasion of their privacy if
someone stole their login credentials. Moreover, most students believe that they will be
in serious trouble if someone accessed the computer rooms using their student card. In
addition, the results obtained in this study reveals that most students agree that they will
be in serious trouble if someone uses their login details to commit cybercrimes using the

university network.

A Spearman correlation and linear regression analysis were performed between
Perceived Severity and factor 1 of Student Compliance with Physical Access to Computer
Rooms construct. A positive and significant correlation was found for question 11.1 (“An
information security breach at UKZN will be a serious problem for me”) and compliance
with physical access (Factor 1). The finding suggests that students who perceive an
information security breach at UKZN as a serious problem for them may be more likely

to comply with UKZN policies regarding physical access to computer rooms.
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Furthermore, the regression model significantly predicts the outcome of Student

Compliance with Physical Access to Computer Rooms.

Moreover, a correlation and regression analysis were run between Perceived Severity and
factor 1, 2, and 3 of Student Compliance with Access to the University Network construct.
A negatively significant correlation was found between questions 11.2 (“I will lose vital
information if my login credential are stolen”), 11.3 (“My privacy will be seriously
violated if my login credentials are stolen”) and 11.5 (“I will be in serious trouble if
someone uses my login details to commit cybercrimes using the university network™) and
Student Compliance with Access to the University Network (Factor 1). The finding
suggests that students who perceive that they are at risk of losing vital information, having
their privacy violated, or being in serious trouble if someone uses their login details to
commit cybercrimes using the university network, may be less likely to comply with
UKZN policies regarding access to the university network. Moreover, the regression
model significantly predicts the outcome of Student Compliance with Access to the

University Network.

Furthermore, a positive and significant correlation was found between question 11.2 (“I
will lose vital information if my login credential are stolen *) and question 11.4 (I will
be in serious trouble if someone accesses the computer rooms using my student card”)
and Student Compliance with Access to the University Network (Factor 2). In addition,
negative and significant correlation was found between question 11.5 (“I will be in serious
trouble if someone uses my login details to commit cybercrimes using the University

network™) and Student Compliance with Access to the University Network (Factor 2).

This suggests that individuals who perceive that they are at risk of losing vital information
or being in serious trouble if someone access the computer rooms using their student card
are more likely to comply with UKZN policies regarding access to the university network.
Additionally, the study found a negative and significant correlation between Perceived
Severity of potential risks associated with access to the university network. This suggests
that individuals who perceive that they are at risk of being in serious trouble if someone
uses their login details to commit cybercrimes using the University network are less likely
to comply with UKZN policies regarding access to the university network. Furthermore,
the two regression models significantly predict the outcome of Student Compliance with
Access to the University Network.

104



Moreover, a positively significant correlation was found between question 11.2 (“I will
lose vital information if my login credential are stolen ), question 11.3 (“My privacy will
be seriously violated if my login credentials are stolen”), and question 11.4 (“I will be in
serious trouble if someone access the computer rooms using my student card”) with
Student Compliance with Access to the University Network (Factor 3). Moreover, the
regression model significantly predicts the outcome of Student Compliance with Access
to the University Network.

This suggests that as Perceived Severity increases, Student Compliance with Access to
the University Network also increases. This finding is consistent with studies from

Ifinedo (2012); Prasetyo et al. (2020) that found a positive correlation between Perceived

Severity and compliance with security measures. The authors found that Perceived
Severity was positively associated with behavioural control, which in turn was positively

associated with the acceptance of information security policies (Ifinedo, 2012; Prasetyo

etal., 2020). The results of this study are also in line with a study conducted by Ghazvini

and Shukur (2017), the authors believe that if students knew the consequences of any
security breaches that would lead to compliance. Pahnila et al. (2007) conducted a similar
study and found that students believe they will be punished if they do not follow policies,

which is in alignment with this study.

5.2.2.3. Influence of Perceived Rewards on Students’ Compliance with Information
Security Measures in Place

The findings of this research suggest that most students would not feel rewarded if a
friend used their student card to access the LAN. Moreover, they would not feel rewarded
if friends used their LAN credentials to access the university network. In addition, most
students would not benefit from NOT complying (e.g. watching movies online, sharing

login details etc.) with the university security measures.

Moreover, a correlation and regression analysis were run between Perceived Rewards and
factor 1 of Student Compliance with Physical Access to Computer Rooms. Factor 1
revealed a positively significant correlation for question 12.1. (“I would feel rewarded if
a friend used my student card to access the LAN”), question 12.2 (“I would feel rewarded
if a friend used my LAN credentials to access the university network™), and question 12.3
(“l would benefit from NOT complying (e.g. watching movies online, sharing login

details etc.) with the university security measures than by complying with them”). This
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suggests that students who perceive that they would feel rewarded if their friend used
their student card or LAN credentials to access the university network, or that they would
benefit from not complying with security measures are more likely to comply with UKZN
policies regarding physical access to computer rooms. Moreover, the regression model
significantly predicts the outcome of Student Compliance with Physical Access to

Computer Rooms.

A Spearman correlation and linear regression analysis were performed between Perceived
Rewards and factors 1, 2, and 3 of Student Compliance with Access to the University
Network construct. Factor 1 revealed a positively significant correlation for question 12.1.
“I would feel rewarded if a friend used my student card to access the LAN”), question
12.2 (“I would feel rewarded if a friend used my LAN credentials to access the university
network™), and question 12.3 (“I would benefit from NOT complying (e.g. watching
movies online, sharing login details etc.) with the university security measures than by
complying with them”). This suggests that as students perceive more rewards in sharing
their student cards, sharing login credentials or not complying with the university's
security measures, they are more likely to comply with UKZN policies regarding access
to the university network. Moreover, the regression model significantly predicts the

outcome of Student Compliance with Access to the University Network.

However, factor 2 revealed a negatively significant correlation for question 12.1 (“I
would feel rewarded if a friend used my student card to access the LAN”), question 12.2
(“I would feel rewarded if a friend used my LAN credentials to access the university
network™), and question 12.3 (“I would benefit from NOT complying (e.g. watching
movies online, sharing login details etc.) with the university security measures than by
complying with them”). This suggests that students who believe they would benefit from
non-compliance with the university security measures, such as sharing a student card,
login credentials or other non-compliances acts such as watching movies online, those
students are less likely to comply with UKZN policies regarding access to the university
network. Moreover, the regression model significantly predicts the outcome of Student

Compliance with Access to the University Network.

Factor 3 showed a negatively significant correlation between question 12.1 (“I would feel
rewarded if a friend used my student card to access the LAN”) and question 12.2 (“I

would feel rewarded if a friend used my LAN credentials to access the university
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network”) with Student Compliance with Access to the University Network (Factor 3).
This suggests that students who believe they would benefit from non-compliance with the
university security measures, such as sharing a student card or login credentials, those
students are less likely to comply with UKZN policies regarding access to the university
network. However, the regression model does not significantly predict the outcome of

Student Compliance with Access to the University Network.

Results obtained from this study are in line with results from a study conducted by Vance
et al. (2012), the authors state that Perceived Rewards have a negative influence on
compliance. Also, Pahnila et al. (2007) state rewards does not have a significance if no
tangible reward is available. This finding is consistent with previous research on how
Perceived Rewards and Costs can influence compliance with security policies (e.g. Wang,
etal., 2017; Gao, et al., 2016).

This also highlights the need for universities to develop strategies that align students’
perceptions of rewards with compliance with security measures. As such, universities
should consider ways to make compliance with security measures more rewarding for
students, for example by highlighting the benefits (incentives) of complying with UKZN
security measures. Additionally, universities should also consider ways to make non-
compliance less appealing to students by increasing the risks and consequences associated

with non-compliance.

5.2.3. Research Question 3: What are the Effects of Coping Appraisal on Students’
Compliance with the Information Security Measures within the University?
5.2.3.1. Influence of Response Efficacy on Students’ Compliance with Information
Security Measures in Place

Results from this study indicate that students believe that complying with UKZN
information security measures keeps information systems security breaches down.
Furthermore, most students believe that if they comply with information security policies,
information systems security breaches will be scarce. In addition, most students also
believe that careful compliance with IS security policies helps to avoid IS security

problems

A Spearman correlation and linear regression analysis were performed between Response

Efficacy and factor 1 of Student Compliance with Physical Access to Computer Rooms
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construct. Factor 1 revealed a negative and significant correlation between question 13.1
(“l believe that NOT sharing my LAN login details prevents or reduces chances of
identity theft”) and question 13.2 (“I believe that NOT sharing my student card helps to
reduce security breaches ) and Student Compliance with Physical Access to Computer
Rooms construct. The negative correlation found in this study indicates that as students’
belief in the effectiveness of not sharing their LAN login details in preventing identity
theft increases, their compliance with UKZN policies regarding physical access to
computer rooms is likely to decrease. Moreover, the finding suggests that as students'
belief in the effectiveness of not sharing their student card in mitigating security breaches,
their compliance with UKZN policies regarding physical access to computer rooms is
likely to decrease. Moreover, the regression model significantly predicts the outcome of

Student Compliance with Physical Access to Computer Rooms.

A Spearman correlation and linear regression analysis were performed between Response
Efficacy and factor 1, 2 and 3 of Student Compliance with Access to the University
Network construct. Factor 1 revealed a negatively significant correlation between
question 13.1 (“I believe that NOT sharing my LAN login details prevents or reduces
chances of identity theft”) and question 13.2 (“If I comply with information security
policies, Information Systems security breaches will be scarce”) and question 13.3 (“If I
comply with information security policies, Information Systems security breaches will be

scarce”) and Student Compliance with Access to the University Network construct.

This finding suggests that as students perceive a stronger belief in the effectiveness of not
sharing their LAN login details in preventing identity theft, there is a corresponding
decrease in their compliance with UKZN policies regarding access to the university
network. Similarly, the finding also suggests that as students perceive a stronger belief in
the effectiveness of not sharing their student card in reducing security breaches, there is
a corresponding decrease in their compliance with UKZN policies regarding access to the
university network. Additionally, the finding suggests that as students' belief in the
effectiveness of complying with information security policies, their compliance with
UKZN policies regarding physical access to computer rooms is likely to decrease.
Furthermore, the regression model significantly predicts the outcome of Student

Compliance with Access to the University Network.
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However, factor 2 revealed no significant correlation between the Response Efficacy
construct and factor 2. Factor 3 showed a positive and significant correlation between
factor 3 and Response Efficacy in question 13.1 (“T believe that NOT sharing my LAN
login details prevents or reduces chances of identity theft”), question 13.2 (“If I comply
with information security policies, Information Systems security breaches will be
scarce”), and question 13.3 (“If I comply with information security policies, Information
Systems security breaches will be scarce”). This finding suggests that as students perceive
a stronger belief in the effectiveness of not sharing their LAN login details in preventing
identity theft, there is a corresponding increase in their compliance with UKZN policies
regarding access to the university network. Similarly, the finding also suggests that as
students perceive a stronger belief in the effectiveness of not sharing their student card in
reducing security breaches, there is a corresponding increase in their compliance with
UKZN policies regarding access to the university network. Additionally, the finding
suggests that as students' belief in the effectiveness of complying with information
security policies, their compliance with UKZN policies regarding physical access to
computer rooms is likely to increase. However, the regression model did not significantly

predict the outcome of Student Compliance with Access to the University Network.

According to Tsai et al. (2016), students believe that complying with information security
measures keeps information systems security breaches down; this is in alignment with the
results of factor 3 of this study. In addition, results attained by Vance et al. (2012) indicate
that students believe that careful compliance with policies helps to avoid security
problems. Thus, supporting the results of this study. However, Siponen et al. (2014)
conducted a similar study, their results are in contrast with the findings of this study. Later
adding, Response Efficacy does not significantly impact compliance. Although, Vance et
al. (2012) stated that Response Efficacy is positively correlated with intention to comply.
Tsai et al. (2016)’s results indicate that Response Efficacy significantly predicts security

intentions to comply.

This finding aligns with recent research on the relationship between Response Efficacy
and security behaviour. A study by (Carroll, 2013) found that individuals with a higher
perceived Response Efficacy were more likely to engage in risky behaviour online, as
they believed they had the ability to effectively handle any potential negative
consequences. Similarly, a study by McLaughlin and Osborne (2018) found that
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individuals with a high Response Efficacy were less likely to comply with information

security policies, as they believed they could handle security threats on their own.

The findings of this study highlight the importance of ensuring that students understand
the potential risks associated with sharing login details and the ways in which compliance
with information security policies can help to prevent or reduce those risks. This
highlights the importance of not only implementing security measures, but also
effectively communicating their effectiveness to users in order to promote compliance.
Additionally, the findings suggest that universities should focus on educating students
about the potential consequences of non-compliance and the ways in which compliance

can lead to increased security.

5.2.3.2. Influence of Self-efficacy on Students’ Compliance with Information
Security Measures in Place

The results of this study revealed that many students could comply with UKZN
information security measures by themselves. However, most students do not need
assistance to comply with UKZN information security measures. In addition, most
students are confident enough to comply with UKZN information security measures.
Hence, responses from this study indicate that students possess the knowledge and

confidence to comply with security measures.

A correlation was run and revealed no significant correlation between the Self-efficacy

construct and Physical Access to the Computer Rooms construct(factor 1).

Moreover, a Spearman correlation and linear regression analysis were performed between
Self-efficacy and factor 1 of Student Compliance with Access to the University Network
construct. Factor 1 revealed a negatively significant correlation for question 14.1 (“I can
comply with UKZN information security measures by myself”’) and a positive significant
correlation for question 14.2 (“I need assistance to comply with UKZN information
security measures”) and question 14.3 (“I am not confident enough to comply with UKZN
information security measures”). The finding of a negatively significant correlation
between Self-efficacy and Student Compliance with Access to the University Network
construct suggests that students who have higher levels of Self-efficacy, or belief in their
ability to comply with information security measures, may be less likely to comply with

the measures put in place by the university. However, the finding of a positive correlation
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suggests that students who acknowledge that they lack confidence and need assistance to
comply with the university's information security measures are more likely to comply
with them. Furthermore, the regression model significantly predicts the outcome of

Student Compliance with Access to the University Network.

A Spearman correlation and linear regression analysis were performed between Self-
efficacy and factor 2 of Student Compliance with Access to the University Network
construct. Factor 2 revealed a positive and significant correlation for question 14.2 (“I
need assistance to comply with UKZN information security measures”). The findings
reveal a positive correlation that suggests that students who acknowledge that they need
assistance to comply with the university's information security measures are more likely
to comply with them. Moreover, the regression model significantly predicts the outcome

of Student Compliance with Access to the University Network.

Factor 3 revealed a positive and significant correlation for question 14. 1 (“I can comply
with UKZN information security measures by myself”). The findings reveal a positive
correlation between Self-efficacy and Student Compliance with Access to the University
Network construct suggests that students who have higher levels of Self-efficacy, or
belief in their ability to comply with information security measures, are more likely to
comply with the measures put in place by the university. Moreover, the regression model
significantly predicts the outcome of Student Compliance with Access to the University

Network.

The results of this study are in alignment with VVance et al. (2012) results from a similar
study that students can comply with information security measures by themselves. Kim
(2013) conducted a similar study and found that some students need assistance with
information security measures. According to Tsai et al. (2016), students are still not
confident enough to comply with information security measures, this is in alignment with

the results obtained in this study. Kim (2013); Siponen et al. (2014) conducted a similar

study and stated that Self-efficacy is significantly correlated with complying with an

organisation’s security measures and policies.

This highlights the importance of addressing Self-efficacy in the development of
information security policies to ensure that students are more likely to comply with such

measures.
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5.2.3.3. Influence of Response Cost on Students’ Compliance with Information
Security Measures in Place

The responses from this study indicate that most students disagree that complying with
information security measures is an inconvenience to them. Moreover, most students
indicated that complying with information security measures is not time-consuming. In
addition, responses revealed that most students indicated that complying with information

security measures does not require a lot of effort other than time.

A correlation was run and revealed no significant correlation between the Response Cost
construct and Student Compliance with Physical Access to Computer Rooms construct
(factor 1).

However, a Spearman correlation and linear regression analysis were performed between
Response Cost and factors 1, 2 and 3 of Student Compliance with Access to the University
Network construct. The results revealed that factor 1 had a positively significant
correlation for questions 15.1 (“Complying with information security measures is an
inconvenience to me”), 15.2 (“Complying with information security measures is time-
consuming™) and 15.3 (“Complying with information security measures requires a lot of
effort other than time”). The findings of a positive significant correlation between
Response Cost and factor 1 of Student Compliance with Access to the University
Network construct suggests that as Response Cost (i.e. the inconvenience, time
consumption and effort required to comply with information security measures)
increases, Student Compliance with Access to the University Network is likely to
increase. Moreover, the regression model significantly predicts the outcome of Student

Compliance with Access to the University Network.

Moreover, factor 2 revealed a positively significant correlation for questions 15.2
(“Complying with information security measures is time-consuming”) and 15.3
(“Complying with information security measures requires a lot of effort other than time”).
The finding from this study suggests that as the perception of Response Cost (i.e. the time
and effort required to comply with information security measures) increases, there is a
positive correlation with factor 2 of Student Compliance with Access to the University
Network construct. This implies that students are more likely to comply with information

security measures regardless of the time and effort required.
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However, factor 3 showed a negatively significant correlation for questions 15.1
(“Complying with information security measures is an inconvenience to me”), 15.2
(“Complying with information security measures is time-consuming”) and 15.3
(“Complying with information security measures requires a lot of effort other than time”).
The findings of a negative significant correlation between Response Cost and factor 3 of
Student Compliance with Access to the University Network construct suggest that as
Response Cost (i.e. the inconvenience, time consumption and effort required to comply
with information security measures) increases, Student Compliance with Access to the
University Network is likely to decrease. In addition, in factors 2 and 3 the regression
models did not significantly predict the outcome of Student Compliance with Access to
the University Network.

According to Tsai et al. (2016), students believe complying with information security
measures is not an inconvenience to them, this is in alignment with the results of this
study. However, Vance et al. (2012) conducted a similar study and the results are in

contrast with the findings in this research. Moreover, LaRose et al. (2007); Tsai et al.

(2016) claimed that coping appraisal significantly predicts security intentions to comply.

In summary, the findings revealed no significant correlation between the Response Cost
construct and Student Compliance with Physical Access to Computer Rooms construct.
However, the correlation between Response Cost and factor 1 and factor 2 of Student
Compliance with Access to the University Network construct. Conversely, the correlation
between Response Cost and factor 3 revealed a negative significant correlation.
Therefore, reducing the perceived inconvenience of complying with information security
measures may be an effective strategy for increasing compliance among university

students.

5.2.4. Research Question 4: What are the Challenges Faced by Students in their
Compliance with the Information Security Measures within the University?

The findings from this research indicate that most students have the required IT skills to
comply with UKZN information security measures. Furthermore, most students have
enough cybersecurity knowledge to comply with UKZN information security measures
in place. Moreover, most students know how to change the password that they use to

access the UKZN network. Furthermore, more than half of the students are aware of ICS
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policy regarding the use of passwords. In addition, most students are aware of ICS/UKZN
policy regarding accessing computer rooms. Furthermore, more than half of the students
claim that they are informed about the latest phishing scams. In addition, most students

claim that there are informed about the latest cybersecurity crimes.

A Spearman correlation and linear regression analysis were performed between
challenges faced by students and factor 1 of Student Compliance with Physical Access to
Computer Rooms. Factor 1 showed a significant and positive correlation with questions
16.2 (“1 do not have enough cybersecurity knowledge to comply with UKZN information
security measures in place”), 16.3 (“I do not know how to change the password that | use
to access the UKZN network™), 16.4 (“I am not aware of ICS policy with regard to the
use of password”), and 16.5 (“I am not aware of ICS/UKZN policy with regard to
accessing computer rooms (LANs)”). This implies that students are more likely to comply
with UKZN security measures pertaining to physical access to computer rooms regardless
of their challenges such as changing passwords, inadequate cybersecurity knowledge and
lack of awareness of ICS/UKZN policies. Moreover, the regression model significantly

predicts the outcome of Student Compliance with Physical Access to Computer Rooms.

A Spearman correlation and linear regression analysis were performed between
challenges faced by students and factors 1, 2 and 3 of Student Compliance with Access
to the University Network. Factor 1 showed a significant and positive correlation with
questions 16.3 (“I do not know how to change the password that I use to access the UKZN
network™), 16.4 (“I am not aware of ICS policy with regard to the use of password”), 16.5
(“I am not aware of ICS/UKZN policy with regard to accessing computer rooms
(LANSs)”), and 16.6 (“I am not informed about the latest phishing scams (email scams)”).
This implies that students are more likely to comply with UKZN security measures
pertaining to access to the university network regardless of facing challenges such as
changing passwords, lack of awareness of ICS/UKZN policies and not being informed
about the latest phishing scams. Furthermore, the regression model significantly predicts

the outcome of Student Compliance with Access to the University Network.

Factor 2 revealed a significant and positive correlation with questions 16.1 (I do not have
the required IT skills to comply with UKZN information security measures™) 16.2 (“I do
not have enough cybersecurity knowledge to comply with UKZN information security

measures in place”), and 16.3 (“I do not know how to change the password that I use to
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access the UKZN network™). This implies that students are more likely to comply with
UKZN security measures pertaining to access to the university network regardless of
facing challenges such as changing passwords, lack of IT skills to comply with UKZN
measures, and insufficient cybersecurity knowledge. Additionally, the regression model
significantly predicts the outcome of Student Compliance with Access to the University

Network.

These results are in alignment with the results obtained from previous research conducted

by Kim (2013); McCrohan et al. (2010) that students are aware of policies with regard to

passwords and that they are able to change them themselves.

Factor 3 revealed a significant and negative correlation with questions 16.1 (“I do not
have the required IT skills to comply with UKZN information security measures”), 16.4
(“I am not aware of ICS policy with regard to the use of password”), 16.4 (“I am not
aware of ICS policy with regard to the use of password”), 16.5 (“I am not aware of
ICS/UKZN policy with regard to accessing computer rooms (LANs)”), 16.6 (“l am not
informed about the latest phishing scams (email scams)”), and 16.7 (“I am not informed
about the latest cybersecurity crimes”). This implies that students who face challenges
such as a lack of IT skills to comply with UKZN security measures, a lack of awareness
of ICS/UKZN policies and not being informed about the latest phishing scams and
cybercrimes tend to have a lower level of compliance with UKZN security measures
pertaining to access to the university network. In addition, the regression model
significantly predicts the outcome of Student Compliance with Access to the University
Network.

These findings suggest that educational interventions aimed at increasing students'
knowledge and awareness of information security measures may be effective in
increasing compliance with physical access measures to computer rooms. These studies
have also found that providing training and education on information security can help
increase compliance among students.

5.3. Concluding Remarks

This chapter discussed the findings from chapter 4, the findings ultimately revealed that
Perceived Severity and Perceived Rewards exert the strongest influence on students’
compliance with information security measures. Moreover, the following chapter

concludes this study and provides recommendations based on the above discussion.
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CHAPTER 6: CONCLUSION AND RECOMMENDATION

6.1 Introduction
This chapter concludes the entire study. This chapter further provides recommendations

based on findings and discussion provided in the previous chapters

6.2. Conclusion of the study

This chapter introduced the information security concept, addressed the gap and the
background of this study, outlined the significance and justification for conducting this
study. This chapter also introduced the research problem, question, objectives,

methodology and limitations the study faced.

Chapter 2 provided a literature review pertaining to compliance with information security
systems. This chapter discussed the human factor associated with information security
compliance, measures and controls that minimize security breaches, the type of policies
that exist and should be enforced by institutions, methods of improving information

security compliance culture, and the protection motivation theory of this study.

Chapter 3 presented the research design and approach used in this study. Moreover, it
presents the study site, target population, sampling process, sample size, sampling
strategies, data collection methods, quality control, and data analysis used in this study.

Also, the ethics upheld in the study.

Chapter 4 chapter presents the analysis of the responses attained from students. It reveals
the procedures taken to test the reliability and validity of the questions within the
questionnaire and how the data was checked for any missing values. A descriptive
statistical analysis of the data is performed in this chapter. This chapter only reports the
results as obtained from the respondents, further interpretations and discussion of the

results are presented in chapter 5.

Chapter 5 discusses the findings in relation to the existing literature and research
questions of the study. Furthermore, chapter 5 discusses the extent to which students
comply with existing information systems security measures put in place by the
institution. Research Question 1(RQ1) revealed that students use their own student cards
to access computer facilities. However, they sometimes grant each other access to
computer facilities. RQ1 also revealed that students utilise their own login credentials to

access the UKZN network. Moreover, students indicated that they do not borrow or let
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anyone else use their login credentials and they use a strong password. In addition,
students indicated that they do not provide their UKZN login details when requested via
email and they take information security precautionary measures as advised through the
UKZN email alerts. However, students indicated that they do not change their password

at least every three months.

RQ1 showed that students are aware of UKZN policies regarding physical access to
computer rooms and access to the UKZN network. Moreover, most students are of
policies regarding choosing a strong password. However, more than half of the students
do not visit the ICS website regularly to acquaint themselves with new information
security policies. RQ1 revealed that a significant portion of students is non-compliant due
to a lack of knowledge and understanding regarding information security. Moreover,
some students stated that a lack of time and laziness hinders their efforts to educate

themselves on information security.

Chapter 5 also discussed the influence of Threat Appraisal on student compliance with
information security measures. In Research Question 2(RQz2), Perceived Vulnerability
revealed a positive significant correlation against Student Compliance with Physical
Access to Computer Rooms constructs. However, F1 and F3 of Student Compliance with
Access to the University Network construct revealed no significant correlation against
Perceived Vulnerability. Nevertheless, F2 revealed a positive significant correlation

against Perceived Vulnerability.

Perceived Severity revealed a positive significant correlation against Student Compliance
with Physical Access to Computer Rooms constructs. Conversely, F1 of Student
Compliance with Access to the University Network construct revealed a negative
significant correlation against Perceived Severity. However, F2 revealed a positive and a
negative significant correlation against Perceived Severity. Whereas F3 revealed a

positive significant correlation against Perceived Severity

Perceived Rewards revealed a positive significant correlation against Student Compliance
with Physical Access to Computer Rooms constructs. Similarly, F1 of Student
Compliance with Access to the University Network construct revealed a positive
significant correlation against Perceived Rewards. However, F2 and F3 revealed a

positive significant correlation against Perceived Rewards.
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Chapter 5 also discussed the influence of Coping Appraisal on student compliance with
information security measures. In Research Question 3(RQ3), Response Efficacy
revealed a negative significant correlation against Student Compliance with Physical
Access to Computer Rooms constructs. Similarly, F1 of Student Compliance with Access
to the University Network construct revealed a negative significant correlation against
Response Efficacy. However, F2 and F3 revealed no significant correlation against

Response Efficacy.

Self-efficacy revealed no significant correlation against Student Compliance with
Physical Access to Computer Rooms constructs. However, F1 of Student Compliance
with Access to the University Network construct revealed a positive and negative
significant correlation against Self-efficacy. Whereas F2 and F3 revealed a positive

significant correlation against Self-efficacy.

Response Cost revealed no significant correlation against Student Compliance with
Physical Access to Computer Rooms constructs. However, F1 and F2 of Student
Compliance with Access to the University Network construct revealed a positive
significant correlation against Response Cost. Conversely, F3 revealed a negative
significance against Response Cost. Finally, the findings ultimately revealed that
Perceived Severity and Perceived Rewards exert the strongest influence on students’

compliance with information security measures.

In addition, Chapter 5 revealed that students who face challenges such as a lack of IT
skills to comply with UKZN security measures, a lack of awareness of ICS/UKZN
policies and not being informed about the latest phishing scams and cybercrimes tend to
have a lower level of compliance with UKZN security measures pertaining to access to

the university network.

6.3. Recommendations for Academic Institutions

Based on the study above, RQ1 revealed that most students sometimes ask other students
to give them access to the computer facilities and most students sometimes let other
students access the computer rooms using their cards. Hence, RQ1 revealed that most do
not comply with UKZN security rules and policies regarding physical access to computer
rooms. This study recommends that the UKZN and other institutions change their
physical access to the university and computer rooms, this study revealed that the student

card system is one of the leading causes of non-compliance because they always forget
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them. An innovative and simple method to access the university is utilizing biometric
fingerprint scanners. This would ensure that students comply with physical access
security measures. However, if the previous suggestion is not feasible, this study suggests
that the current student card system be altered to only allow access to one student at a
designated time interval, such as ten-minute intervals. This would prevent students from

sharing access with multiple students during that time period.

RQL1 also revealed that more than half of the students in this study are non-compliant
towards checking the ICS website regularly to acquaint themselves with new information
security alerts. This study recommends ICS department to implement a new form of
communication to inform students about the latest policies and security measures because
students are not reading the announcements through the website and emails, such as SMS
(Short Message Service) system to supplement on the email communication system.
Moreover, the UKZN ICS department and other institutions are advised to ensure that
information security policies are written in a brief, concise and understandable language.
A good method to confirm this is to let various departments evaluate the policies for

readability prior to implementation.

RQ2 Perceived Rewards correlation against Student Compliance with Access to the
University Network (Factor 3) revealed that students respond well to rewards. This study
recommends that the UKZN and other institutions to develop strategies that align
students’ perceptions of rewards with compliance with security measures. Therefore, this
study recommends that universities implement methods to make compliance with security
measures more rewarding for students, for instance, by emphasizing incentives for
adhering to security measures to instil compliance in students. For example, the university
can provide free printing credit for students that comply with changing their password at

least once in three months.

The correlation between Response Efficacy and Student Compliance in QR3 emphasizes
the significance of not only implementing security measures, but also effectively
communicating their efficacy to students in order to foster student compliance.
Furthermore, the study results imply that UKZN and other institutions should concentrate
on educating students about the potential ramifications of non-compliance. Moreover,
this study recommends that UKZN and other institutions should also consider ways to

make non-compliance less appealing to students by increasing the risks and consequences
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associated with non-compliance. Moreover, the findings from this study suggests that
UKZN along with other institutions deploy hands-on training workshops for students
frequently (every semester). This is because RQ1 and RQ3 also revealed that most
students still need assistance with complying with information security measures and
some are unaware of cyber-related threats. Moreover, UKZN along with other institutions
are advised to develop a game-based delivery method or a video-based delivery method
of policies to combat security threats. This is because RQ1 revealed that most students

claim that they are lazy to read the policies.

6.4. Limitations and Recommendations for future studies
Based on the study's limitations, future studies should aim to conduct research at multiple
universities, in order to increase the sample size and diversity of the study and improve

the generalizability of the results. As this study was limited to one university (UKZN).

This study was restricted to utilizing only the quantitative method. Future studies should
consider utilizing both quantitative and qualitative methods to gain a deeper
understanding of the participants’ experiences and gain a more comprehensive
understanding of the study. Furthermore, the researchers could incorporate interviews
with security experts who manage the security infrastructure at the universities to
supplement their research. Moreover, future studies should consider incorporating
recommendations from security experts and students on how to increase security

compliance among students.

In addition, it is important to note that correlation does not imply causality and further
research is needed to understand the underlying mechanisms driving the relationship
between PMT constructs and student compliance. Moreover, more research is needed to
confirm and expand upon these findings. Additionally, it would be interesting to examine
if there are any moderating variables that influence the relationship between PMT

constructs and non-compliance.
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APPENDICES

Appendix A - Ethical Clearance
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31 October 2019

Mr Sabelo Moses Masinga (214552237)
School Of Man Info Tech &Gov

Pietermaritzburg Campus
Dear Mr Masinga,

Protocol reference number: HSSREC/00000680/2019
Project title: Understanding Students’ Compliance Behaviour with the Information Security Measures within

2 South African University
Full Approval - Expedited Application

This letter serves to notify you that your application received on 22 October 2019 in connection with the
above, was reviewed by the Humanities and Social Sciences Research Ethics Committee (HSSREC) and the
protocol has been granted FULL APPROVAL

Any alteration/s to the approved research protocol L.e. Questionnaire/Interview Schedule, Informed
Consent Form, Title of the Project, Location of the Study, Research Approach and Methods must be
reviewed and approved through the amendment/modification prior to its implementation. In case you
have further queries, please quote the above reference number. PLEASE NOTE: Research data should be
securely stored in the discipline/department for a period of 5 years.

This approval is valiid for one year from 31 October 2019,

To ensure uninterrupted approval of this study beyond the approval expiry date, a progress report must be
submitted to the Research Office on the appropriate form 2 - 3 months before the expiry date, A close-out
report to be submitted when study is finished.

Yours sincerely,

Professor Urmilla Bob
University Dean of Research
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Humanties & Soclal Sciences Research Ethics Committee
Dr Rosemary Sibanda (Chair)
UKZN Ressarch Ethics Offics Westville Campus. Govan Mbekl Bullding
Postal Address: Private Bag X54001, Durban 4000
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Appendix B — UKZN Data Breaches

T ICS Notice:

wasn Learn 2021

1 INYUVESI
o YAKWAZULU-NATALI

Multi-Factor Authen tion for Microsoft Services Read more

Site announcements

Multi-Factor Authentication for Microsoft Services
£ Settings ~

4 Registered but can't find your Moodle courses?

‘_‘f‘-‘ Multi-Factor Authentication for Microsoft Services

¥+l by Moodle Admin - Friday, 17 September 2021, 12:04 PM
\'.9 y Y P

F} Dear Students,

Earlier this year we announced the implementation of Modern authentication for all Microsoft
Services. As indicated in that communique, the purpose for its introduction was to strengthen
the authentication process and improve the overall security posture of our IT environment.

Security, like many other aspects of life, is a journey, not a destination; part of this journey
necessitates the use of another technology known as Multi-Factor Authentication (MFA).

Here are the facts

a. Passwords are no longer enough to protect your online accounts — No matter how
strong/complicated they are to guess or how frequently they are changed

b. 80% of data breaches in 2019/2020 were caused by compromised passwords
c. 48% of employees share the same passwords in both their personal and work accounts

d. As online activity increases, and remote working persists — cybercriminals are exploiting a
wider range of attack vectors to gain unauthorized access to online accounts and systems

e. The slight inconvenience of extra security steps will go a long way in creating a line of
defense between your information and people attempting to gain unauthorized access to
your information.
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Monday, January 9, 2023 at 10:49:12 South Africa Standard Time

Subject: ICS Notice: Password Change

Date: Friday, 23 March 2018 at 14:41:59 South Africa Standard Time
From: University Notice

To: University Notice

Priority: High
Attachments: image001.jpg, image002.jpg, image003.jpg, image004.png

Dear Students,

Due to the recent increase in spam e-mails originating from university e-mail accounts,
ICS will be enabling a mandatory password change for your University of Kwa-Zulu Natal
Active Directory logins.

Your Active Directory login affects your LAN login, email account password, Moodle
login, WiFi connection and many other linked systems where you may need to type your
login name and password.

Other user

2180991 4%

EED
Segn o UKZN

10 anothe

Most of these emails are due to compromised email accounts where weak passwords
have made it easy for an attacker to abuse a valid student or staff email account. Weak
passwords can be easily guessed, observed whilst you type or retrieved by skilled
attackers using sophisticated software.

Further, these compromised accounts are used to send emails that form part of a
phishing campaign directed at acquiring more account names, email addresses,
passwords and personal information.

To control this spate of abuse and reduce the incidents of weak passwords a forced
password change for everyone has become necessary.

Appendix C — Questionnaires from Previous Studies

Questionnaire from Burns et al. (2017) below.

123



Questionnaire from Sommestad et al. (2015) below.
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Questionnaire from Bakar et al. (2021) below.
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Appendix D — Questionnaire

Understanding students’ compliance behaviour with the information security
measures within a South African University

ETHICAL CLEARANCE NO: HSSREC/00000680/2019

Researcher: Sabelo Masinga
Supervisor: Nurudeen Ajayi

e Please kindly complete this questionnaire.

* Please note that there is no correct/incorrect answer.
e Please note that participation in the study is voluntary.

e Please sign the letter of informed consent, giving me permission to use your responses
for this research project.
¢ Please kindly take note of the instructions before answering any question(s).

GENERAL INSTRUCTION 1: In all the sections, kindly provide your response by making a tick (v)
in the appropriate box and fill in the gaps in the case of open-ended questions.

SECTION A: DEMOGRAPHIC INFORMATION

1. | age: |:] Less than 18 |:] 18-24 |:] 25-30 [:l 31 and above
2. | Gender: Ij Female EI Male
3. Ethnicity: D African D Indian D Coloured D White

Other (please specify):

4. | Academic level:

|:I Third year

Other (please specify):

Management, IT I:] Accounting, D Graduate
5. | School: d Gg Economics |:| Law School of
ANEatNRmANGS and Finance Business and Leadership
Other (please specify):
6. Campus: |:| Pietermaritzburg |:| Westville Other (please specify):
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14. Self-efficacy

Strongly | Agree | Meutral Disagree | Strongly
Agree Disagree

14.1 | can comply with UKZN information security measures by
myself.
14.2 | | need assistance to comply with UKZN information

security measures.

143 | | am not confident enough to comply with UKZN
information security measures,

15. Response Cost

Strongly | Agree | Meutral Disagree | Strongly
Agree Disagree

15.1 | Complying with information security measures is an
inconvenience to me.

15.2 | Complying with information security measures is time-
CONSUMINE.

15.3 | Complying with information security measures requires a lot
of effort ather than time.

SECTION D: CHALLENGES TOWARD INFORMATION SECURITY COMPLIANCE
TO WHAT EXTENT DO YOU AGREE WITH THE FOLLOWING STATEMENTS?

16. Obstacles to information security compliance

Strongly | Agree | Meutral | Disagree | Strongly
Agree Disagree

16.1 | | do not have the required IT skills to comply with UKZN
information security measures.

16.2 | Idonothave enough cybersecurity knowledge to comply with
UKZN information security measures in place.

16.3 | |do not know how to change the password that | use to access
the UKZN network.

16.4 | | am not aware of ICS policy with regard to the use of a
password.

16.5 | | am not aware of ICS/UKZN policy with regard to accessing
computer rooms (LANs).

16.6 | 1am not informed by the university about the latest phishing
scams [email scams).

16.7 | | am not infarmed about the latest cybersecurity crimes.

17. What are the other factors that prevent your compliance to UKIN information security
measures in place?

THANK YOU FOR YOUR PARTICPATION
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Appendix E — Reliability and Validity Tests

Reliability Test - Cronbach's Alpha Test

Constructs within the .
. . Number of ltems Cronbach's Alpha (a) Interpretation
Questionnaire
Physical access to computer 3 389 Close to adequate
rooms ' internal consistency
L Close to adequate
Access to the University network 9 360 ) ]
internal consistency
Awareness of UKZN information o .
. 4 ar71 High internal consistency
systems policies
Perceived Vulnerability .700 High internal consistency
Perceived Severity 720 High internal consistency
Perceived rewards 728 High internal consistency
) Very high internal
Response Efficacy 3 823 )
consistency
Self-efficacy 3,2 125 low internal consistency
Very high internal
Response Cost 3 .837 .
consistency
Challenges to information security 7 807 Very high internal
compliance ' consistency
Overall 43 704 High internal consistency
Construct validity test
Physical access to COIIlpll'(el' rooms
[KMO and Bartlett's Test
Kaiser-Meyer-Olkin Measure of Sampling Adequacy. 581
IApprox. Chi-Square 332.905
Bartlett's Test of Sphericity dif 36
Sig. .000
IComponent Matrix*
[Component
1
[72- T sometimes ask students to grant me access to 864
icomputer facilities (LANs) |
7.3. | sometimes let students access the LANs using my 849
student card. |
-1. l always use my student card to access computer e
acilities (LANS) '

Extracted by Principal Component Analysis.
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Access to the University network

IKMO and Bartlett's Test

Kaiser-Meyer-Olkin Measure of Sampling Adequacy.

.581

IApprox. Chi-Square

332.905

Bartlett's Test of Sphericity df

36

Sig.

000

iComponent Matrix®

Component

1

8.3. | sometimes allow other people to use my login
details (username and password) to access the
university network

- 770

|13.2. | sometimes use someone else login details
(username and password) to access the university
network

-.746

.333

8.6. The password that | use to access the UKZN
network is unknown to anyone else.

.476

419

8.1 | always use my personal login details and
password to login into UKZN network

.464

-322

|8-4. | always change my password (to access the
University network) at least once in 3 months

685

18.7. | provide my UKZN login details when requested

via email

610

8.9. | have been a victim of phishing scams (email
|scams) while using the UKZN network

.562

-493

8.8. | take information security precautionary measures
|(e.g. frequently changing password, not sharing login
details, not click on unknown email links etc.) as
|advised through the UKZN email alerts.

.454

484

8.5.1 always use a password with a combination of
letters, numbers and symbols (@, #, $, %, etc.) to
Lccess the University network as recommended by the
UKZN ICS department.

.625

Extraction Method: Principal Component Analysis.

Ia. 3 components extracted.

Awareness of UKZN information systems policies

KMO and Bartlett's Test

Kaiser-Meyer-Olkin Measure of Sampling Adequacy.

Approx. Chi-Square

I.-698

582.229

|Bartlett's Test of Sphericity df

6

Sig.

000
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IComponent Matrix*

4. 1do check the ICS website reqgularly to acquaint myself with new
information security alerts

IComponent
-
9.2. | am aware of UKZN policies regarding access to the UKZN network 1914
9.1. 1 am aware of UKZN policies regarding physical access to computer 577
rooms/ LAN
0.3 1 am aware of UKZN policies regarding choosing a strong password 1731
.559

IExtracted by Principal Component Analysis
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Appendix F — Demographic statistics

Age
1.Age
Frequency Percent Valid Percent ICumulative Percent
\Valid Less than 18 4 1.1 151 a1
18 -24 341 90.7 90.7 91.8
25 - 30 24 6.4 6.4 98.1
31 - Above 7 1.9 1.9 100.0
Total 376 100.0 100.0
Gender
2. Gender:
Frequency Percent Valid Percent Cumulative Percent
Valid Female 169 44.9 44.9 44.9
|Male 207 55.1 55.1 100.0
Total 376 100.0 100.0
Ethnicity
3. Ethnicity
Frequency Percent Valid Percent Cumulative Percent
Valid IAfrican 301 80.1 80.5 80.5
|Indian 59 15.7 15.8 96.3
Coloured 8 2.1 2.1 98.4
\White 6 1.6 1.6 100.0
Total 374 99.5 100.0
|Missing 999 2 .5
Total 376 100.0
Academic Level
4. Academic Level
Frequency Percent Valid Percent Cumulative Percent
\Valid First year 88 23.4 23.4 23.4
Second year 91 24.2 24.2 47.6
Third year 136 36.2 36.2 83.8
Honours 48 12.8 12.8 96.5
|Masters 8 2.1 2.1 98.7
PhD 5 1.3 1.3 100.0
Total 376 100.0 100.0
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School

5. School
Frequency Percent Valid Percent Cumulative Percent

\Valid IManagement, IT and Governance |129 34.3 34.9 34.9
IAccounting, Economics and 121 32.2 32.7 67.6
Finance
Law 39 10.4 10.5 78.1
(Graduate School of Business and |1 .3 .3 78.4
Leadership
Health Science 20 5.3 5.4 83.8
College of Agriculture, 30 8.0 8.1 91.9
Engineering and Science
Life Science 7 1.9 1.9 93.8
[Math, Stats & CS 16 4.3 4.3 98.1
IChemistry & Physics 3 .8 .8 98.9
Humanities 4 1.1 1 100.0
Total 370 98.4 100.0

[Missing 999 6 1.6

Total 376 100.0

Campus

6. Campus

Frequency Percent Valid Percent Cumulative Percent
Valid Pietermaritzburg 196 52.1 52.1 52.1
Westville 180 47.9 47.9 100.0
Total 376 100.0 100.0
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Appendix G — Descriptive statistics of the constructs

7. Physical access to computer rooms

7.1. | always use my student card to access computer facilities (LANs)

Frequency Percent \Valid Percent (Cumulative Percent
\Valid Strongly Disagree 2 5 D .5
Disagree 10 2.7 2.7 3.2
Neither 12 3.2 3.2 6.4
Agree 88 23.4 23.4 29.8
Strongly Agree 264 70.2 70.2 100.0
Total 376 100.0 100.0

7.2. | sometimes ask students to grant me access to computer facilities (LANs)

Frequency Percent Valid Percent Cumulative Percent

\Valid Strongly Disagree 56 14.9 14.9 14.9

Disagree 54 14.4 14.4 29.3

Neither 71 18.9 18.9 48.3

IAgree 129 34.3 34.4 82.7

Strongly Agree 65 17.3 1Z3 100.0

Total 375 99.7 100.0
|Missing 999 1 .3
Total 376 100.0

7.3. | sometimes let students access the LANs using my student card.

Frequency Percent \Valid Percent Cumulative Percent
\Valid Strongly Disagree 40 10.6 10.6 10.6
[Disagree 39 10.4 10.4 21.0
Neither 69 18.4 18.4 39.4
Agree 152 140.4 40.4 79.8
Strongly Agree 76 20.2 20.2 100.0
Total 376 100.0 100.0

8. Access to the University network

8.1. | always use my personal login details and password to login into UKZN network

Frequency Percent \Valid Percent Cumulative Percent
Valid Strongly Disagree 1 i3 .3 .3
|Disagree .5 5 .8
Neither 1.1 1.1 1.9
Agree 39 10.4 10.4 12.2
Strongly Agree 330 87.8 87.8 100.0
Total 376 100.0 100.0
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8.2. | sometimes use someone else login details (username and password) to access the university network

Frequency Percent [Valid Percent Cumulative Percent
\Valid I_Strongly Disagree 197 52.4 52.4 52.4
Disagree 110 29.3 29.3 81.6
Neither 20 5.3 5.3 87.0
Agree 38 101 10.1 97.1
Strongly Agree 11 2.9 2.9 100.0
Total 376 100.0 100.0

8.3. | sometimes allow other people to use my login details (username and password) to access the university network

Frequency Percent \Valid Percent Cumulative Percent
Valid Strongly Disagree 168 44.7 44.7 44.7
Disagree 117 311 31.1 75.8
Neither 29 7.7 7.7 83.5
Agree 47 12.5 125 96.0
Strongly Agree 15 4.0 4.0 100.0
Total 376 100.0 100.0

8.4. | always change my password (to a

ccess the University network) at least once in 3 months

Frequency Percent [Valid Percent Cumulative Percent
Valid Strongly Disagree 137 36.4 36.4 36.4
Disagree 126 33.5 33.5 69.9
Neither 55 14.6 14.6 84.6
Agree 45 12.0 12.0 96.5
Strongly Agree 13 3.5 3.5 100.0
Total 376 100.0 100.0

I:.S.I always use a password with combination of combination of letters, numbers and symbols (@, #, $, %, etc.) to

ccess the University network as recommended by the UKZN ICS department.

Frequency Percent [Valid Percent Cumulative Percent
\Valid Strongly Disagree 16 4.3 4.3 4.3
Disagree 17 4.5 4.5 8.8
Neither 27 7.2 7.2 16.0
Agree 115 30.6 30.6 146.5
Strongly Agree 201 535 53.5 100.0
Total 376 100.0 100.0

8.6. The password that | use to access the UKZN network

is unknown to anyone else.

Frequency Percent [Valid Percent Cumulative Percent
Valid Strongly Disagree 24 6.4 6.4 6.4
Disagree 32 8.5 8.5 14.9
Neither 29 7.7 7.7 22.6
Agree 98 26.1 26.1 48.7
Strongly Agree 193 51.3 51.3 100.0
Total 376 100.0 100.0
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8.7. | provide my UKZN login details when requested via email

Frequency Percent Valid Percent Cumulative Percent
\Valid Strongly Disagree 133 35.4 35.4 35.4
Disagree 53 14.1 14.1 49.5
Neither 30 8.0 8.0 57.4
Agree 60 16.0 16.0 73.4
Strongly Agree 100 26.6 26.6 100.0
Total 376 100.0 100.0

not click on unknown email links etc.) as advised through the UKZN email alerts.

8.8. | take information security precautionary measures (e.g. frequently changing password, not sharing login details,

Frequency Percent Valid Percent Cumulative Percent

\Valid Strongly Disagree 29 7.7 7.7 7.7

Disagree 36 9.6 9.6 17.3

Neither 90 23.9 24.0 41.3

IAgree 108 28.7 28.8 70.1

Strongly Agree 112 29.8 29.9 100.0

Total 375 99.7 100.0
[Missing 999 1 .3
Total 376 100.0

8.9. | have been a victim of phishing scams (email scams) while using the UKZN network

Frequency Percent \Valid Percent Cumulative Percent

\Valid Strongly Disagree 160 42.6 42.9 42.9

Disagree 107 28.5 28.7 71.6

Neither 37 9.8 9.9 81.5

IAgree 46 12.2 12.3 93.8

Strongly Agree 23 6.1 6.2 100.0

Total 373 99.2 100.0
|Missing 999 3 .8
Total 376 100.0

9. Awareness of UKZN information systems policies

9.1. | am aware of UKZN policies regarding physical access to computer rooms/ LAN

Frequency Percent [Valid Percent Cumulative Percent
\Valid Strongly Disagree 11 2.9 2.9 2.9
Disagree 36 9.6 9.6 12.5
Neither 60 16.0 16.0 28.5
Agree 164 43.6 43.6 72.1
Strongly Agree 105 27.9 27.9 100.0
Total 376 100.0 100.0
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9.2. | am aware of UKZN policies regarding access to the UKZN network

Frequency Percent [Valid Percent Cumulative Percent
\Valid Strongly Disagree 8 2.1 2.1 2.1
Disagree 37 9.8 0.8 12.0
Neither 71 18.9 18.9 30.9
Agree 166 44 1 441 75.0
Strongly Agree 94 25.0 25.0 100.0

9.3. | am aware of UKZN policies regarding choosing a strong password

Frequency Percent \Valid Percent Cumulative Percent

\Valid Strongly Disagree 1 .3 .3 .3

Disagree 17 4.5 4.5 4.8

Neither 44 11.7 1.7 16.5

IAgree 188 50.0 50.1 66.7

Strongly Agree 125 33.2 33.3 100.0

Total 375 99.7 100.0
|Missing 999 1 .3
Total 376 100.0

9.4. | do check the ICS website regularly to acquaint myself with new information security alerts

Frequency Percent Valid Percent Cumulative Percent
Valid Strongly Disagree 71 18.9 18.9 18.9
Disagree 111 29.5 29.5 48.4
Neither 118 31.4 31.4 79.8
Agree 48 12.8 12.8 92.6
Strongly Agree D8 [72 74 100.0
Total 376 100.0 100.0

10. Perceived Vulnerability

10.1 | could be a victim of a serious information security threat
Frequency Percent \Valid Percent Cumulative Percent

\Valid Strongly Disagree 31 8.2 8.3 8.3

Disagree 60 16.0 16.0 24.3

Neither 122 32.4 325 56.8

IAgree 129 34.3 34.4 91.2

Strongly Agree 33 8.8 8.8 100.0

Total 375 99.7 100.0
|Missing 999 1 .3
Total 376 100.0
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10.2. UKZN could be subjected to a serious information security threat

Frequency Percent Valid Percent Cumulative Percent

\Valid Strongly Disagree 9 2.4 2.4 2.4

Disagree 44 11.7 11.7 14.1

Neither 152 40 .4 40.5 54.7

lAgree 132 35.1 35.2 89.9

Strongly Agree 38 10.1 10.1 100.0

Total 375 99.7 100.0
Missing 999 1 3
Total 376 100.0

10.3. UKZN faces more and more serious information security threats lately.

Frequency Percent \Valid Percent Cumulative Percent

\Valid Strongly Disagree 12 3.2 3.2 3.2

Disagree 50 13.3 13.3 16.5

Neither 189 50.3 50.4 66.9

lAgree 92 24.5 24.5 91.5

Strongly Agree 32 8.5 8.5 100.0

Total 375 99.7 100.0
Missing 999 1 3
Total 376 100.0

11. Perceived Severity

11.1. An information security breach at UKZN will be a serious problem for me
Freguency Percent Valid Percent Cumulative Percent

\Valid Strongly Disagree 7 1:9 1.9 1.9

Disagree 25 6.6 6.7 1B.5

Neither [79 1.0 21.1 09 6

IAgree 163 43.4 43.5 73.1

Strongly Agree 101 26.9 26.9 100.0

Total 375 99.7 100.0
Missing 999 1 .3
Total 376 100.0
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11.2. | will lose vital information if my login credential are stolen

Frequency Percent Valid Percent Cumulative Percent

\Valid Strongly Disagree 6 1.6 1.6 1.6

Disagree 24 6.4 6.4 18.0

Neither 63 16.8 16.8 24.8

IAgree 164 43.6 43.7 68.5

Strongly Agree 118 31.4 315 100.0

[Total 375 99.7 100.0
Missing 999 1 i3
Total 376 100.0

11.3. My privacy will be seriously violated if my login credentials are stolen

Il-:requency [Percent \Valid Percent Cumulative Percent
\Valid Strongly Disagree 2 L 5 5
Disagree 14 3.7 3.7 4.3
Neither 28 7.4 7.4 11.7
Agree 162 43.1 43.1 54.8
Strongly Agree 170 45.2 45.2 100.0
Total 376 100.0 100.0

11.4. | will be in serious trouble if someone access the computer rooms using my student card

Frequency Percent Valid Percent Cumulative Percent

\Valid Strongly Disagree 10 2.7 2.7 2.7

Disagree 26 6.9 7.0 9.7

Neither 97 25.8 26.0 35.7

Agree 136 36.2 36.5 72.1

Strongly Agree 104 27.7 27.9 100.0

Total 373 99.2 100.0
|Missing 999 3 .8
Total 376 100.0

11.5. | will be in serious trouble if someone uses my login details to commit

cybercrimes using the University network

Frequency Percent \alid Percent Cumulative Percent

\Valid Strongly Disagree 3 .8 8 .8

Disagree 7 1:9 1.9 2.7

Neither 25 6.6 6.7 9.4

IAgree 107 [28.5 28.6 38.0

Strongly Agree 232 61.7 62.0 100.0

Total 374 99.5 100.0
Missing 999 2 .5
Total 376 100.0

12. Perceived rewards
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12.2. | would feel rewarded if a friend uses my LAN credentials to access the university network

Frequency Percent Valid Percent Cumulative Percent

\Valid Strongly Disagree 91 24.2 24.3 24.3

Disagree 163 43.4 43.5 67.7

Neither 96 25.5 25.6 93.3

IAgree 22 5.9 5.9 99.2

Strongly Agree 3 .8 .8 100.0

Total 375 99.7 100.0
|Missing 999 1 .3
Total 376 100.0

12.2. | would feel rewarded if a friend uses my LAN credentials to access the university network

Freguency Percent \Valid Percent Cumulative Percent

\Valid Strongly Disagree 91 [24.2 24.3 24.3

Disagree 163 43.4 43.5 67.7

Neither 96 [25.5 25.6 93.3

JAgree 22 5.9 5.9 99.2

Strongly Agree 3 .8 8 100.0

Total 375 99.7 100.0
Missing 999 1 .3
Total 376 100.0

measures than by complying with them.

12.3. | benefit from NOT complying (e.g. watching movies online, sharing login details etc.) with the university security

Frequency Percent Valid Percent Cumulative Percent

\Valid Strongly Disagree 60 16.0 16.0 16.0

Disagree 108 28.7 28.8 44.8

Neither 116 30.9 30.9 75.7

IAgree 60 16.0 16.0 91.7

Strongly Agree 31 8.2 8.3 100.0

Total 375 99.7 100.0
[Missing 999 1 .3
Total 376 100.0

13. Response Efficacy
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13.1. | believe that NOT sharing my LAN login details prevents or reduces chances of identity theft.
Frequency Percent [Valid Percent Cumulative Percent

Valid Strongly Disagree 2 .5 .S .5

Disagree 9 2.4 2.4 2.9

Neither 23 6.1 6.1 9.0

Agree 145 38.6 138.6 47.6

Strongly Agree 197 52.4 52.4 100.0

rl'otal 376 100.0 100.0

13.2. | believe that NOT sharing my student card helps to reduce security breaches.

II?requem::y [Percent \Valid Percent Cumulative Percent
\Valid Strongly Disagree 2 .5 .5 5
Disagree 13 3.5 3.5 4.0
Neither 34 9.0 9.0 13.0
Agree 157 418 418 |
Strongly Agree 170 45.2 45.2 100.0
Total 376 100.0 100.0

13.3. If | comply with information security policies, Information Systems security breaches will be scarce.

Frequency Percent \Valid Percent Cumulative Percent
\Valid Strongly Disagree 1 3 .3 .3
Disagree 12 3.2 3.2 3.5
Neither 62 16.5 16.5 19.9
Agree 149 39.6 39.6 59.6
Strongly Agree 152 140.4 40.4 100.0
Total 376 100.0 100.0

14. Self-efficacy

14.1. | can comply with UKZN information security measures by myself

Frequency Percent [Valid Percent Cumulative Percent
Valid Strongly Disagree 2 .5 .S .5
Disagree 15 4.0 4.0 4.5
Neither 56 14.9 14.9 19.4
Agree 199 52.9 52.9 72.3
Strongly Agree 104 27.7 27.7 100.0
Total 376 100.0 100.0
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14.2. | need assistance to comply with UKZN information security measures

Frequency Percent [Valid Percent Cumulative Percent
Valid Strongly Disagree 31 18.2 8.2 8.2
Disagree 130 34.6 34.6 42.8
Neither 106 28.2 28.2 71.0
Agree 94 25.0 25.0 96.0
Strongly Agree 15 4.0 4.0 100.0
Total 376 100.0 100.0

14.3. | am not confident enough to comply with UKZN information security measures

Frequency Percent Valid Percent Cumulative Percent

\Valid Strongly Disagree 45 12.0 12.0 12.0

Disagree 151 40.2 40.3 52.3

Neither 110 29.3 29.3 81.6

IAgree 49 13.0 13.1 94.7

Strongly Agree 20 5.3 D3 100.0

Total 375 99.7 100.0
|Missing 999 1 .3
Total 376 100.0

15. Response Cost

15.1. Complying with information security measures is an inconvenience to me

Frequency Percent [Valid Percent Cumulative Percent
Valid Strongly Disagree o0 13.3 13.3 13.3
Disagree 182 48.4 48.4 61.7
Neither 95 25.3 25.3 87.0
Agree 38 10.1 10.1 97.1
Strongly Agree 11 2.9 2.9 100.0
Total 376 100.0 100.0

15.2. Complying with information security measures is time consuming

Frequency Percent [Valid Percent Cumulative Percent
Valid Strongly Disagree o0 13.3 13.3 13.3
Disagree 165 43.9 43.9 57.2
Neither 93 24.7 24.7 81.9
Agree 47 12,5 12.5 94 .4
Strongly Agree 21 5.6 5.6 100.0
Total 376 100.0 100.0
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15.3. Complying with information security measures requires a lot of effort other than time

Frequency Percent [Valid Percent Cumulative Percent
Valid Strongly Disagree o8 15.4 15.4 15.4
Disagree 143 38.0 38.0 53.5
Neither 100 26.6 26.6 80.1
Agree 56 14.9 14.9 94.9
Strongly Agree 19 5.1 5.1 100.0
Total 376 100.0 100.0

16. Challenges to information security compliance

16.1. | do not have the required IT skills to comply with UKZN information security measures

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 69 18.4 184 18.4

Disagree 162 43.1 43.2 61.6

Neither [75 19.9 20.0 816

IAgree 54 14.4 14.4 96.0

Strongly Agree 15 4.0 4.0 100.0

Total 375 99.7 100.0
Missing 999 1 .3
Total 376 100.0

16.2. | do not have enough cybersecurity knowledge to comply with UKZN information security measures in place

Frequency Percent [Valid Percent Cumulative Percent
\Valid I_Strongly Disagree 62 16.5 16.5 16.5
Disagree 108 28.7 28.7 45.2
Neither 98 26.1 26.1 71.3
Agree 88 23.4 23.4 94.7
Strongly Agree 20 5.3 5.3 100.0
Total 376 100.0 100.0

16.3. | do not know how to change the password that | use to access the UKZN network

Freguency Percent Valid Percent Cumulative Percent

\Valid Strongly Disagree 114 30.3 304 30.4

Disagree 181 48.1 48.3 78.7

Neither 36 9.6 9.6 88.3

IAgree 32 8.5 8.5 96.8

Strongly Agree 12 3.2 3.2 100.0

[Total 375 99.7 100.0
Missing 999 1 .3
Total 376 100.0
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16.4. | am not aware of ICS policy with regard to the use of password

Frequency Percent \Valid Percent Cumulative Percent
\Valid Strongly Disagree 53 141 14.1 14.1
Disagree 147 39.1 39.1 53.2
Neither 80 21.3 21.3 74.5
Agree 72 19.1 19.1 93.6
Strongly Agree 24 6.4 6.4 100.0
Total 376 100.0 100.0

16.5. | am not aware of ICS/UKZN polic

y with regard to accessing computer rooms (LANSs)

Frequency Percent [Valid Percent Cumulative Percent
\Valid Strongly Disagree 65 173 17.3 17:3
Disagree 152 40.4 40.4 57.7
Neither 83 22.1 22.1 79.8
Agree 58 154 15.4 95.2
Strongly Agree 18 4.8 4.8 100.0
Total 376 100.0 100.0

16.6. | am not informed about the latest phishing scams (email scams)

Frequency Percent [Valid Percent Cumulative Percent
Valid Strongly Disagree 74 19.7 19.7 19.7
Disagree 123 32.7 32.7 52.4
Neither 71 18.9 18.9 71.3
Agree 77 20.5 20.5 91.8
Strongly Agree 31 8.2 8.2 100.0
Total 376 100.0 100.0

16.7. | am not informed about the latest cybersecurity crimes

Freguency Percent Valid Percent Cumulative Percent

\Valid Strongly Disagree 63 16.8 16.8 16.8

Disagree 113 30.1 30.2 471

Neither [77 205 206 67.6

Agree 81 21.5 21.7 I189.3

Strongly Agree 40 10.6 10.7 100.0

[Total 374 99.5 100.0
Missing 999 2 .5
Total 376 100.0
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Appendix H — Correlation and Regression Tests

Research Question 3

Correlation: Self-efficacy physical access factor 1

Q7 Physical access to
computer rooms
Q7 Physical access to computer rooms Pearson Correlation 1
Sig. (2-tailed)
N 375
14.1. | can comply with UKZN information Pearson Correlation -.039
security measures by myself Sig. (2-tailed) 455
N 375
14.2. | need assistance to comply with UKZN Pearson Correlation .050
information security measures Sig. (2-tailed) 336
N 375
14.3. | am not confident enough to comply with |Pearson Correlation .056
UKZN information security measures Sig. (2-tailed) 278
N 374
Regression: Self-efficacy network access factor 2
Coefficientsa
Model Unstandardized Coefficients Standardized It Sig.
Coefficients
B Std. Error Beta
1 (Constant) -.899 .361 -2.489 .013
14.1. | can comply with UKZN |.108 .068 .086 1.599 A1
information security measures
by myself
14.2. | need assistance to 145 .060 149 2.432 .015
comply with UKZN information
security measures
14.3. | am not confident .021 .059 .021 .355 722
enough to comply with UKZN
Iinformation security measures

a. Dependent Variable: Q8 Access to the University network f2

Correlation: response-cost physical access factor 1
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Q7 Physical access
to computer rooms
Spearman's rho Q7 Physical access to computer Correlation Coefficient 1.000
rooms Sig. (2-tailed)
N 375
14.1. | can comply with UKZN Correlation Coefficient -.038
|information security measures by Sig. (2-tailed) 463
myself N 375
14.2. | need assistance to comply  |Correlation Coefficient .030
with UKZN information security Sig. (2-tailed) 561
measures N 375
14.3. | am not confident enough to  |Correlation Coefficient .043
comply with UKZN information Sig. (2-tailed) 409
Isecurity measures N 374
Regression: Response Cost network access factor 2
fficients
Model Unstandardised Coefficient IStandardized it Sig.
ICoefficient
B IStd. Error Beta
1 Constants) -.187 1155 -1.200 1231
15.1. Complying with -.062 1072 059 857 1392
Jinformation security measuresj|
is an inconvenience to me
15.2. Complying with -.001 1077 -.002 -.019 1985
linformation security measuresj
is time consuming
15.3. Complying with 1133 1069 1144 1.926 1055
linformation security measuresj
requires a lot of effort other
|than time
2. Dependent Variable: Q8 Access to the University network f2
Rﬁ‘ession: Response Cost network access factor 3
Coefficient
Models Unstandardised Coefficients [Standardised It Sig.
ICoefficient
B IStd. Error Beta
1 (Constants) 1364 1155 E345 1020
15.1. Complying with -.098 1072 -.093 -1.363 174
[information security measures
is an inconvenience to me
15.2. Complying with .035 1077 1037 1455 1649
[information security measures
is time consuming
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15.3. Complying with -.084 1069 -.091 -1.222 1223
information security measures
requires a lot of effort other
han time
2. Dependent Variable: Q8 Access to the University network f3
Research Question 4
Correlation: physical access factor 1
ICorrelation Q7 Physical access to
computer rooms
Spearman's rho Q7 Physical access to computer Correlation Coefficient 1.000
rooms| Sig. (2-tailed)
IN 375
16.1. | do not have the required IT  |Correlation Coefficient .095
kills to comply with UKZN Sig. (2-tailed) .067
information security measures IN 374
16.2. | do not have enough Correlation Coefficient .186™"
cybersecurity knowledge to comply [Sig. (2-tailed) 1000
[with UKZN information security IN 375
measures in place
16.3. | do not know how to change |Correlation Coefficient N3
Ee password that | use to access  [Sig. (2-tailed) .011
e UKZN network IN 374
16.4. | am not aware of ICS policy |Correlation Coefficient . 169**
[with regard to the use of password  [Sig. (2-tailed) 001
IN 375
16.5. | am not aware of ICS/UKZN |Correlation Coefficient .225™
policy with regard to accessing Sig. (2-tailed) .000
icomputer rooms (LANS) IN 375
16.6. | am not informed about the  |Correlation Coefficient .091
latest phishing scams (email scams) [Sig. (2-tailed) 080
IN 375
16.7. 1 am not informed about the  |Correlation Coefficient .041
| atest cybersecurity crimes Sig. (2-tailed) 434
IN 373
**. Correlation is significant at the 0.01 level (2-tailed).
*. Correlation is significant at the 0.05 level (2-tailed).
Regression: physical access factor 1
fficients®
Model Unstandardised Coefficient IStandardised Sig.
ICoefficient
B ISld. Error Beta
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Constant)

-.601

1174

-3.449

1001

16.1. | do not have the
required IT skills to comply
with UKZN information
security measures

=111

1068

118

-1.633

1103

16.2. | do not have enough
lcybersecurity knowledge to
icomply with UKZN information
fsecurity measures in place

172

1062

199

2.763

1006

16.3. | do not know how to
change the password that |
use to access the UKZN
network

.045

1056

1046

1809

1419

16.4. 1 am not aware of ICS
policy with regard to the use
of password

.052

1059

1058

874

1383

16.5. | am not aware of
ICS/UKZN policy with regard
Ilo accessing computer rooms
LANSs)

150

1062

165

2.408

017

16.6. | am not informed about
Jthe latest phishing scams
email scams)

.061

073

076

837

1403

16.7. | am not informed about

-.133

|the latest cybersecurity crimeg

1070

-.168

-1.896

1059

2. Dependent Variable: Q7 Physical access to computer rooms
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