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Abstract

This dissertation represents a partial review of the literature pertaining to
the relationship between algebraic graph theory and cryptography. This
requires a preliminary discussion of elementary graph theory, group theory
and cryptography. We then focus on the relevant elements of graph theory,
namely Cayley graphs and strongly regular graphs; and of cryptography,
namely the Boolean and bent functions, which are, respectively, applicable
to pseudo-random generation in stream ciphers, and substitution boxes in

block ciphers.

In particular, we construct a Cayley graph associated with a Boolean
function, G¢(Fy, Quy(p)) = (V, E), where (F3, @) is assumed to be the group
from which the graph is constructed, Q,,(s) the Cayley set contained in Fy,
and wt(f) the Hamming weight of the Boolean function f. Depending on
the value of n, we consider two cases, constructing for each an associated

Cayley graph.

If n is not necessarily even, then we consider the resulting Cayley graph,
Gy (Fy, Quecry) = (V, E), and study its properties, and evaluate some cryp-
tographic properties of the associated Boolean function, and hence of the
stream cipher. This is possible because the Boolean function acts as a
pseudo-random number generator. Since the security of a stream cipher
lies in designing strong pseudo-random number generators, it is important
to evaluate its properties. This study investigates the cipher attack resis-
tance ability through studying the associated graph. We find that obtaining
the regularity of the associated graph is the same as obtaining the Ham-
ming weight of the pseudo-random number generator. Hence, if we know n,
we can easily tell whether the cipher stands a chance of resisting statistical

dependence as an attack.
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Similarly, if n is even and f attains maximum nonlinearity, so that
nl(f) =21 - 22~1 then by prescribing our resulting Cayley graph to be
strongly regular, we can investigate the properties of this graph and evaluate
some cryptographic properties of the bent functions and hence of the block
cipher. This is because the set of bent functions acts as a substitution box,
f: Fy — F5* for block ciphers. The spectral information of this graph tells

us about the Hamming weight of the bent function.

We conclude with a brief discussion of possible future work.
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Introduction

Cryptography is a very broad research area, as are algebra and graph theory.
The particular focus of this dissertation lies at an interface between algebraic
graph theory and cryptography. We shall concern ourselves with the ques-
tion of what information can be obtained from algebraic graphs about the

security of certain symmetric cryptosystems.

Graph theory has became a very useful tool in solving mathematically mod-
eled problems, for example network problems, road traffic and ecosystems.
In this dissertation we discuss the impact graph theory has on cryptogra-
phy by considering Cayley graphs of both general form and strongly regular,
and studying their properties to elucidate the possible relationship they may

have with Boolean functions of both general and bent forms.

Symmetric (private-key) cryptography is a branch of cryptography regarded
as not being as strong as asymmetric (public-key) cryptography in terms of
security. However, it is widely employed due to the speed and cost saving
associated with it compared to asymmetric cryptosystems. For this reason
it has became the concern of cryptographers to employ all possible measures

to try to maximize the security of private-key ciphers.

This dissertation focuses on two major private-key ciphers, namely: stream
and block ciphers, which rely deeply on pseudo-random number generators
and substitution boxes respectively, for their security. These ciphers include,
the RC4 (Rivest Cipher 4) known to be the most popular stream cipher in
the world. It is used to protect much of SSL (secure sockets layer) traffic
today, probably summing up to billions of TLS (transport layer security)

connections every day. SSL establishes an encrypted link between a server



and a client, eg: a mail server and a mail client. Block ciphers are more often
used than stream ciphers for encrypting Internet communications, stream ci-
phers are more often used when computational resources are constrained; for
example, cellphones. Even though stream ciphers encrypt more efficiently
than block ciphers since software-optimized stream ciphers need fewer pro-
cessor instructions and hardware optimized stream ciphers use fewer gates
(or smaller chip area), modern block ciphers such as the advanced encryption

standards (AES) are also very efficient.

We bring to the attention of the reader an idea of evaluating the strength
of the cipher through the knowledge of algebraic graph theory. The study is
initiated by recalling some useful elementary linear and abstract algebra and
group theory. This is later used to define and study Cayley graphs which
are group constructed graphs. In a similar way basic notions of graph the-
ory and cryptography are introduced. Properties and results from Cayley
graphs are discussed in the second chapter. These include, their association
with circulant graphs, and vertex transitive graphs. Another category of
graphs discussed are strongly regular graphs. Strongly regular graphs tend
to possess many spectral properties that become useful in elucidating the
link between algebraic graph theory and cryptography, in terms of the rela-

tionship between their parameters (n,r, A, 1) and the associated eigenvalues.

By considering some well known cipher attacks, we study and discuss (in the
third chapter) the importance of designing cryptographically strong pseudo-
random number generators and substitution boxes. The design of these se-
curity providers is aligned to some cryptographical requirements drawn from
some well known ciphers. The ability to investigate some of these require-
ments by only studying Cayley graphs constructed from Boolean functions,
is the main objective of this dissertation, and is discussed in the last chap-
ter with some theoretical examples illustrating the results. We consider a
Cayley graph and associate it with a Boolean function to construct a graph
that brings together properties of Cayley graphs and Boolean functions. It is
noticed that this graph gives information about the strength of the designed
stream cipher to resist well known attacks. It is noted that during this design
process there are major trade offs between properties according to levels of

importance. Similarly, strongly regular Cayley graphs are associated to bent



Boolean functions to study the strength of a block cipher to resist against

some possible well known attacks.

We conclude with a brief summary and outline of possible avenues for further

research.



Chapter 1

Mathematical Prerequisites

We begin by considering very basic definitions, properties and results that
shall be useful in this dissertation. Accordingly, we discuss elementary graph
theory (Section 1.1), elementary group theory (Section 1.2), and elementary

cryptography (Section 1.3).

1.1 Elementary Group Theory

This dissertation will deal with algebraic graph theory, and in particular,
graphs described in terms of groups. We therefore begin with a review of
elementary group theory. This material is covered by the following references:
[14], [24], [34], [41] and [44].

Definition 1.1.1. Let G be a non-empty set of elements. An operation
that combines any two elements to form a third element is called a binary
operation. Then (G, o), (where o is a binary operation), is called a group if

the following axioms are met:

G1: for any a,b € G closure is preserved:

aobe G;

G2: for any a,b,c € G the associative law holds:

(aob)oc=ao(boc);



(G3: there exists an identity element e € GG, such that,

aoce=a=-eoa, forallacgG,

G4: for each element a € G, there exists a’ € G, an inverse element of a,
such that,

!/
aoa’:e:a o a.

Moreover, (G, o) is an Abelian group if in addition to the group axioms G is

commutative:

G5: for any a,b € G,aob=boa.

Definition 1.1.2. Let (G,0) and (H,x*) be groups. A group homomor-
phism ¢ : G — H is amap such that, V g1, g2 € G, p(g1092) = ¢(91)*¢(92)-

Definition 1.1.3. Let (G, o) be a group and GL(n, C) a group of nxn invert-
ible matrices with entries z € C. Then a homomorphism ¢ : G — GL(n,C)

is called a representation of G.

Moreover, if ¢ is a representation, defined above, then x,, : G — C is defined
by Xxx(9) = Tr(e(g)), where g € (G,0), is said to be the character of G
[24]. Here, Tr(¢(g)) denotes the trace of the matrix defined by ¢ above;

the sum of the elements in the main diagonal.

Definition 1.1.4. If, in addition to Definition 1.1.2, ¢ is a bijection, then
¢ is a group isomorphism denoted (G,o0) = (H, x).

Definition 1.1.5. Let (G, o) be a group. A group isomorphism from (G, o)
to (G,0), i.e., p : G — G is called an automorphism.

Moreover, the set of all automorphisms of a group (G, o) is itself a group

and is called an automorphism group and is denoted Aut(G).

Definition 1.1.6. Let (G,o) be a group and €2 be a non-empty set. If 3 a
map - : G x Q — Q defined by -(g,w) = g-w = g(w), for each (g,w) € G x N
then - is called a group action (in fact a left group action) on  relative

to (G, o) if and only if the following are true:

(i) Vwe Q, eq - w = w;



(ii) Vg1,92 € G,w € Q, g1+ (92 - w) = (g1 © g2) - w.

Definition 1.1.7. Let ) be a non-empty set. Then a bijection from €2 to €2

is called a permutation on €.

Let I be an nxn identity matrix. Then the matrix obtained by permuting
the rows or columns of I is called the n x n permutation matriz. Each

n X n identity matrix has n! permutation matrices.

Moreover, let (G, 0) be a group and o a permutation on a set (€, say).
Let the elements of (G, o) be the permutations o;, for any 7. Then (G, o) is
a permutation group if composition is the group binary operation and all

the group axioms are met.

Definition 1.1.8. The symmetric group is a permutation group. It is a
group of bijections of n elements to itself. That is, for a finite set  (say of
order n) then the symmetric group formed by the set of all permutations of

Q) under the binary operation "composition" is denoted by S,.

Consider the relationship given by the following theorem. The proof of

the theorem is given in the referenced material.

Theorem 1.1.1. [34/ [Cayley’s Theorem/ Let (G,0) be a group. Then G
s 1somorphic to a subgroup of the symmetric group. For a finite group of

order n, the group is isomorphic to a subgroup of S,.

Definition 1.1.9. Let (G, o) be a group, 2 be a non-empty set and - a group
action on (Q relative to (G, o). Then the orbit of w € ) under the action -
is the set denoted by G-w={g-w | g € G}.

Moreover the subgroup denoted by G, = {9 € G | g-w = w} is called

the stabilizer of win G.

Definition 1.1.10. Let (G, o) be a group and 2 be a non-empty set and -
a group action on € relative to (G, o). Then (G, o) is said to be transitive,
(act transitively), if and only if it has only one orbit; i.e G -w = Q, if and
only if {G-w|weQ} =1,Yw € Q. Moreover, "-" is called a transitive

left action on (Q relative to (G, o).



Definition 1.1.11. Let (G,o) be a permutation group and  be a non-
empty set and - a group action on {2 relative to (G, o). Then (G, o) is called

semi-regular if the the stabilizer of w in (G, o) is only the identity element.

Moreover, (G, o) is said to be regular if the following are true [44]:

(i) (G,o) is semi-regular;
(ii) (G, o) is transitive.

Remark 1.1.1. (G-w)N(G-Y) #¢dp=G-w=G-, forw e Qandp € V.
Also, for allw € Q, w € (G - w).

1.2 Elementary Graph Theory

In this section we describe the fundamentals of elementary graph theory.
This material is drawn from [8], [11], [17], [19], [20], [27], [28], [39] and [41].

Definition 1.2.1. Let G be a finite non-empty set of elements (objects)
called wertices, together with a (possibly empty) set of unordered pairs (lines
joining two distinct vertices) of distinct vertices, called edges. Then G =
(V,E), (where, V' denotes the set of vertices and E the set of edges), is
called a graph.

Definition 1.2.2. Let G and H be graphs. Then for G = (V4, E1) and
H = (Va, Es), a graph homomorphism ¢ : G — H is the map ¢ : V; — V4
such that u, v € Vi and wv € Ey, implies ¢(u)p(u) € Es.

Definition 1.2.3. If, in addition to Definition 1.2.2, ¢ is an injection (i.e if 3
a one-to-one correspondence between V; and V5 irrespective of the geometric
appearance/naming of the vertices and such that every and only edges in
graph G have counterparts in graph H) then ¢ is a graph isomorphism
denoted G = H.

Moreover, if Vi = V5 and Ey = FE» then graphs G and H are said to be
identical denoted by G = H.



Definition 1.2.4. Let G be a graph, a graph isomorphism from G to G, i.e
¢ : G — Gis called an automorphism of a graph, and clearly p : Vi — V;
for V; the set of vertices of G. Therefore, each automorphism of a graph is a
permutation on the set V3. However, a permutation on Vi is not necessarily

an automorphism.

The set of all automorphisms of a graph G is the automorphism group of
the graph G denoted Aut(G), if composition is the group binary operation

and all the group axioms are met.

Definition 1.2.5. Let G = (V, E)) be a graph. G is called vertex transitive
if and only if, for each pair of vertices u and v belonging to V, 3 ¢ € Aut(G)
such that ¢(u) = v.

Similarly G is called edge transitive if and only if, for each pair of edges

uv and wz belonging to E, 3 ¢ € Aut(G) such that ¢(uv) = wz.

Lemma 1.2.1. Let G = (V, E) be a graph. Define the map - : Aut(G)xV —
V by -(p,v) = @(v), for each (p,v) € Aut(G) x V. Then - is a left group
action on V relative to Aut(G).

Proof. Let v € V be arbitrary and let e be the group identity of Aut(G).

Then e is the function on V:
e-v=e(v).
Let z, y € Aut(G) and let v € V. Then

- (y-u) =z (y(u) = 2(y(v)),

and
(zoy) - u=(zoy)(u) = (y(u)).
Therefore
z-(y-u) = (zoy) - u
Hence, - is a left group action on V relative to Aut(G). O



Proposition 1.2.2. Let G = (V,E) be a graph. Then the following are

equivalent:

(1) G is vertex transitive;

(2) The map - defined in Lemma 1.2.1 acts transitively on V relative to
Aut(G).
Proof. @ = @ Assume that G is a vertex transitive graph.

Recall that we defined - : Aut(G) x V.= V by -(p,v) = ¢(v), V (p,v) €
Aut(G) x V.

Then, from Lemma 1.2.1, - is a left group action on V relative to Aut(G).

Let u € V be arbitrary. We will now show that

{Aut(G) -v|veV} = {o-v|pe Aut(G), veV}
= {o-ulpeAut(G)}
= {Aut(G) - u}.

Clearly {Aut(G) - u} C {Aut(G)-v|ve V}.

Let t € {Aut(G) - v | v € V'} be arbitrary. Then ¢t € Aut(G) - v for some
veV.

Since G is vertex transitive, 3p € Aut(G) such that ¢(v) = w.
Hence, ¢ - v = u, and ¢ - v € Aut(G) - v = u € Aut(G) - v. Also,
u € Aut(G)-u = (Aut(G)-v) N (Aut(G) - u) # ¢ and Aut(G) v = Aut(G) - u.
Hence, t € Aut(G) - u =t € {Aut(G) - u}
= {Aut(G) - v|ve V} C{Aut(G) - u}.

Hence, {Aut(G) - v|ve V} = {Aut(G) - u}.
However, [{Aut(G) - u}| =1, so [{Aut(G) -v|ve V} =1.

@ = @ Assume condition 2 is true.

Let u, ve V. {Aut(G) - u}, {Aut(G) - v} C {Aut(G) -y | y € V'}. Since -
acts transitively on V relative to Aut(G),



{Aut(G)-y|ye VI =1

Hence Aut(G) - u = Aut(G) - v. Now v € (Aut(G) - v)
= v e (Aut(G) - u), so 3p € Aut(G) such that ¢ - u = v. Thus

p(u) = v.
Hence the two statements are equivalent. ]

Definition 1.2.6. Let G = (V, E) be a graph. Then G is called a directed
graph (digraph) if the edges of G are given one way directions. Otherwise

G is undirected, i.e edges are not assigned specific directions.

Definition 1.2.7. Let G = (V, E) be a graph. Then G is said to be con-

nected if, for every u,v € V, there exists a path from u to v.

G is called a complete graph denoted K, of order n if each vertex is
adjacent to all the other n — 1 vertices of K,, [17].

G is called the complement of G and is defined to be the graph having
the same set V but with E replaced by E such that, for any wv € E, uwv ¢ E
and vice versa. Hence, G = (V, E). If, in addition, G is isomorphic to G, we

say G is a self complementary graph.

Definition 1.2.8. A graph G = (V, E) is called bipartite if the set V can
be partitioned into two non-empty subsets V7 and V5 such that wv € E if

and only if vertices u and v belong to distinct subsets or partite sets of V.

Moreover, if each vertex of V7 is joined to every vertex of V,, then G is
called a complete bipartite graph and is denoted K, ,,, where n = |Vj|

and m = |Va| or vice versa [17].

Definition 1.2.9. Let G = (V, E) be a graph. Then G is called regular if
all the vertices of G have the same degree, more specifically, G is said to be

r-regular, or regular of degree r, where r refers to the degree value.

Moreover G is called strongly regular if, in addition to regularity, G has

these two properties:

10



1 : every pair of adjacent vertices has exactly A common neighbours;

2 : every pair of non- adjacent vertices has exactly g common neighbours.

Definition 1.2.10. Let G = (V, E) be a graph. Then G is said to be a
symmetric graph if Aut(G) acts transitively on a set of ordered pairs of
adjacent vertices. Symmetric graphs are graphs that are both vertex and

edge transitive. Symmetric graphs are also called arc transitive graphs.

Definition 1.2.11. Let G = (V, E) be a graph. Then G is said to be a
semi- symmelric graph if G is undirected, edge transitive and regular

but lacks the property of vertex transitivity.

Theorem 1.2.3. FEvery vertex transitive graph is reqular.

Proof. Let G = (V,E) be a vertex transitive graph. Let u,v € V. Then
there exists ¢ € Aut(V, E) such that ¢(u) = v. Let wy,we, -, wyp—1,wy, be
distinct neighbours of w in (V, E). Then

{u, w1}, {u,wa}, -+ {u,wp—1}, {u, w,}

are edges in (V, E) and deg(u) = n. This implies that

{o(u), p(w1)}, {o(u), p(wa)}, - {o(u), p(wn-1)}, {e(u), (wn)}
are edges in (V, E)
= {Uv (P(wl)}, {’Ua ‘P(U}?)}a T {Ua gp(wn,l)}, {’Ua @(wn)} are edges in (V’ E)

= {o(w)}, {p(w)}, -, {e(wn-1)}, {p(w,)} are neighbours of v.
Also, {@(w1)}, {p(w2)}, -, {e(wn-1)}, {p(w,)} are distinct,

since wy, ws, - - , Wp—1, Wy are distinct and ¢ is injective.
Hence deg(v) > n = deg(u), and clearly deg(v) > deg(u).
In a similar way we show that deg(u) > deg(v).
Now since deg(v) > deg(u) and deg(u) > deg(v), we have that

deg(u) = deg(v). Therefore, G is regular. O

11



Remark 1.2.1. It is not necessarily true that reqularity implies vertex tran-
sitivity; for example, a semi-symmetric graph is reqular and edge transitive

but it is not verter transitive.

A good example of a type of graph we will soon discuss, (strongly regular

graphs), is the Petersen graph, which we define below:

Definition 1.2.12. Let G = (V, E) be a graph. Then G is called the Pe-
tersen graph if G is strongly regular with 10 vertices, 15 edges, degree 3,
for adjacent vertices 0 common neighbours, and for non-adjacent vertices 1

common neighbour.

Figure 1.1: The Petersen Graph

Definition 1.2.13. Let A = (a;;) be an n x n matrix. Then A is said to be

a symmetric matriz if AT = A that is for all 7, j, we have aij = Qjj.
Definition 1.2.14. Let G = (V, E)) be a graph with vertex set V- = {vy,va, -+ , v, }.

Then the adjacency matriz of G is the matrix A = (a;;) where

1if ViV € FE
0 if Vi Vj g E.

aij =
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Remark 1.2.2. Moreover, note that for digraphs a;; is not necessarily equal
to aj; unless it is a multi-graph with the same number of multi-edges on both
directions for every vertex. For graphs with loops, a;; is not necessarily 0,
i.e the diagonal does not necessarily consists of only zeros. (Notice that a;j
represents the number of edges v;v; between the two vertices and for directed
graphs this differs according to the direction of the edge). For weighted graphs
(graphs where each edge is assigned a positive real number called the weight
of the edge) we should also mention the idea of a weight matriz. Here a;j
represents the weight of the v;v; if viv; € E and a;; = oo if viv; € E. The

notions of weighted directed and simple graphs follow similarly.

Definition 1.2.15. Let n € N, and A be an n x n matrix. Then A is called
circulant if and only if the following is true: let t € {1,2,...,n — 1}. If
(a1, as,...,a,) is the ! row then (a,,a1,...,a,_1) is the (t + 1) row.

Moreover a circulant graph G = (V, E) is a graph with circulant adjacency

matrix.

Definition 1.2.16. Let A be an n X n matrix, and I be an n x n identity
matrix. Then we define det(A] — A) to be the characteristic polynomial
of A; det(A — A) = 0 to be its characteristic equation; and the roots of
this equation to be the etgenvalues of A.

Moreover we define the spectrum of A, denoted spec(A) to be the set of all
eigenvalues of A. The spectrum of a graph G, spec(G), is the spectrum
of its adjacency matrix. In addition G and H = (V3, Es) are said to be
isospectral if spec(G) = spec(H).

We further state (in addition to the above definition) the following propo-

sition without proof.

Proposition 1.2.4. [27] Let G = (Vi, E1) and H = (Va, E2) be isomorphic
graphs. Then spec(G) = spec(H).
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Remark 1.2.3. It is not necessarily true that if two graphs are isospectral

then they are isomorphic;

Example 1.2.1. Consider the isospectral digraphs below which are non-

isomorphic:

[ ) 4 { ] [ ) ]

4
A
4
A

Figure 1.2: Isospectral non- isomorphic digraphs [27]

Let u,v be two vertices of a graph. The distance, d(u,v), between u and v
is the length of a shortest path joining u and v. The eccentricity, e(u), of
a vertex u is defined as the distance between u and a vertex furthest away
from u. The radius of a graph is the minimum eccentricity of the graph, and
the diameter of the graph is the maximum eccentricity, over all vertices. If
the graph contains a cycle we define the girth of a graph to be the length
of the shortest cycle, and the circumference to be the length of a longest
cycle [8], [19].

We state without proof the following propositions and refer the reader to

the referenced material for proofs:

Proposition 1.2.5. [11] Let G = (V, E) be a connected graph with diameter
d. Then spec(G) > d+ 1.
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Proposition 1.2.6. [16] Let G = (V, E) be a graph with no odd cycles, such
that the number of mutually nonadjacent vertices for any subgraph of G is
at least half the total number of vertices of that subgraph. Then A € spec(G)
implies —\ € spec(G) if and only if G is bipartite.

1.3 Elementary Cryptography

Cryptography, which will be more formally introduced in Chapter 3, is a
branch of Cryptology. In this section, we use material drawn from [6], [18],
[19], [21], [25], [29], [30], [31] and [35] to describe this relationship, and several

key properties of symmetric stream and block ciphers.

Cryptology

] Cryprography Crypranalysis

Symmetric Ciphiers

Asymrrelric Ciphers

Profoools

The term cryptology was derived from the Ancient Greek word ‘kyptos’
meaning ‘hidden secret’. Cryptology is the science dealing with secret com-
munication, and the mathematics that underpins cryptography and crypt-
analysis. Whereas cryptography is the study of mathematical techniques
to provide information security, cryptanalysis is the study of mathematical
techniques to defeat information security; it is the study of mathematical
techniques to crack the encryption algorithm and obtain the information
without knowledge of the cryptographic keys. Cryptography and cryptanal-

ysis have fought an ongoing war against each other since ancient times [35].

Egyptian hieroglyphs is a symbolic language that was used by ancient
Egyptians to express their communication. This incorporated alphabets and

logo-graphs. The first known evidence of the practice of cryptography uses
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non-standard hieroglyphic symbols, although the writing is not necessarily
an application of pure cryptography but rather some sort of encoding that
aims not to hide information but to change the way it appears. This practice
of cryptography dates to 1900 BC [25].

AlPhabel”b mbols {\ BJ Byt [H)w qu — | ] w|_.‘ g R'j Jl\ aK'km
. Q‘ 5< g Ff.'cii"" - ?:ii':) } S Ids“ 7—*‘
Determinative Sqmbofs ﬁ ﬁ &3:.5 Y ETE
= Male | Female| Father [Mother | Plural
Word fxamp[e% m.ﬁ }ﬁ] I'® { I o | Zye BT
Greetings 1/ Me Happy Kiss year Month Day Night
| ;
100 (1,000 10,000 | 100,0000 | One Million
Numbers II ‘2_ Ham e ||||| 6HI 7|'|'|'| 3”"‘9'% IOﬁ i \ » ﬂ‘

Figure 1.3: Egyptian Standard Hieroglyphic Symbols and Translations

Considerable progress has occurred since, due to the large increase of
literate personnel, the invention of pen and paper, the discovery of comput-
ers, and so on. Crucial to these developments was also the development of
mathematical sophistication. For example, consider the earliest known com-
monly used transposition cipher where characters of a word are just shuffled
in order to hide the meaning, the well known Caesar’s Cipher by Julius
Caesar around 100 BC. Caesar used the substitution cipher with the shift 3
to convey secret messages to his army generals. Each letter in the alphabet
of his message was shifted 3 units down the English alphabet, such that, A
would be replaced by D, Z by C and so on. This cipher, although used
successfully, is vulnerable to attack, depending entirely on the complete lack

of mathematical knowledge on the part of the enemy.

Parallel to the development of cryptography has been cryptanalysis, es-
pecially after the development of complex computer based ciphers following

the invention of digital computers and electronics after World War II [6].

The type of encryption cipher used in Caesar’s cipher and many more

built before the 1970’s is private-key cryptography. During the 1970’s public-
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key cryptography was discovered and there has been much work done on both

families of encryption ciphers since.

Private-key cryptography (also called symmetric cryptography) is the idea
of cryptosystems that make it computationally feasible to compute the de-
cryption from knowing the corresponding encryption key and or vice versa.
The concept also includes cryptosystems where the decryption key is exactly
the encryption key, in which case the main objective is exchanging the key.
This presents many challenges including protecting the key during exchange,

and transportation.

Public-key cryptosystems, are asymmetric-key cryptosystems and they
aim to make it computationally infeasible to compute either key (encryption
or decryption) from the other. The idea of this cryptography was proposed
by Diffie and Hellman in their paper [18].

One of the well known public-key cryptosystems is the RSA cryptosystem
which was a solution to the problem Diffie and Hellman encounted finding
a suitable trapdoor one-way function that would be useful in constructing a
public-key cryptosystem. Ronald Rivest, Adi Shamir and Leonard Adleman
invented this cryptosystem in 1977, and it is used to this day.

However public-key cryptography can not fully replace private-key cryptog-
raphy due to numerous challenges, including: speed, resource intensiveness
and message size. Hence, the study of private-key cryptosystems continues,

and in this dissertation we focus exclusively on private-key cryptography.

We now introduce some basic terminology and mathematics, focusing on
private-key cryptography. The main objective of cryptography (irrespective
of the type of the cryptosystem) is for secure communication in an unsecured
channel. To achieve this, cryptography has had a long history of mathe-
matically achieving its cryptographic goals (confidentiality, data integrity,

authentication and non-repudiation).

We shall refer to a plaintext or simply a message, say M, as being the
original intelligible information fed to the algorithm (maybe in any format
or language). The format of M is converted by a process of encoding into a
particular acceptable format or language for efficient transmission, and this

process only requires an algorithm or cipher (cypher).
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Modern cryptography introduces the concept of a key (encryption key) and
is a process of disguising the message so as to hide or protect it from any
intruder in an unsecured channel, and this disguised message is then called
a ciphertext (or cryptogram), whilst the reverse process or the process of
reattaining the plaintext (M) from a ciphertext (C) is called decryption or
deciphering and just like encryption (enciphering), it involves or requires
both an algorithm and a key. The presence of a key during encryption and
decryption is one that makes it clear that encoding and decoding is not an
ideal way of defining cryptography. Decoding is simply the reverse process

of encoding, at least for symmetric ciphers.

There are two important symmetric-key ciphers that we shall discuss,
stream ciphers and block ciphers. Stream ciphers act explicitly on each bit
of the plaintext by combining it with a generated key. In the case of block
ciphers, the message M is divided into blocks of fixed length, say d, and
encryption is performed separately on each block thus producing a block of
the same size for the ciphertext and these are joined together in different

special ways that themselves provide better security [6].

Paar and Pelzl, in their text "Understanding Cryptography”, [31], give
the following figure (Figure 1.4) to illustrate the difference in the mechanism
of stream ciphers and block cipher in Symmetric Cryptography. Notice that
the block length is d in the illustrations below, but in the first diagram
(stream cipher) each bit of the plaintext is encrypted with the encryption
key individually, whilst in the second diagram (block cipher), the plaintext
is divided into blocks of length d, each of which is then encrypted as a block
with the encryption key (K).
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Zox1 -+ T4 — Stream Cipher (with encryption key K) ——— Yoy1 -

Zo

x1

Block Cipher (with encryption key K)

Zd

Figure 1.4: The mechanism of stream and block ciphers

The Mechanism of Stream Cipher

Suppose z;,y;, ki € {0,1}, where z; is a bit of the plaintext, y; a bit of the
ciphertext and k; a bit of the keystream. Then the encryption is performed
as follows:

yi = ek, (zi) = x; + ki mod 2, where ey, denotes using key k; to encrypt.

Next we show that decryption is performed in a similar way, that is:

x; = di,;(yi) = yi + ki mod 2, where dj, denotes using key k; to decrypt.
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Proposition 1.3.1. Let y; = z; + k; mod 2. Then dy, = x;.

Proof. Assume that y; = ey, (x;), where z;,y;, k; € {0,1}.
Then

dr, = y; + k; mod 2
= ($i+ki)+ki mod 2
= x; + 2k; mod 2

= z; mod 2

O

Remark 1.3.1. Since calculations are performed in base 2, we must first
convert the format to ASCII.

Example 1.3.1. To encrypt a message such as:
BEWARE THE ARMY!

we look for the corresponding ASCII code and generate the plaintext in the

format we require:
01000010 01000101 01010111 01000001 01010010 01000101 00100000 01010100

01001000 01000101 00100000 01000001 01010010 01001101 01011001 00100001.

In order to proceed, we require a keystream to perform encryption, so the
following introduces the idea of a keystream in a stream cipher, in order to
highlight that the computation of these key bits is in fact the heart of a

stream cipher.

The idea of security (cryptographic) keys in stream ciphers, involves
an understanding of logic gate truth tables and random number generators
(RNG), which are core to this cipher.

From the logic gate truth tables let us single out the 2-input Exclusive-
OR (XOR), which we will be using in this cipher. Exclusive-OR is a logic

gate function that, for "1:- true and 0:- false", gives as output 1 only when
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(only) one of the inputs is 1 else it gives 0. The bits of the plaintext and

those of the keystream are “combined” or encrypted using XOR operations.

The security of stream ciphers lies not on the XOR mechanism, but
upon the randomness of the keystream generator. Amongst the three RNG-
true random number generators (TRNG), pseudo-random number genera-
tors (PRNG) and cryptographic secure pseudo-random number generators
(CSPRNG)-suitable for stream ciphers, we shall discuss the PRNG and from
this example illustrate important attributes common also to the other two.
Pseudo-random number generators generate a string of numbers which are
not in a sense completely random since the sequence is easily reattained un-
like in TRNG, where it is almost impossible to reattain the sequence. The
randomness of this sequence lies in the initial value called the seed (ko) and
the rest of the sequence is the result of the function of the preceding value,
that is, given the seed kg then k1 = f(ko), and

kz‘_;,_l = f(k’,), where i € Ng.

On the other hand CSPRNG differs from this in that given some bits, say ¢
bits of the keystream, it is almost impossible to compute the next keystream
bit and even the preceding bits using the current t** bit, but possess the

pseudo-randomness property to a degree.

Consider Example 1.3.1 and suppose PRNG is being applied to this problem
to generate a keystream ko, k1, - -- from a chosen seed value, and a function,
(say based on the linear congruential generator) and the generated keystream
becomes something like:

01110001 ------

Then, performing encryption gives:

01000010
@©01110001
00110011

Clearly we notice that with this key the first symbol "B" of the plaintext after
encryption and decoding by ASCII reads as "3", and also the involvement

of the XOR. The rest of the message follows the same pattern.
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Proposition 1.3.1 assures us that decryption follows in a similar way with

the same key. Hence we will have:

00110011
®01110001
01000010

which returns "B” after decoding.

An attack described by Paarl and Pelzl [31] on PRNG motivated the in-
vention of CSPRNG. However, PRNG remains an important cipher.

The Mechanism of Block Cipher

Suppose that z; is a bit of the plaintext, y; a bit of the ciphertext and k;
a bit of the keyspace where z;,y;, k; € {0,1}. Suppose M is a n-bit long
plaintext. Then M is partitioned in blocks of length d (block-length, where
n > d). Then a block cipher in symmetric cryptography maps each plaintext
block of length d to a d-bit ciphertext. As an aside, note that the larger the
value of d the higher the security but the slower the operation, and that most
of the modern block ciphers have d > 64-binary bits.

Menezes, Van Oorschot and Vanstone [29], define block cipher encryption

function as a bijective map,
E: Vd x K — Vd,

where KC is the keyspace containing subkeys K; for some i, and the map is
denoted Ex(P) or E(P, K), for P the plaintext.

However, the details of the cipher algorithm vary with the type of block
cipher, some of which currently in use include the Data Encryption Stan-
dards (DES), Triple-DES, Advanced Encryption Standards. To motivate the
study described in Chapters 3 and 4, we look at the mechanism of this ci-
pher through a non-fully detailed discussion of DES. This should highlight
that the security of this cryptosystem relies heavily on the construction of
powerful substitution bozes (S-boxes), which are functions that take some
number of input bits, say r, and transforms them into some number of out-

put bits, say ¢, where r and ¢ need not be the same. These functions are
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presented in a form of tables and are the heart of the encryption in most
modern block ciphers. The design of these functions (S-boxes) is a difficult
task since one needs to ensure that they possess certain properties to ensure

strength against a range of powerful cryptanalysis attacks.

Mohamed et al in the paper Study of S-box Properties in Block Cipher, [30],
draw attention to a number of properties S-boxes ought to possess in order
to survive powerful cryptanalysis, and furthermore claims that the process
of creating new powerful S-boxes never ends, with various methods being ap-
plied to make them strong. Some of these properties include non-linearity,
balanceness, the strict avalanche criterion, algebraic complexity, differential

uniformity, robustness amongst others.

Example 1.3.2. Consider the message
BEWARE THE ARMY!
from Example 1.3.1 which was encoded (ASCII) as:
M = 01000010 01000101 01010111 01000001 01010010 01000101 00100000 01010

10001001000 01000101 00100000 01000001 01010010 01001101 01011001 00100001.

Suppose we apply a DES block cipher with the keyspace:
K = 0111000001100111001010100010010101010010011110100010000001011111.

Although DES partitions the plaintext to block of length d = 64-bits and
chooses a key of size 64-bits as well, it then ignores the 8-bit of every byte
of that 64-bit key such that:

K* =01110000110011001010100100100101001011110100100000101111.

Hence, a 64-bits plaintext M is operated using a 56-bits key IC*.
What follows is the desription of the algorithms of DES according to

the DES steps. Note that this process involves many given permutations.
Since DES uses a Feistel cipher, it operates its algorithms in rounds (r).
For DES, r = 16-rounds. Hence, we are expected to generate 16-subkeys
(K, for 1 <i < 16).
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First, by applying permutation on I, according to table PC-1 given in
[29], and ignoring those that do not appear on the table because they do not
fall on K*, we get

PC-1 (K \ {8 — bit of every byte of that 64-bit key}) =

0000000010110011011011111011101111101000001010100100001.

We then split the result of PC-1 into two equal halves, labelled Cy = left
half and Dy =right half. Hence each half has 28-bits and is:

Cp = 0000000010110011011011111011,

Dy =101111101000001010100100001.

To obtain C; and D; for all 1 <14 < 16, perform a left shift according to the
left shift schedule of C;_1 and D;_1 for all 16 iterations, and that will give
17 pairs of C; and D; inclusive of Cy and Dy to Cig and Dqg.

Next concatenate each pair using table PC-2 given in [29], to form 16-
subkeys K, such that,
PC-2 [C3D3].

That is,

Notice that by performing this operation, each subkey reduces in size from
56-bits to 48-bits as results of PC-2. Now that we have 16-subkeys of 48-bits
long each, the next step focuses on algorithms performed on the plaintext

itself and is followed by the use of S-boxes, the core of block cipher.

The first process in this step uses an initial permutation function (IP)
of 64 characters given in [29], to give the new arrangement of the bits of
plaintext. Recall that we have partitioned the plaintext into block of d = 64-
bits. Hence, we encrypt each 64-bit block individually by applying IP to each
partitioned of M, say M;, for some integer i. The I P(M;) is also 64-bits long
as M; so we then split IP(M;) also into two halves of size 32-bits each and
label the left half Lg, the right half Ry.

From Lg we build L1 = Ry and define a rule that any L; = R;_1, for

some ¢, whilst on the other hand to generate R; for ¢ > 0, we define the rule
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Ri=Li 1 fk,(Ri—1,). Here, fg, is the round function. This makes use
of the E bit-selection table given in [29], to increase the size of R;_1 from
32-bits to 48-bits by repetition. This is done so that the size of each R;_; is
the same as the size of a subkeys which is 48-bits. Then E(R;_;) which is
48-bits, is combined with the subkey K; by use of the XOR explained earlier.
That is, we calculate:

E(Ri—1) ® K,

and get a 48-bit, answer. This is then divided into groups of 6 bits named B1-
B8, (that is F(R;—1) ® K; = B1B2B3B4B5B6B7BS8). These 6-bit strings
are used as coordinates to locate positions in the respective S-box, which are
mathematically constructed tables which are defined by functions of special

properties to provide security.

Each 6-bit number gives an idea of a row in an S-box by combining the
first and last bit, for example if the number is 111010 and is named B5, then
one has 1 and 0, giving rise to 10 in Zy and that converts to 2 in Z, and
hence row 2 of the S-box; the rest of the 4-bits are 1101 which converts to 13
in Z, and hence column 13 in the S-box. Row 2, column 13 in S5 has entry
3, that is, S5(B5) = S5(111010) = 319 = 00115. [Note that the columns and
rows are labeled 0-15 and 0-3 respectively].

Iteratively one can construct:
S1(B1)52(B2)S3(B3)S4(B4)S5(B5)S6(B6)S7(B7)S8(B8).

The next step involves assigning the value of the function f which is 32-bits

long:
f = P[S1(B1)S2(B2)S3(B3)S4(B4)S5(B5)S6(B6)S7(B7)S8(B8)]

where P is a permutation table and that is XORed with L; to get R; =
Li—1® fr;(Ri-1).

So clearly we managed to get L; and R; for all 1 <1¢ < 16, so we selected
the last iteration L1 and R and swap their positions to get RigL16 then
permute the 64-bit long Ri6L16 by the IP~! table given in [29], to yield the
ciphertext.

It is worth stating that all ciphers are classified or rated according to the

25



two definitions that follow:

Definition 1.3.1. A cipher is said to possess unconditional security if it

is not defeatable even with infinite computational resources.

Definition 1.3.2. A cipher is said to possess computational security
if the only way it could be defeated is by the application of a particular

algorithm for at least n operations.

According to these definitions all currently known practical ciphers both
private-key and public-key are NOT classified as unconditionally secure, and
at best possess computational security. However, even that is still an issue
since identifying a suitable particular algorithm maybe almost impossible for

a particular cipher [31].

Summary

The idea of this dissertation is to highlight the relationship between graph
theory and cryptography. Hence, this chapter introduced the basics in both
fields. We considered the basics of group theory and algebra so as to bring
to the readers attention the foundations of group and important properties
that link them with certain graphs. This lead us to the next chapter where
we look at Cayley graphs and strongly regular graphs which form part of the
family of algebraic graphs.

Having considered basic definitions of concepts used in graph theory so
as to discuss Cayley graphs and strongly regular graphs, in Section 1.3, we
introduced cryptography (both public-key and private-key) with the aim of
elucidating the difference. We then focused on private-key cryptosystems
thus introducing stream ciphers and block ciphers, their mechanisms and

mathematics.

In the chapters that follow we make use of these preliminaries to define in
Chapter 2, certain graphs (Cayley graphs and strongly regular graphs) and
in Chapter 3, certain cryptographic functions (Boolean functions and bent
functions) useful for the design of stream ciphers and block ciphers. Chapter
4 congsiders the manner in which relationships may be established between

the objects of study in the preceding chapters.
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Chapter 2
Algebraic Graph Theory

In this chapter, we study the definitions and properties of Cayley and strongly
regular graphs which are sub-families of the family of algebraic graphs. We
will look at some of the results drawn from the properties of these graphs,
although we will limit our study to results that will help us investigate the
link between these two families and the cryptographic functions that will be
studied in the next chapter. This review will include concepts like eigenvalues
of these graphs, circulant graphs defined from Cayley graphs, the spectrum
of graphs and partial difference sets. This material is drawn from [3], [4], [8],
[10], [23], [26], [25] and [41].

2.1 Introduction

The study of Graph Theory begins with the discoveries of a Swiss Mathe-
matician Leonhard Fuler (April 15, 1707- September 18, 1783) in his work
on the problem of the Seven Bridges of Konigsberg in 1735/6. At this stage
Euler had just introduced the idea without naming it and later the idea was
used in the Knight tour problem. Frequent reference to the idea and tech-
nique to solve problems triggered the introduction of the terminology of a

graph in 1838.

Later, more problems were investigated using the idea of graphs. Graph
theory as a field grew and questions rose about graphs. Strategies to answer

these questions were put into practice, one of which was an extension to
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graph theory which looked at addressing problems in graphs by means of
algebraic methods. The idea of algebraic graph theory was introduced
and studied, where ideas from algebra and group theory were put into good

use.

2.2 Cayley Graphs

Arthur Cayley, a British male mathematician (August 16, 1821 - January
26, 1895), first introduced the idea of group based graphs by consideration
of what we today call Cayley’s Theorem. He named this group constructed
graph the colour group and later it was renamed the Cayley graph or Cayley

colour graph.

In this section we take a closer look at Cayley Graphs as they will be used
in the application to cryptography. Cayley graphs are graphs constructed
via groups. We therefore make use of elementary group and graph theory to

elucidate the connection between group theory and graph theory.

Definition 2.2.1. Let (G, o) be a group, and let Q be a non-empty set such
that Q C G, and Yw € Q we have w™! € Q, i.e Q is symmetric, but eq € Q
for eq the identity element of GG. This shall henceforth be refereed to as an
“inverse stable, identity free set" relative to G or a “Cayley set". Then the

Cayley graph G(G,Q) = (V, E) is the graph with the following properties:

(i) V={g9lg€G}

(i) E={gk|k=gowforweQ,ge G}.

Cayley digraphs differ from Cayley graphs in that they have directions. In
this dissertation we focus exclusively on Cayley graphs, that is those where

edges have no direction.

Example 2.2.1. Consider the group (Zs,®) and S C Zg such that
S={1+8Z,7+ 87,3+ 8Z,5+ 8Z}. Now since

Zs = {87,1+ 87,2+ 87,3 + 87,4 + 87,5 + 87,6 + 87,7 + 87},
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notice that the identity ez, ¢ S but for all z € S we have z~! € S; all the
properties to be met in the construction of Cayley graphs are satisfied. We

can now write the Cayley graph:

g((Zg,@),S) = (Zg,{{.’ﬂ,y} | T,y € ZSvak € S such that y=x® k})

Hence, V(G(Zs, S)) = Zg, and

E(G(Zs,S)) ={{87,1+ 8Z},{8Z,7 + 87Z},{87,3 + 87}, {87Z,5 + 87},
{1+87,2+87Z},{1 + 87,82}, {1 + 87,4 + 8Z}, {1 + 87,6 + 87},
(2 + 82,3+ 8Z}, {2+ 8Z,1 + 8Z},{2 + 8Z,5 + 8Z}, {2 + 8Z, 7 + 8Z},
{3+ 87,4+ 8Z},{3+8Z,2+8Z},{3 +8%Z,6 + 87}, {3 + 87,87},
{4+ 8Z,5+ 8ZY, {4+ 8Z,3 + 8Z}, {4 + 8Z,7 + 8Z}, {4 + 8Z,1 + 8Z},
{5+ 87,6+ 8Z}, {5+ 8Z,4 + 8Z}, {5 + 8Z,8Z}, {5 + 87,2 + 87},
{6+ 8Z,7 + 8Z}, {6+ 8Z,5+ 8Z}, {6 + 8Z,1 + 8Z}, {6 + 8Z, 3 + 8Z},
{7+ 87,872}, {7+ 8Z,6 + 8Z}, {7 + 8Z,2 + 8Z}, {7 + 8Z,4 + 87} }

which gives the Cayley graph:
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0+ 8%Z 14 8%Z

7+ 8Z 2+ 8Z
6 + 8Z 3+ 8Z
5+ 8Z 4 + 8%

Figure 2.1: Cayley Graph on (Zg) and S C Zg
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Definition 2.2.2. A generating set S of (G,-) is defined as a set S for
which G = (S), where

(S) ={s=g1-ga-gn | Vi€ {l,--- ,n},g; € G, such that, g; € Sor g; ' € S}.

Theorem 2.2.1. A Cayley graph G = ((G,-),Q) is connected if and only if
Q is a generating set of the group (G, ).

Proof. “ =" Suppose G is connected. Then for any g;, g; € V(G((G,-),?))
there exists a {g; — g;} path. We want to show that

D =Ge{g - gn|lgcQorglecQ}=0G.

Clearly {g1---gn | 9 € Q or g;l € O} C G. Let g € G and eg the
identity element of (G, -) under the binary operation. Since
G = ((G,-),Q) is connected, there is a path from eg to g described as

P = €G,T1,X2, " ,Tn-1,Tn,g-

However G = ((G, -), Q) is the Cayley graph of (G, ). Hence, the following
is true for any ¢ € N,w; € Q) :

Tl = €eqg - Wi,

T2 = X1 - W2,

Tp = Tn—1 " Wn,
g = Tn " Wnti,
= Tp-1"Wn " Wntl

= Tp-2 Wnp-1 " Wn  Wntl

=T W2 W3 W4 ... Wpti

= W1 W2 W3 -Wyq-... Wnpitl-

Then G C {g1---gn | gi € Qor g; ' € Q}. Therefore (Q) = G.
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“ <=7 Now suppose (2 is a generating set of the group (G,-), that is
(Q) =G. Let g,h € G = g,h € (). We want to show that there is a path
from g to h.

Since g, h € (), then:

g=T1 ... Tn-€eQ x; €Q or x;leQ

h=eg-y1 - Yn yi € Q or yi_IEQ.
Here, Vi, x;,y; € Q.

Claim: 1 - Ty, T1 - Tp—1,T1°** Tp—2,T1 " Tp—3," "+ , T1T2T3, T1T2, T1, €G,

Y1, Y1Y2, Y1923, Y1 Ym—1, Y1 Ym 1S & walk in G((G, ), Q).
Now for {1+ xp, 21 Tp—1} to be an edge in G((G, -),N):

:(:1-~-xn_1:(x1--~xn)-k1 forsomek1€Q

:(acl--wn)-x;l xiGQ:x;IGQ,foralli.

Therefore {z1 - xp,z1---Tp_1} is an edge in G((G, ), Q).
Similarly for {z1 - xp_1,21---Tn_2} to be an edge in G((G, -),2):

X1+ Tp_o = (x1 - 2p_1) - k2 for some ko € Q)

:(acl---xn_l)-aﬁnil xiGQ:>a?i_1€Q, for all <.

Therefore {z1 - xp_1,21- - Tp_2} is an edge in G((G, ), Q).

Continuing in this way, we see that
Tl Tp, L1 Tp—-1,T1 " Tp-2,T1 """ Tnp-3, " ,L1T2X3,T1T2,T1, EG

is a walk.

Next we show that {eg,y1} is an edge in G((G, -),2):
Y1 =¢eG - Y1
Therefore, {eq,y1} is an edge in G((G,-),2).
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Similarly {y1,y1 - y2} is an edge in G((G,-),Q):
Yi-y2 =14 Y2
Continuing in this way, we see that

€GH Y1, Y1Y2, Y1Y2Y3, - s Y1 Ym—-1,Y1 """ Ym

is a walk, and our claim is substantiated.

Since g =1 2, -eqg and h = eg - Y1 - - - Yn, there is a walk between g
and h. Therefore, since for all g, h € G((G, -), S) there is a path from g to h;
G((G, ), Q) is connected.

O

Although the following theorem is not proved in this dissertation, it is
listed without proof because it gives a clear relationship between circulant
graphs and Cayley graphs for the purpose of classifying Cayley graphs. The

referenced material provides the proof.

Theorem 2.2.2. [/] Circulant graphs are Cayley graphs if and only if they

are connected.

Lemma 2.2.3. Let (G,0) be a group. Let Q be a non-empty, "inverse sta-
ble" (every element has an inverse in ), identity free set relative to (G, o)

and g € G arbitrary.

Define p : G — G by p(x) = gox for eachx € G. Then ¢ € Aut(G((G,0),Q)),
for any G((G,0),Q) a Cayley graph.

Proof. First we show that ¢ is a bijection from G to G. Take «a,8 € G.
Assume that ¢(a) = ¢(8). Then

goa=gof
= g logoa=glogop
= egoa=cegof
= a =0, .. is injective.
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Now take 8 € G. We want to show that 5 = ¢(«). That is, we must show

f=goa
&g lof=glogoa
sglof=egoa

sSglof=a.
Note that o = g~ o B € G by closure. Moreover, by construction,

p(a) =p(g~" o B)
=go(g'op)
=(gog ")op
=egof

=0 .. s surjective.

This shows that ¢ is bijective.

Let a and b be arbitrary objects. Suppose {a, b} is an edge of G((G, o), ).
Then there exists some k € 2 such that b = a o k. Hence

gob=go(ack)
—(goa)ok
= ¢(b) = p(a) o k
= {p(a),p(b)} is an edge in G((G,0),Q)
= ¢ € Aut(G((G,0),Q)). O

Theorem 2.2.4. FEvery Cayley graph is vertez transitive.

Proof. Let G be a Cayley graph. Let x,y be arbitrary vertices of G.

Since G is Cayley, there exists a group (G, o) and €2, a non-empty inverse
stable and identity free set relative to (G, o), such that G = G((G, o), Q).

Now yoz~! € (G,0). Define ¢ : G — G by ¢(g9) = (yox1) o g for all
g € (G,0).
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We have ¢ € Aut(G((G,0),2)) by Lemma 2.2.7. Hence,

p(z)=(yoz oz
—yo(eloa)
—yoeq

=y which implies that G((G,0),) is vertex transitive.

O]

Remark 2.2.1. It is not necessarily true that vertex transitivity implies
Cayley, (the converse of Theorem 2.2.4). The fundamental theorem for rec-
ognizing Cayley graphs (given below) helps us to identify vertex transitive

graphs that are not Cayley.

In an effort to identify Cayley graphs, Gert Sabidussi presented the funda-
mental theorem below. We state without proof Sabidussi’s theorem and refer

the reader to the referenced paper for the proof.

Theorem 2.2.5. [8/, [37] [Sabidussi’s theorem| A graph G = (V, E) is a
Cayley graph if and only if Aut(G) contains a regular subgroup.

Example 2.2.2. The Petersen graph P is one good example of a vertex
transitive graph such that 7 r-regular H subgroup of Aut(P) for some 7.
This is a difficult and lengthy result to prove, and the reader is referred to
[8] for details.

We also show that the cyclic graph Cg is vertex transitive:

Example 2.2.3. Counsider the group Zg = {6Z,1 + 6Z,2 + 6Z,3 + 67,4 +
6Z,5+ 6Z}. If S C Zg such that S = {1+ 6Z,5 + 6Z}, then we note that

eze € S and for all z € S there is x~1 € S. Hence, we may construct

g((Z()a@)?S) = (Z(ia {{-T,y} ‘ T,y € Zg, 3k € S such that y=z® k})
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where V(G (Zs, S)) = Ze and

E(G(Zg,S)) ={{6Z,1+ 6Z}; {6Z,5 + 6Z};
{1+6%Z,2+6Z};{1 + 6Z,6Z};
{2+ 62,3+ 6Z}; {2 + 6Z,1 + 6Z);
{3+ 6Z,4+ 6Z}; {3+ 6Z,2 + 6Z)};
{4+ 6Z,5+ 6Z}; {4 + 6Z,3 + 6Z);
{5 + 6Z,6Z}; {5+ 6Z,4 + 6Z}}.

0+ 6%

7N

5+ 6Z 1+ 6%

4+ 6Z 2+ 6Z

NS

3+ 6Z

Figure 2.2: Cayley Graph on (Zg) and S = {1+ 6Z,5 + 6Z}

Proposition 2.2.6. Let G(G,Q) be a Cayley graph. Then G(G,Q) is |-

reqular.

Proof. Suppose G(G,) is a Cayley graph. Then Q C (G,o) and for all
g€ V(G(G,Q)),g € G. Also, define the neighbors of g as being:

{k|gk e E(G(G,Q)) if and only if k = gow for w € Q,g € G}.
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Hence, the degree of ¢ € G would be the number of all w € Q. Therefore
G(G,0N) is |Q-regular. O

Next, we recall our earlier definition of the adjacency matrix and the
eigenvalues of a graph, and use them to define the notion of an adjacency
operator of any graph on any given eigenfunction. We are, of course, partic-

ularly interested in the case of a Cayley graph.

Definition 2.2.3. Let G = (V, E) be a graph with A = (a;;) as its adjacency
matrix, where v;, vj label elements of V. Define f to be an eigenfunction of

A. Then we define an adjacency operator A of G on an eigenfunction

[ by (Af)(vi) = 3 ev aiji f(v;)-

Let vy, v, -+ ,v, € V. Then generally in matrix form, [26],
ail a2 -+ Qlp f(v1) ZZ:l aif(vy)
Af— asi az - Ay f(v2) _ > opq a2k f(vg)
Anl Ap2 - Qpp f(vn) Zzzl ankf(vk)

For the special case of Cayley graphs G(G, 2), the adjacency operator on
an eigenfunction can be simplified to be (Af)(g9) = > cq f(g o w), where
g e G [26].

Example 2.2.4. Let us consider the Cayley graph defined in Example 2.2.3
and as an example show that the special rule for obtaining the adjacency
operator of Cayley graphs on an eigenfunction gives the same answer as the
general method for all graphs for obtaining the adjacency operator on an

eigenfunction. The given Cayley graph has the adjacency matrix:

010001
101000
010100

A0 =1 5 0 1 0 1 0
000101
100010
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010001 F(67)
101000 f(1+62)
af—| 010100 f(2+62)
001010 f(3+62)
0007101 f(4+62)
100010 f(5+62)

From this we notice that (Af)(4 +6Z) = f(3+ 6Z) + f(5 + 6Z).

Considering the method defined for the special case of Cayley graphs for
obtaining the adjacency operator on an eigenfunction we evaluate (Af)(4 +
6Z): In Example 2.2.3 we are given S = {1 + 6Z,5 + 8Z}, so

(Af)(4+6Z) =) f((4+6Z)os)

SES
= f((44+6Z)+ (1+6Z))+ f((4+6Z) + (5+ 6Z))
= f((5+6Z) + f((3+ 6Z);

and we notice that the two methods agree.

Consider the following lemma that displays the relationship between the
spectral information of a Cayley graph and characters of the Abelian group
used in constructing the graph. The proof for this lemma is given in the

referenced material.

Lemma 2.2.7. [42] Let (G,0) be an Abelian group, x, : G — C the charac-
ter of (G,0) and  the Cayley set. Let G(G,Q) = (V, E) be a Cayley graph,

and Ag its adjacency matriz. Then

1

9] Z Xo(w), gives the eigenvalue of G(G,),

we

associated with x, and the characters of (G, o) are the corresponding eigen-

vectors of G(G, Q).

Definition 1.2.8 introduced the idea of bipartite graphs. The example
below will help us explore bipartite Cayley graphs:
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Example 2.2.5 (Bipartite Cayley Graph). Suppose that
g((D4) )73) = (V7 E) = (D4,{{£L‘,y} | T,y € D47§|k € S such that Yy = I’kﬁ})

is a Cayley graph of the Dihedral group on two generators defined by the
vertex set below, a, 8 € (G,-) and « # 3, where (G, -) is a group.

If S = {a,a3, 3}, then:

V(g(D4’S)) = <O‘75 | ot = 62 = (O‘B)Q = €D4>

2 3 2 3
:{€D4,OZ,OZ , O aﬁ,aﬁva ﬁaa ﬁ}a

and

E(G(D4,S)) ={{ep,, o}, {ep,, B}, {en,, o’}
{o,a®}, {a, a8}, {a,ep,},
{a?, 0%}, {a?, 0?8}, {a? a},
{o® ep,} {o®, a®B}, {a’, 0?},
{B,a8},{B,ep,}, {8, *B},
{aB, 0?8}, {aB, o}, {aB, B},
{a?8,0%8}, {08, 0%}, {a?8, a3},
{a*8,8},{a’B, 0’} {a®B,a”B}}.

Now let V(G(Dy, S)) be partitioned into two partite sets, V1, Vo € V(G(Dy, S))
such that:

Vl - {6D47a27aﬁ7a3ﬁ}
VQ - {O{,B,OCB,OZQB}-

This yields the defined bipartite Cayley graph:
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ep, B

a? «Q
af ol
a3p a?p

Figure 2.3: Bipartite Cayley Graph
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2.3 Strongly Regular Graphs

Strongly regular graph, were first discovered and studied in 1963 by Raj
Chandra Bose when he used the ideas of graph theory to solve problems in
his work in design theory and in the theory of error-correcting codes [23].
(To be specific, with the aim to survey association schemes of partially bal-
anced incomplete block designs [10]). These graphs quickly became core and
used in many other studies inclusive of that by Donald Gordon Higman in
his work on representation theory. Later they were seen to play a major role

in the study of cryptography.

In this section we take a closer look at strongly regular graphs so as to
prepare for the chapters that follow where they will be used in application
to cryptography. The results reviewed below include both those which are
group theory based and those combinatorial; the reader is referred to the

following sources for further details: [3], [28].

Definition 2.3.1. Let G = (V, E) be a graph. Then G is called a strongly

regular graph if and only if the following is true:

1 : G is a regular graph;
2 : There exists A, u € Ny such that:

i: Forall u,v € V(G) if u # v and {u,v} € E, then
[Ng(u) N Ng(v)| = A;

ii : For all u,v € V(G) if u # v and {u,v} € E, then
[Ng(u) N Ng ()] = p,

where Ng(u) is defined as the set of vertices that are neighbours

of vertex u.

Remark 2.3.1. A strongly regular graph has the following parameters:
o n := number of vertices of the graph;
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o 1 := uniform degree per verter;

e \ as defined in Definition 2.5.1 [number of common neighbors for ad-

jacent vertices/;

e 1 as defined in Definition 2.3.1 [number of common neighbors for non-

adjacent vertices/,

and these would generally be given in the form (n,r,\,u) for any strongly

reqular graph. Hence, we shall follow this convention in this text.

Example 2.3.1. A widely used example of a strongly regular graph is the
Petersen graph discussed in Definition 1.2.12. Notice that the parameters of
the Petersen graph as given in the definition satisfy the conditions of strongly

regular graphs.

There are many other examples of strongly regular graphs. For example,
Paley graphs, are graphs constructed from the ring Z/pZ and the identity

free, inverse stable set Q = {2?|x € Z/pZ} and they are strongly regular
(p—1) (pf)) (pzl))
b} 2 bl ) .

with parameters (n,r, A, 1) as (p A particular case is

described below.

Example 2.3.2. Let G = (V,E) be a Paley graph with p = 13. Then
V(G(Z13,S)) = Z3, and since ez,, € S,

S ={1+13Z,3+ 13Z,4 + 13Z,9 + 13Z,10 + 13Z, 12 + 13Z}.

To avoid having a messy graph we give a twisted drawing with none of
the mathematics changed and with every vertex given to mod 13. Note that
the ordering of the vertices does not affect the graph mathematically. Hence
any mathematically correct drawing is acceptable. The key to understanding
this diagram is sticking to the name of each vertex and noting that repeated

vertices are to be regarded as just one vertex.
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VAV
TAVA
VAV
AVA

5 6 7

11 1

o
—
[\

11

Figure 2.4: Paley Graph of p =13

Notice that we have (13,6,2,3) = (p, (pgl), (pf), (p21)> for p = 13, as
it should.

Proposition 2.3.1. Every bipartite strongly reqular graph has A = 0.

Proof. Let G be a bipartite graph. Pick vertices u € V(Gq) and v € V(Ga),
where V(G1) and V(Gg) are the partite sets of V(G).

Then, since G is bipartite the only possible neighbours of u € V(Gq) are
in V(Gz), and; similarly, the only possible neighbours of v € V(G3) are in
V(G1). Hence, there does not exist w such that w is a neighbour of both u
and v.

Therefore, every bipartite strongly regular graph has A = 0. O

Remark 2.3.2. Let G be a strongly reqular graph with parameters (n,r, A, i1).
It is not necessarily true that if X = 0 then G is a bipartite strongly reqular

graph.

Example 2.3.3. Consider the Petersen graph, as defined and discussed in
this text. This has A = 0, but is not bipartite.
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Proposition 2.3.2. [3] Let G = (V, E) be a strongly reqular graph. Then the
complement, G, of G is also strongly regular and has parameters (n, 7, \, i)

where,

Proof. By the definition of G we have that |G| = |G| = n.

(a) To show F =n—r —1:

Let x € V(G) be arbitrary. Since degg(z) = r, let y1,y2, - ,yr €
V(G) be all the neighbors of x in G listed with no repetitions.

Claim: {y € V(@) ‘ Ty € E(@)} = V(G)\{xayhy%"' 7y7“}' We
prove this by demonstrating that the LHS C RH S and conversely.

To show LHS C RHS: Pickt € {y e V(G) | zy € E(G)}

=t e V(G),

=teV(G).

Suppose t = z then zx € F(G), which is a contradiction because that
would be a loop, therefore ¢t # z.
Therefore, suppose t € {y1,y2, - ,yr}

= zy; € B(G) fori € {1,2,--- r}.

However, xy; € E(G), leading to a contradiction, therefore

t g {yhy?v'” 7y’r’}' Hence t ¢ {J")y17y27"‘ ,yr}. Therefore t &
V(G)\{x7y1>y27"' ayr} = LHS g RHS.

To show RHS C LHS: Pick t € V(G)\{z,y1,y2, -+ ,yr}

=teV(G),

=te V(G)’ and also ¢ g {y17y25 T 7y7‘}’
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(b)

Therefore, ¢ is not a neighbor of x in G:

vt ¢ B(G),
= at € E(G).

Therefore, t € {y € V(G) | vy € E(G)} == RHS C LHS.
.. RHS =LHS.
This establishes that {y € V(G) | zy € E(G)} = V(G)\{x,y1, - ,yr}.

Moreover, degg(x) = [{y € V(G) | xzy € E(G)}|
= [V(G)\{z, y1,92, - yr}-

However, since {x,y1,y2, -+ , 4} € V(G)
VG2, 1,82, e = V(G = Kz, yn, 00,5}l (21)

The y1,y2,- -+ ,yr are distinct, and none of y1,ys,- -,y are equal to
x since they are neighbors of x and the graph does not have loops.

Therefore x, y1,yo2, - - -,y are distinct. It follows that:

|{1:ay17y2>"' 7y7‘}‘ =r+1

Therefore, from (2.1) we obtain:

degg(z) =7 = |V(G)| = (r +1)

To show A\ =n —2 — 2r —

Pick x,y € V(G) such that zy € E(G) = 2y ¢ FE(G). Therefore
[Ng(z) N N (y)| = .

Let c1,¢2,---,¢, be the distinct listing of all elements of Ng(z) N
Ng(y), and let vy, va, -+, vy be the distinct listing of all elements of
Ng(x)\Ng(y), and let uy,ug,--- ,ug be the distinct listing of all ele-
ments of Ng(y)\Ng(z).
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Claim 1:

Ng(2)NNg(y) = (V(G)\{z,y})\{c1,ca,- -, cusv1,v2, -+, v, U1, Us, - - -

To show LHS C RHS: Pick t € Ng(z) N Ng(y). Then

t € Ng(z),

=teV(G),

=t e V(G).

Uk}

Suppose t = x. Then xzx € E(G), which is a contradiction because

that would be a loop, therefore t # x.

Similarly, suppose t = y. Then yy € E(G), which is a contradiction

because that would be a loop. Therefore t # y, and

=t ¢ {z,y}
=t e (V(G)\{z,y}).

Ift € {c1,¢2,- -+ ,cu}, then t € (Ng(z) N Ng(y)),

=t € Ng(x).

However, t € Ng(x), yields a contradiction. Thereforet & {c1, ca, - -

If t € {v1,v9,--+ , v}, then t € (Ng(z)\Ng(v)),

=t € Ng(x).

However, t € Ng(x) yields a contradiction. Therefore t & {vy,vo, - -

Finally, choosing t € {uy,u2, - ,ur} =t € (Ng(y)\Ng(z)),

=>tc NG(y)

However, t € Ng(y) yields a contradiction. Therefore t ¢ {uy, ug, - - -

:>t¢{615027'” y Cuy V1,02, 0+, U, UL, U2, - - ,Uk}.
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Thereforet € (V(G)\{z,y})\{ci,c2, -, cu,v1,v2, -+ , v, U1, U2, - -+ , Uk }))
= LHS C RHS.

To show RHS C LHS:
Pick t € (V(G)\{z,y})\{c1,c2,- -, cpyv1,v2, -, v, ur, u2, -+, up})

=t#ux.

Suppose zt € E(G). Then t € Ng(z). However, Ng(z) = (Ng(z) N
Ne(y)) U (Ne(2)\Ne(y)),

=t € (Ng(z) N Ng(y)) ort € (Ng(z)\Ng(y)),

=>te{c,c, - cpforte{v, v, -, v,

which is a contradiction. Hence xt ¢ E(G)zt € E(G), and hence

t € Ng(z).
Similarly, from ¢ # y we may show that

t € Ng(y)-

Thus, t € (Ng(x) " Ng(y)),= RHS C LHS.

Hence, we have established Claim 1:
Ng(2)NNg(y) = (V(G)\{z, y})\{er, e, ey v, 02,0+ v, un, ug, - ugh

Claim 2: {617027'” 5 Cuy V1,02, , U, UL, U2, * * 7uk} - (V(G)\{xuy})

Pick t € {c1,c2, -+ ,cu, V1,02, , v, U1, U2, -+ ,ug}. Then, to show
t e (V(G)\{z,y}):

@ If t = ¢, then t € Ng(x) and t € Ng(y),

=t£xandt#y.
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@ If t = v;, then t € Ng(z) = t # z, (and, by definition of v;,)
=1 ¢ Ng(y).

Ift=y
= tx € E(G) that is yr € E(G)

which is a contradiction. Hence t # y.

@ If t = u;, then t € Ng(y) = t # y, (and, by definition of u;,)
=1 ¢ N((;@,’)

Ift=x
=ty € E(G), that is zy € E(G)

which is a contradiction. Hence t # .

Therefore, we have established Claim 2:
{Cb €2,y ,Cp,y V1, V2, -+, U, UL, U2, "« + auk} c (V(G)\{I’, y})

It follows that:

|NG(x) N NG(@/)‘ (V(G)\{m7y})\{017627 Ty Cuy V1, V2,0 0, U, UL, U2, 0 - ,Uk;}|
(V(G)\{xyy})| - ‘{Clvc% Ty Cuy U, V2,0 0, U, UL, U2, 0 - 7uk}|

(2.2)

Also since c1,¢2,- -+, €y, V1,02, , Vg, UL, U2, - -+ , U are distinct and

non-repetitive:

¢ # ¢j,V; # vj,u; # uj, for ¢ # j and ¢; # v; # u; for any 1,
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we have that,

Ng(x) = (Ng(2) N Ng(y)) U (Ne(z)\Ng(y)) disjoint
|Ne(z)| = [(Ne(z) N Ne(y))| + [(Ne(2)\Ne(y))]
r=p+|(Ne(z)\Ne(y))|
r—p=|(Ne(z)\Nc(y))|
=t.

Similarly

Ne(y) = (Ne(x) N Ne(y)) U (Ne(y)\Ne(x)) disjoint
[Ne ()| = |(Ne(z) N Ne(y))] + [(Ne(y)\Ne(2))|
r=p+|(Ne(y)\Ne(z))]
r—p=|(Ne(y)\Ne(z))|
=k.

Therefore from (2.2) we get:

|Ng(x) N Ng(y)| = A

|V(G)| - |{x7y}| - |017627 Ty Cuy V1,02, 0, U, UL, U2,y 0 0 7uk’

n—2— (e, ca,- - cu] + v, v, o] + ur, ug, - ugl)
=n—2—(u+r—p+r—p

=n—2—2r—p)

=n—-2-2r+4+pu.

(c) To show j=mn—2r+ X\

Pick x,y € V(G) such that 2y ¢ E(G). Then 2y € E(G). Therefore
[Ng(x) N Ne(y)| = A

Let ¢1,c9,--+,c) be the distinet listing of all elements of Ng(z) N
Ng(y), and let vi,ve, -+ ,v; be the distinct listing of all elements of
Ng(z)\Ng(y), and let uj,ug, - ,ur be the distinct listing of all ele-
ments of Ng(y)\Ng(z).

Claim 1:

N@(l’)ﬂN@(y) = (V<G)\{x7y})\{clv C2y O\, UL, U2, 0 00 5 U, UL, U2, - 0 7u/€}
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To show LHS C RHS: Pick t € Ng(xz) N Ng(y) =t € Ng(x) and t €
Ne(y),

=te V(G),
=tecV(G.

If t = 2, then 2y € E(G) which is a contradiction, therefore ¢ # .

Similarly, t = y = zy € E(G) which is a contradiction. Therefore
t#y,

=t ¢ {z,y},
=t e (V(G)\{z,y}).

Ift € {c1,co, - ,cr}, then t € (Ng(z) N Ng(y)),
=t € Ng(x).

However, t € Ng(z), which yields a contradiction. Therefore t ¢
{Cla (6 P 76)\}'

If t € {v1,v9,--- , v}, then t € (Ng(z)\Ng(y)),
=1¢€ N([;,(m)

However, t € Ng(x), which yields a contradiction. Therefore ¢ ¢
{Ula V2, 7Ut}~

Finally, choosing t € {uy, ug,--- ,ur} then t € (Ng(y)\Ne(z)),
=>tc N(G,(y).

However, ¢ € Ng(y) which yields a contradiction. Therefore ¢ ¢

{u17u27 e )uk}y

:>t¢{017027“' yCX, U1, V2,00 , U, UL, U2, " - ,’U,k}.

Therefore, te ((V(G)\{:U, y})\{cla €2yt 3 CX\, U1, 02,0, U, UL, U2, 7 7uk}))7

= LHS C RHS.
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To show RHS C LHS:

Pick t € (V(G)\{z,y})\{c1,co, -+ ;e 01,02, -+, vp, ut, ug, - -+, uk}),

=t#ux.
If xt € E(G), then t € Ng(x). However,
Ng(z) = (Ng(z) N Ng(y)) U (Ne(z)\Ne(y)),

=t € (Ng(z) N Ng(y)) or t € (Ng(z)\Ng(y)),
=te{er, e, enfort € {v,vg, 0 0k,

which yields a contradiction. Hence xt € E(G),
=zt € B(G),

=te N@(;E)

Similarly ¢t # y = t € Ng(y). Sot € (Ng(x) N Ng(y)). = RHS C

LHS.

Hence we have established Claiml:

Ng(z)NNg(y) = (V(G)\{z,y})\{c1,ca,- - ,en,v1,02, -+ v, ug, ug, - -

Moreover,

(V(G)\{xvy})\{ChCQv”' y CAs U1, V2,00, Ut, UL, U2, - * ° ,Uk}

= V(G)\{w,y,cl,@,--- y C\5 U1, V2,0, U, U, U2, -+ auk}'

Claim 2: {cy,c2, -, )\, 01,02, , U, ug, U2, -+ ,upt C V(G).

To show LHS C RHS: Pickt € {c1,ca,- -+ ,cx, 01,02, , U, up, Uz, - -

To show t € (V(G)\{z,y}):

@ If t = ¢;, then t € Ng(z) and ¢t € Ng(y),
=tFzxandt#y.
@ If t = v;, then t € Ng(x) =t # =z,
=t ¢ Ng(y).

o1
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Ift=y
= tx € E(G), that is yx € E(G),

which is possible. Hence t = y.
@ If t = u;, then t € Ng(y) =t # v,

=t ¢ Ng(z).

Ift==x
=ty € E(G) that is zy € E(G),

which is possible. Hence t = .

Hence z = u; and y = v;.

Therefore {c1,co, -+ ,c\, 01,02, , U, u1,u2, - ,ur} < V(G), and
{x7y7017627"' yCX\, V1, V2, ,Ut, UL, U2, " "~ ,U/k}
— {617627"' yC\, V1, V2, , U, UL, U2, "+ * ,Uk}

It follows that:

|Ng(z) N Ng(y)]

Vv G \{.’L’ y})\{017627"' yCX, V1, V2, , U, UL, U2, " "+ 7uk}’

[(V(G)
|(V(G)\{z,y,c1,c2,+ ,ex, V1,02, , Vg, U1, U,y -+ + , Uk}
[(V(G)

| —

=|(V(G \{017027"' y CX\, UL, V2,00 , U, UL, U2, * - ,Uk}’
’V(G) ’{617027"' s CX, U1, V2,050 , U, UL, U2,y * - ,Uk}’
(2.3)
Also, since ¢1,c¢9, -+ ,C)\,V1,V2, -+ , V¢, UL, U2, - - - , U are distinct and

non- repetitive, we have that

¢ # ¢4,V # vj,u; # uj, for ¢ # j and ¢; # v; # w; for any i.
Moreover,
Ng(z) = (Ng(z) N Ng(y)) U (Ne(2)\Ne(y)) disjoint
[N (z)| = |(Ne(z) N Ne(y))| + [(Ne(2)\Ne (v))]
r=A+|(Ne(z)\Ng(y))|

r— A= |(Ng(z)\Ne())]
=t.
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Similarly

Ng(y) = (Ne(z) N Ng(y)) U (Ne(y)\Ng(x)) disjoint
ING(y)| = [(Ne(2) N Ne(y)| + [(Ne(y)\Ne(2))|
r =X+ [(Ne(y)\Ng(z))]
r— X = |(Ne(y)\Ng(z))]
= k.

Therefore from (2.3) we obtain:

’N@({IJ) ﬂN@(y)‘ =p= ’V(G)’ - ’617627"' y C\, U1, U2, 0, U, UL, U2, -+ ,’U,k‘

:n_(‘01762"" 70/\’+|v17’027"' ,Ut’+|U1,U2,"'

=n—A+r—A+7r—2X)
=n—(2r—2A)
=n-2r+ A\

O

It should be stressed out that not all given sequences of parameters gen-
erate a strongly regular graph. For example, Bahman Ahmadi (2009) shows
that (21, 10,4, 5) are not valid parameters for a strongly regular graph. How-
ever, the following theorem assures us that should there exist a strongly
regular graph of some parameters, then one can complete a sequence given

incomplete parameters, via a relationship between them.

Theorem 2.3.3. Let G = (V, E) be a strongly reqular graph. Then from the

parameters discussed in Remark 2.5.1
rir—=A—1)=(n-r—1)p.

Proof. Let G be a strongly regular graph. Pick an arbitrary fixed vertex,
u € V(G), and let T be the set of all vertices in V(G) adjacent to u. Then

|Y| = r, since 7 is the degree of each vertex.

It clearly follows from Theorem 2.3.2 above that the order of all the other
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vertices outside this set is:
]V(G)\T|:}T’:f:n—r—1. (2.4)

Let S denote the set of all edges of connecting T and Y. Then |S| can be

calculated in at least two ways:

1. by considering the number of vertices each vertex of T is adjacent to;
that is, each v € T is adjacent to u and A other vertices in T, since A

vertices are adjacent to both w and v, i.e:

S| =rlr—(A+1)]
=r(r—XA—1); (2.5)
2. or by picking a vertex in T and considering the number of vertices it

is adjacent to in Y; that is, each w € T is adjacent to u vertices in Y,

but from Equation (2.4), there are n — r — 1 elements in T, so:
IS|=(n—r—1)pu. (2.6)
Therefore from (2.5) and (2.6), we obtain:
rr=A—=1)=mn—-r—1)u.

O

Example 2.3.4. Consider the parameters (100, 20, 10,5), and the equation
given in Theorem 2.3.3. We can easily verify that there does not exist a

strongly regular graph with the given parameters, by establishing that the
LHS # RHS:

LHS =r(r—X—1)=20(100 — 10 — 1) = 1780
which is not equal to:

RHS =(n —r — 1)p = (100 — 20 — 1)5 = 395

Hence invalid parameters.

Lemma 2.3.4. [3] Let G = (V, E) be a strongly regular graph. Then the

following are equivalent:
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i : G is not connected;
1 : pu=0;
1w s A=1r—1;

iv : Each component of G is isomorphic to the complete (r + 1)-regular

graph.

Proof. (i) = (i) Suppose G is a disconnected graph. Then G has at least
two components G; and Gs. Let © € V(Gy) and y € V(Gz2). Then there is
no path from z to y = zy ¢ E(G). If

Ng(z) N Ne(y) # 0,

then t € Ng(x) N Ng(y) which implies xty is a path in G; a contradiction.
Hence, Ng(x) N Ng(y) =0

= |Ng(z) N Ng(y)| = =0.

(7i) = (4i1) Let p = 0, and assume there exists u, v, w € V(G), where u and
w are neighbors of v. Then w must be adjacent to w, since u = 0 which
implies that each vertex must be adjacent to r — 1 other vertices; that is,
A=r—1.

(#i7) = (iv) Let A = r — 1. Then any component of G is complete, and since
degree of G is r then each component is the complete graph K.

(iv) = (i) Let each component of G be isomorphic to the complete (r + 1)-
regular graph.

Then all vertices of a component must have same degree, which implies

that the components are not connected; that is G is not connected. O

The following stated results help in proving most of the results that will
soon follow in this dissertation, the reader is advised to consult the referenced

material for the proofs.

Theorem 2.3.5. [3] Let G be a strongly reqular graph. Then the following

expression is true about the adjacency matriz, A, of G:
A2 = (N = A+ (r—p)I + pd,
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where I and J are the identity and the matrixz consisting of all entries equal

to one respectively.

Lemma 2.3.6. [3] Let G = (V, E) be a strongly regular graph. Then G has

at most three distinct eigenvalues.

Theorem 2.3.7. [9] Let G = (V, E) be a connected r-reqular graph. Then
G is strongly regular if and only if it has exactly three distinct eigenvalues,

r,S,T.

Corollary 2.3.8. [9] Let G be a strongly reqular graph. Then,

A=r+s-t+s+t,
pu=r-+s-t.

The following definition is used to establish relationships between SRG and

groups as will be discussed in Chapters 3 and 4.

Definition 2.3.2. Let (G,0) be a group of order n. A r-subset Q of G is
called a (n,r, A\, u)-Partial Difference Set in G if, for any g, h € Q and
g # h, the mathematical expression goh™! represents a non-identity element
in Q exactly A times and represents a non-identity element in G \  exactly

L times.

Example 2.3.5. Consider Z4
(Zy,®) = {47,1 + AZ,2 + AZ,3 + A7}

and S C Z4 such that S = {1 + 4Z,3 + 4Z}. We notice from Figure 2.5
below that this Cayley graph is strongly regular with parameters (4, 2,0, 2).

Next we show that S is a (4,2,0,2)-partial difference set. We observe
that: |Z4] =4 and |S| = 2.

Since S = {1 + 4Z,3 + 4Z}, pick any s,w € S with s # w, compute
s@w t ={((144Z)® (1+4Z)), ((3+4Z) ® (3+4Z))} = {2+ 4Z,2 + 47},
and notice that none of the non-identity elements in this set also lie in S.
Hence A = 0. Also, for s ®w™! = {2+ 47,2 + 4Z} = {2 + 4Z}, each non-
identity member of the complement of S in Z4 appears exactly twice and so
i = 2. Altogether this indicates that S is a (4, 2,0, 2)-partial difference set

as per the definition.
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0+ 4% 1447

3+ 4Z 2+47

Figure 2.5: Cayley Graph on (Z4) and S C Z4

Summary

In this chapter we introduced the concepts of Cayley graphs and that of
SRG. We discussed how to identify Cayley graphs and SRG from different
sort of graphs by considering Sabiddusi’s Theorem for Cayley graphs. We
studied some properties that set Cayley graphs aside from other graphs, and
looked at their construction. Cayley graphs play a major role in developing
the relationship between graph theory and cryptography. The next chapter
introduces some notions in cryptography that link well with Cayley graphs
and SRG. The discussion of this relationship is the topic of Chapter 4. There
we will notice the role Cayley graphs play in stream ciphers, and further
extend the notion of Cayley graphs to that of strongly regular Cayley graphs
in order to study their relationship with block ciphers.
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Chapter 3
Cryptographic Functions

In Chapter 1, we observed that the security of stream ciphers and block ci-
phers rests upon the randomness of the keystream generators and the design

of cryptographically strong s-boxes respectively.

This chapter introduces the properties used to quantify such crypto-
graphic strength. We do so by studying two mathematical functions (Boolean
and bent functions) whose properties are suitable for the design of strong

pseudo-random number generators and s-boxes.

We will discuss known properties that classify keystream generators as be-
ing random enough to provide cryptographic security and s-boxes as being
cryptographically strong. We introduce and discuss some known results, and
the properties of Boolean and bent functions that make them suitable to the
cryptographic needs of pseudo-random number generators and s-boxes re-
spectively. This will complete our background on the mathematical design
of keystream generators and s-boxes. This leads us to the next chapter where
we will link these functions to suitable algebraic graphs with the required
properties for cryptography. This material is drawn from [5], [12], [13], [15],
[22], [43].

3.1 Introduction

The study of mathematical techniques to defeat information security, (crypt-

analysis), is an ongoing process. Hence, many different attack methods have
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been successfully studied and implemented. Cryptography on the other hand
responds by investigating these attacks and creating cryptosystems that are

less vulnerable to them, and the cycle continues.

Stream ciphers make use of Boolean functions to achieve standard security
in pseudo-random number generators because of the properties these func-
tions possess. The Boolean functions focused on here need to be balanced,
non-linear and have a high algebraic degree in order to resist a number of

known attacks by cryptanalysis.

Block ciphers on the other hand make use of bent functions to achieve
security in substitution-boxes. Bent functions are also Boolean functions
but they achieve maximum non-linearity and, in order to support the objec-
tive of constructing suitable cryptographic substitution-boxes, they need to
additonally satisfy the strict avalanche criterion; the bit independence crite-
rion; and also be bijective. Unlike the requirement for stream ciphers, these
functions should not be balanced. Additional properties and their relations

(such as the Hamming weight of these bent functions) are also considered.

In order to understand the role played by the properties desired for a
“nice” cryptographic function, we need to review several cryptanalytic at-

tacks.

The linear approximation attack takes advantage of the linearity of the ex-
pression that involves plaintext bits, ciphertext bits and subkey bits [22].
Another old and famous attack, the differential cryptanalysis attack con-
siders the XOR difference between plaintexts and its propagations through
nonlinear and linear transformations of a primitive. The correlation attack
focuses on the choice of the Boolean function used: it uses this function to
regenerate the keystream by combining the outputs of the linear feedback
shift registers (LFSR - to be defined later on this chapter). The algebraic
attack considers algebraic methods to break the cipher. It expresses the ci-
pher operations as systems of equations and substitutes known information
for certain known variables, then it attempts to solve for the key. So the

choice of the Boolean function is important.

We introduce Boolean and bent functions and discuss their properties, thus
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hinting at techniques to defeat these attacks.

3.2 Boolean Functions

The study of Boolean functions (named after George Boole) is widely dis-
cussed in the field of algebraic logic. Boolean functions occur in the study of
the mathematical formulation of logical problems. The language of Boolean
functions has lately become fundamental to the applications of discrete math-

ematics, including the analysis and construction of cryptosystems [5], [16].

In this section we explore Boolean functions for cryptographic use in stream
ciphers. We explore their mathematical properties and align them with the
requirements of cryptography. They will later (in Chapter 4) be compared
to the properties of Cayley graphs.

Remark 3.2.1. Let Fo denote the finite field of two elements. Then Fo is
closed under addition and multiplication modulo 2. In this context the ele-
ments of Fy are bits and the addition is XOR ().

Also, let T3 be a {0,1} vector space of n tuples, n € N, such that X € F} if
and only if X = (x1,--+ ,x,), where x; € {0,1} for all 1 < i < n. It is the

set of all n-dimensional bit-strings.

We will therefore refer to Fo as being the set of all Boolean values.

Definition 3.2.1. Let f be a map that takes the vector X € Fy and maps
it to some z; € {0,1},

f:Fg’—)IFQ,

f: X+ x;, where X € Fy, x; € Fs.

Then f is called a Boolean Function. We denote B, to be the set of

n-variable Boolean functions, that is, f € B,,.

Remark 3.2.2. 1. |Fy| = 27", since it is simply n-tuples of {0,1}, and
{0,1}] = 2.
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2. |B,| =22".

Example 3.2.1. Consider the Boolean function

f(X) =x1 P xows P x4, where X = ($1,$2,x3,x4), x; € Fa.

Then X € Fi.
By Remark 3.2.2

|F3| = 2* = 16.

Hence in the truth table representation we have 16 rows of 4 columns of

inputs and 16 rows of 1 column of output.

Input Output
) T2 T3 x4 [z, w0, 23, 24)
0 0 0 0 0
0 0 0 1 1
0 0 1 0 0
0 1 0 0 0
1 0 0 0 1
0 0 1 1 1
0 1 0 1 1
0 1 1 0 1
1 0 0 1 0
1 0 1 0 1
1 1 0 0 1
0 1 1 1 0
1 0 1 1 0
1 1 0 1 0
1 1 1 0 0
1 1 1 1 1

Table 3.1: Truth table of the 4-variable Boolean Function f
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Definition 3.2.2. Let f € B,,. Then f can be expressed in the algebraic
normal form (ANF),

fxy, - @) = @ a (H"L’;) :
i=1
-~ Dax,

=ag D a1x1 D ar2 @ - D apTy O a12T1T2 D a2 3x2T3D

B A1 nTn—1Tn D - D ay,. pT1 Th.

Here, z;,t;,a; € F2 and X,t € F3. Moreover the algebraic degree of the
ANF of f, denoted deg(f), is the number of variables in the highest order

term with non-zero coefficient.

Definition 3.2.3. For the same f defined in Definition 3.2.2 above, we define
the number of vectors X € FJ, for which f(X) = 1, to be the Hamming
weight of f, and we denote that by wt(f):

wt(f) = Y f(X).

XeFp

We can also define/calculate the algebraic degree of an n-variable Boolean

function from its Hamming weight:
deg(f) = max {wt(f)|a; #0,t € Fy}.

Moreover, if wt(f) = wt(f & 1) then we call f a balanced n-variable

Boolean function.

We state without proof the following propositions to explain deductions
made later such as the link between the definition of a balanced n-variable

Boolean function and Proposition 3.2.1.

Proposition 3.2.1. Let f be a n-variable Boolean function and wt(f) denote
the Hamming weight of f.Then wt(f ©1) = 2"~ 1,

Proposition 3.2.2. Let f be a n-variable Boolean function. Then wt(f) is
odd if and only if deg(f) =n.
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Definition 3.2.4. Let f,g € B,. Then the Hamming distance between
f and g in B, (denoted d(f,g)), is the number of instances in which cor-
responding values of the functions differ, that is the number of values of

(x1,--+ ,xp) for which f(zy---,2,) and g(x1,- - - x,) differ. Thus

d(f,g) = wt(f ©g)
= {X eF3|f(X) @ g(X) =1}

From the above definition the following results are clear, proofs to all
these results is provided by the referenced material. We state these results
to provide clarity to the results that conclude this study, in Chapter 4.
Proposition 3.2.3. Let f,g € B,,. Then d(f,g) = 2" — %

Proposition 3.2.4. Let d be the Hamming distance of pairs of functions in

B,,. Then d is a metric on B,

Proposition 3.2.5. Let d(f,g) be Hamming distance between f and g. If
g =g+ 1 is the negation of g, then

Definition 3.2.5. Let f(X) be a n-variable Boolean function such that
X € Fy, f(X) € Fo. Then we define the sign function of f to be the

integer valued function

sgn(f(X)) = (=1)7).

Moreover, let Y € F3, such that Y = (y1---yn) and X - Y =211 @ --- &

TnYn- Then the integer valued function

Wi(Y) = Y (-1)/0FxY
XeFy

is called the Walsh transform of a Boolean function f at Y.

Moreover, in general the discrete Fourier transform,
Wi(Y) = f(X)(=1)*7,
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is sometimes used in place of the Walsh transform as they are closely related
as follows: .
Wi(Y) = =Wy (Y) + 2"15(Y),

where 0(Y") is the Kronecker delta function defined as:
1 ifY =0
0 Y #£0.

Remark 3.2.3. Clearly the Walsh transform of a balanced Boolean function
f on a 0-vector is given as Wr(0) = 0.

Proposition 3.2.6. Let f € B,,, X,Y €}, such that k =Y - X. Then the

Walsh transform of f at'Y can be given as
We(Y) =2" = 2wt(f @ k).
Remark 3.2.4.

IfY,Z € FY then Y is the complement of Y and to say, Z <Y means each
zi < y; for any 1.

Corollary 3.2.7. [16] Let f € By, X,Y,Z € F3. Then

> WHY) =21 N F(Y).

Z<Y Z<Y

Definition 3.2.6. Let g € B,,. Then g is said to be affine (or an affine
function) if and only if deg(g(X)) < 1, where X € F3.

Moreover, let f € B,, and Ap, denote the set of all n-variable affine Boolean

functions. Then
nl(f) = mingea, d(f,g)

is called the nonlinearity of f.

Proposition 3.2.8. [5] Let f € By, X,Y € Fy. Then

1
nl(f)=2""- QWHG$S/GFQ|VV}(}/N-
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Definition 3.2.7. Let f,g € B,,, and ¢ # 0. Then g € B, is called a anni-
hilator of f € B, if f-g = 0 (where - is defined to be scalar multiplication).
The set of all annihilators of f € B,, is given by

AN(g9)={9€ Bn|f g=0}.
Moreover, we define algebraic immunity of f, where g #£ 0, to be

Al(f) = mingepp{deg(g) | f-g=0or (f®&1)-g=0}.

Definition 3.2.8. Let f € B,. If for every Y € F§ and 1 < wi(Y) < m,
W (Y) =0, then f is called m'*-order correlation immune, (cl(m)).

If, moreover, f is balanced then f is called m-resilent.

Proposition 3.2.9. [16] Let f € B,, be m-resilent and 0 < m < n—1. Then
deg(f) <n—m—1.

Proposition 3.2.10. [16] Let f € B,, be (n — 1)-resilent. Then f is affine.

Definition 3.2.9. Let f,g € B,, X,Y € FJ, such that Y # 0. Then the

autocorrelation function of f with respect to Y is given by

ACHY) =S F(X) - (X @ Y).
X
Moreover the autocorrelation value of f with respect to Y is given by

|ACF(Y)| = maxyery | Y f(X)- f(X ®Y)],
X

The properties described above have been associated with resistance to crypt-
analysis in various manners which we now review. The property of bal-
ancedness allows one to distribute the output uniformly and avoid attacks
by statistical dependence between plaintext and ciphertex. Hence, the func-
tion used for PRNG must be balanced.

Moreover, resistance to correlation attacks on PRNG requires correlation

immunity of order m, cl(m). If f(X) is not cl(m) then an exhaustive
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initiation search as an attack reveals that there is a correlation between the
output and almost m-bits of the input. Furthermore, if m is relatively small,
then the cipher stands the risk of correlation attack (divide and conquer at-
tack).

Low algebraic immunity of f is always desired for an algebraic attack

resistance of the cipher.

High nonlinearity and high level of algebraic degree of f is generally
a requirement for cryptographic functions so as to resist attack by linear and
differential cryptanalysis. The Hamming distance, for all f,¢g € B, and
g € Ap, is desired to be kept high.

The design of cryptographically strong Boolean functions for stream ciphers
involves taking into account of all of the above properties as part of the re-
quirements to overcome well researched attacks and possibly new ones. On
the other hand there are trade-offs between these properties according to the

specific requirements of the cipher.

In stream ciphers, linear feedback shift registers are used in generating
the key-stream (pseudo-random sequence) from the key. A Linear Feedback
Shift Register, (LFSR), is a shift register of key bits, a linear function
taking the key bits and performing XOR’s on them to yield the next bit
in the shift register. The output of the LFSR then becomes the input of
the (typically nonlinear) Boolean function used to produce the key-stream.
Although the methodology would differ depending on the type of genera-
tor (combination or filter), the focus here is that, regardless of the type of

generator, the output of the LFSR is the input of the Boolean function.

The idea of maximal possible level is an emphasis that the trade offs be-
tween properties during the design of a strong Boolean functions is necessary.
Methods of designing cryptographically strong Boolean functions include

random generation, algebraic and heuristic techniques and many others.
Having introduced the concept of Boolean functions we shall investigate to

what extent their required properties align with those of Cayley graphs and

hence deduce whether cryptographically useful Boolean functions can be use-
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fully described in terms of Cayley graphs.

Boolean functions with additional properties (such as maximizing certain
properties etc) are generally grouped and classified. In the next section
we review some properties of a special type of Boolean functions, the bent

functions, and discuss their use in cryptography.

3.3 Bent Functions

Bent functions, like many other mathematical discoveries, do not have a
solid recorded beginning. However, results by Rothaus (1976) and Eliseev
are some of the earliest mentions of the notion. Since then the study of bent
functions has intensified as their properties lend themselves to employment

in cryptography, amongst other uses.

In Chapter 2, we explored algebraic graphs. One of the families of graphs we
reviewed was the family of strongly regular graphs. In Chapter 4 we shall
study the cryptographic strength of block ciphers via the properties of these
graphs. In this section we extend the material of Section 3.2 to define and
understand bent functions. We explore their nature for cryptographic use in
block ciphers, thus distinguishing them from the normal Boolean functions
discussed in Section 3.2. Without studying the details of the design of these
functions we review their application to the construction of strong substitu-

tion boxes for a block cipher.
Proposition 3.3.1 is the basis from which one of the properties of bent func-
tions is drawn; the proof is explained in the reference:

Proposition 3.3.1. [5] Let f : Fy — Fa be an unbalanced Boolean func-
tion with n = 2k, k € Z. Then the upper bound for nonlinearity is

Remark 3.3.1. [40] If f is a n-variable bent functions, and g any affine
function then f ® g is also a bent function. It then follows that the hamming
weight of any bent function is given as wt(f) = 2"~ £2371,

67



Definition 3.3.1. Let f : Fy — Fy be an n-variable unbalanced Boolean
function for even n. Then f is said to be a bent function if and only if the

Hamming distance,
d(f,g)=2""1—23"1 forall ge Ap,,

where Ap, denotes the set of all n-variable affine Boolean functions. We

denote by BB, the set of n-variable bent functions.
Remark 3.3.2. 1. If f + F§ — F9 is a bent function, then n is even.

2. If fe€ BBy, Y € Fy and 1 < wt(Y) <mn, then f(X)® f(XBY) is
balanced, where X € [Fy.

Example 3.3.1. Consider the Boolean function
f(X)=x1 22 ® w324, where X = (21,29, 23,24), x; € Fo,
to be bent, then

nl(f) <d(f.g) =21 —2:7
=6,

If we let Y = 1011 € F3 then 1 < wt(Y) = 3 < 4.

Next we consider the truth table representation of f(X), f(X ®Y) and
fX)e f(XeY):

68



Output

Input

Tq

L3

T2

I

T1- T2 D X3 T4

Table 3.2: Truth Table of f(X)
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Input Output

1 B T2 B Yo T3 B Y3 T4 B Ys f(XaY)
1 0 1 1 1
1 0 0 0
1 0 0 1 0
1 1 1 1 0
0 0 1 1 1
1 0 0 0 0
1 1 1 0 1
1 1 0 1 1
0 0 1 0 0
0 0 0 1 0
0 1 1 1 1
1 1 0 0 1
0 0 0 0 0
0 1 1 0 0
0 1 0 1 0
0 1 0 0 0

Table 3.3: Truth Table of f(X®Y) = (z1®y1) (22D y2) B (x3DYy3) - (x4aDya)
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fXeY) | [X)ef(XaY)

S|l FIFRFIFRIRIOIOO|IC|IO|RIOOC|O|O| O

f
1
0
0
0
1
1
1
1
0
0
0
0
1
1
1
0
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Table 3.4: Truth Table of f(X)® f(X ®Y)

Remark 3.3.2 claims that if f is bent then f(X)® f(X @Y) is balanced,

which in this case is true since

wi(f(X) @ f(XoY) =Y (f(X)ef(XaY))

XeF;

:87

which coincides with Proposition 3.2.1 which says f(X) @ f(X @ Y) is bal-

anced if

wt(f(X) & f(XeY))=2""
— 941

= 8.
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Definition 3.3.2. Let f € BB,,. Then the Walsh spectrum of f at Y is
defined to be:
Wi (Y)| = 22,

where W¢(Y) = 422, for all Y, is the Walsh transform of f at ¥ € F%.

Definition 3.3.3. Let f; € BB,, where i = 1,...,m. Then an S-bozx is
defined to be:
f: Fy — F3,

such that each f; : F§ — Fo forms a column of the s-box, where the input
bits gives the position and the entry gives the output.

Remark 3.3.3. 1. An s-box is a collection of m highly nonlinear Boolean

functions, (bent functions).
2. Positions of an entry in a s-box starts from row 0, column 0.

Example 3.3.2. Consider the bent function defined in Example 3.3.1. Let
f: F3 — F3 be an s-box. Then f1(X) = o1 - 22 ® x3 - 14 forms the first
column of f while fs, f3, f4 occupy columns 2, 3,4 respectively as follows.
Suppose we choose another bent function, fo(X) = 1® 1 - 22 w1 - 23D
1Ty D a9 T3 D x2- T4 D x3 - T4, and some bent functions, f3(X) and
fa(X), where X = (x1,x2,x3,14), z; € Fo:
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Input Output
T T T3 g | LX) fo(X)  f3(X)  fa(X)

I T G e T = T e S SO . S B e Sl
= T S Y e S S e T S B e S
_ R O R B O RO O KR OO OO
_ O R R B O O R O R FHOOOR O

0
0
0
0
0
1
0
0
0
0
1
1
1
1
1
0

Table 3.5: Truth Table of the S-box f : F3 — F3

Assuming that the 4" row of the truth table is as shown above, then the
input bits are 0100 which corresponds to, outer elements 00 = 0 in decimals
and gives the row position of the entry, and the middle elements 10 = 2 in

decimals, giving the column position of the entry.

Now the output bits are 619 = 01102, which is the entry.
Hence, labelling this s-box S1:

S1

10

Table 3.6: S-box 1 f: F3 — F3
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Similarly if we assume that the 12" row of the truth table to be as given
then: Input bits are 0111, where 01= row 1 of the s-box and 11=column 3
of the s-box. The output bits are 1079 = 10109, which is the entry. Similar
calculations are performed for all entries of the truth table to construct the

entire s-box.

Since nonlinearity is very important in constructing secure s-boxes, spe-
cial types Boolean functions have been classified as attaining maximum non-
linearity (amongst other cryptographic requirements) and these have been
used to build attack resistant block ciphers. Among these other crypto-
graphic requirements we consider the strict avalanche criterion and the prop-

agation criterion, and evaluate their link with bent functions.

Definition 3.3.4. Let f € BB,. Then f is said to satisfy the Strict
Awvalanche Criterion, (SAC), if flipping/ changing a single input bit
x; € X € F§ results in the output bits changing exactly half the time.

We state without proof the following lemma and provide reference to the

proof.

Lemma 3.3.2. [16] Let f € BBy, such that >y f(X)® f(X@Y)=2""1
for any X, Y € Fy. Then f salisfies the SAC if and only if wt(Y) = 1.

Corollary 3.3.3. Let f € BBy, such that n > 2, and deg(f) =n. Then f
does not satisfy the SAC.

Proof. Let f € BB, with n > 2 and deg(f) = n. Then n = 2t for some
integer t > 1

= deg(f) = 2t for some integer ¢t > 1.

Consider Lemma 3.3.2 and Remark 3.3.2. Since f is bent we have:
Y (X efXey)=2"1
X

All that remains to be shown is wt(f) not even, and wt(f) # 1.

Assume wit(f) is even. Then by Proposition 3.2.2, deg(f) # n, which is

a contradiction.

Hence wt(f) is not even = wt(f) is odd.
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Since wt(f) is odd and Y f(X) & f(X ®Y) =2""1

> 2, since n > 1 and wt(f) is odd.

Hence wt(f) # 1. Therefore by Lemma 3.3.2 above f does not satisfy the
SAC. =

Definition 3.3.5. Let f € BB,. Then f is said to satisfy the Propagation
Criterion of degree (1), denoted PC(1), if flipping/ changing k input bits
z; € X € Fy, for 1 <k <[, 1 <17 <n,results in the output bits changing
exactly half the time.

Remark 3.3.4. The propagation criteria —PC(l)— is a general case of the
Strict Avalanche Criterion, PC(1).

Lemma 3.3.4. Let f € BB, and X,Y € Fy such that wt(Y') = [, where
0<i<mn. Then f(X) is PC(l) if and only if

STWr(Za V) =2wt ) - where V, X, Y, Z € F.
Z<Y

i)



Proof. Let f € BB,, and wt(f) =1, where 0 <[ < n. Then

2
Z W (ZaV) = Z Z(_l)f(X)ea(Z@V)-X]

Z<Y Z<y L X

_ Z -<Z(_1)f(X)®(Z@V)-X> (Z(_l)f(x)@(z@v)x)]

Z<Y X X

- Z Z f(X)@f K)®(ZaV) (X®K)

Z<y X,KcFy
- Z Z(X®K) Z (—1)fXSSEK)SV-(XOK)

Z<Yy X,KeFy

(3.1)

Considering Corollary 3.2.7 we have (3.1) as

S W (ze V)= 3 (21)/ KRS UIeV(XeK)
ZSY X,KG]F;

_ 2wt(l7) Z (_1)V-(XEBK) Z (_1)f(X)EBf(X@(K€BX))'
XOK<Y X&K<Y
(3.2)

By same Corollary 3.2.7 (3.2) becomes:

wa (ZaV)? — qui(Y) | gut(Y) Z (—1)f(Xef(XeKeX))
7<Y XOK<Y
— qut(Y)+wt(Y) Z (—1)fX)ef(XeKeX)) (3.3)
XOK<Y

Now since we are considering a bent Boolean function, by Remark 3.3.2, the
number of zero’s and one’s produced by f(X) @ f(X & (K @ X)) are equal,

= (—1)/ XS (XO(KDX)) gives equal number of —1’s and 1’s.

Therefore 3.3 is equal to 2wt +wt(Y), O
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Summary

In this chapter we considered private-key cyptography, by focussing on the
cryptographic functions that are used in stream and block ciphers. We de-
fined Boolean functions and discussed the properties that make them cryp-
tographically useful. We further investigated the likelihood of Boolean func-
tions to resist different attacks by considering some cryptographic require-

ments for cryptographic functions.

We then extended our analysis to a special class of Boolean function (the
bent functions), evaluated their strength with respect to certain attacks, and
discussed how it achieves the upper bound of one of the discussed crypto-

graphic properties; nonlinearity.

In the next chapter we will consider the relationship between algebraic
graphs (the Cayley graphs and strongly regular graphs discussed in the pre-
vious chapter) and the cryptographic functions discussed in this chapter to
explore the possibilities of interpreting the properties of a stream and/or

block cipher through its associated graph.
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Chapter 4

Algebraic Graph Theory
applied to Cryptographic

Functions

The main objective of the study carried out in this dissertation is to inves-
tigate and discuss the links between algebraic graphs and symmetric cryp-

tography.

In this chapter we reconsider the properties and results discussed in Chap-
ters 2 and 3, and we use these properties and results to elucidate the con-
nections between cryptography based on Boolean and bent functions on the
one hand, and characterizations of these in terms of particular graphs, on
the other hand. This allows one to draw conclusions about joint properties.
This material is drawn from [7], [9], [33], [38].

4.1 Introduction

In Section 4.2 we consider the Cayley graph associated with a Boolean func-
tion, and use its spectral information to investigate the cryptographic prop-
erties of the stream cipher. In Section 4.3 a similar investigation is carried
out for strongly regular graphs and bent functions as applied to building

substitution boxes for block ciphers.
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A cipher is said to be cryptographically strong if it can resist almost every
known attack. The term “cryptographically strong” is commonly in use even
though it is imprecise, in the sense that ciphers are generally rated in com-
parison to other existing ciphers in their ability to resist a number of attacks
that have been investigated in cryptanalysis literature. To this end one seeks
to ensure that a cipher satisfies (as a minimum) known math properties, such
as balanceness of the Boolean function in use, that is, wt(f) = wt(f ® 1),
and other properties described in Chapter 3. This chapter describes how one
can make some of these cryptographic decisions about a cipher by studying

its associated graph.

4.2 Boolean functions characterized by Cayley graphs

The security of stream ciphers relies on the design of cryptographically strong
Boolean functions to account for the production of pseudo-random sequences.
Stream ciphers were first introduced by Gilbert Sandford Vernam in 1917 and

for that reason they are sometimes referred to as the Vernam Ciphers.

In this section we compare properties of Cayley graphs introduced in Section
2.2 with the cryptographic requirements for Boolean functions to be cryp-
tographically strong discussed in Section 3.2. We construct an associated
Cayley graph, and from this graph we determine the strength of the cipher

by reading off some Boolean function properties.

Recall that Cayley graphs are those graphs constructed via groups, as
discussed in Section 2.2. We consider a Boolean function as defined in the
preceding chapter, (a map from a vector space of n-tuples with elements
from Fa). It can be shown that F% is a group under XOR, which in this

study we use to construct the associated Cayley graph.

The following definition follows directly from the Definition 2.2.1:

Definition 4.2.1. Let (F3,®) be a group, f a Boolean function, ) =
{w € Fy | f(w) = 1}, set of elements making up the Hamming weight of f,
such that Qy) C F3 and Vw € Q,(p) we have wl e Qui(p)- Then the
Cayley graph associated with the Boolean function, G¢(Fy, QL p)) =
(V, E), is the graph with the following properties:
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(i) V={X|XeFg};

(i) E={XY|Y =X ®wforwe Uy, X,V c F5}
={XY | XaY=XaXdw}
={XY | X DY € Quy), X,Y €F3}
={XY|f(X®Y)=1X,Y € Fq}.
Example 4.2.1. Let f € Bs, f(X) = 123 ® x2.
Since V(G¢(F3, Q) = F3, then

Considering the corresponding truth table of the Boolean function f,

Input Output
T T2 T3 f(z1,22,73)
0 0

Table 4.1: Truth Table of f € Bs, f(X) = z123 ® x2

we obtain 2,y = {010,011,101,110}. From this we notice that any pair
of vertices X, Y € F3 is adjacent if X @Y is any one of the above elements

that give output 1, which follows from the definition that:
E(G (F, Quup)) = {XY | (X ®Y) = 1,X,Y € F3}.

This yields the Cayley graph associated to the Boolean function:
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Figure 4.1: Cayley graph associated with the Boolean function f € Bj

In Chapter 1 we defined the notions of an adjacency matrix and the
spectrum of a graph G = (V, E). Hence, we consider the adjacency matrix

of Cayley graphs.

Definition 4.2.2. Let Gy = (V, E) be a Cayley graph associated with a given
Boolean function f € By, and b(i),b(j) € F4 being the binary representa-
tion of integers, ¢ and j, rows and columns of the corresponding adjacency
matrix respectively, such that 0 < 4,5 <n — 1. Then, from the definition of
a Cayley graph associated with a Boolean function, the adjacency matrix of

this graph is easily attained by:

We state without proof the following propositions which are useful in

obtaining the adjacency matrix of Gy;
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Proposition 4.2.1. [7] Addition mod-2 of binary representation of numbers
has the property:

i®j=0+2")B(G+2") =D

fori,j € Ng such that 0 < 4,5 < 2™ — 1. Whence the above matriz has the
following property:

[ijlnxn = [@isant jyonat] e, = [aj4ontipan] 0 = [@jilnxn:

Proposition 4.2.2. Let [a;j|nxn be the adjacency matriz of the Cayley graph
Gr(F3, Qur(p) = (V. E). Then Y, laij] = wt(f), where wt(f) is the
Hamming weight of f € B,,.

Remark 4.2.1. A Cayley graph associated with o Boolean function f € By,
is wt(f)-regular, since ‘th(f)‘ = wt(f) and Quu5) C Fy, where for all
w € Quy(yp) there is wle Qut(r)-

In what follows we discuss the nature of a strong link between Cayley
graphs and cryptographic Boolean functions by presenting a spectral per-
spective, where the spectral information of a Cayley graph can give necessary
but not sufficient results about the strength of the designed Boolean func-
tion. We recall the properties to consider when determining the capability
of a cipher to withstand some known attacks; these include the balancedness
of the Boolean function for resistance against statistical dependence, and
others discussed in the preceding chapter. In particular, the Walsh trans-
form of a cryptographic function can be obtained from the eigenvalues of the
associated Cayley graph. We also discuss the possibility of investigating the
ability of a cipher to resist correlation attack, by examining the spectrum of
the Cayley graph associated with the Boolean function and from it conclud-

th_correlation immune (or resilent) or not.

ing whether the function is m
The next theorem, (Theorem 4.2.3), paves the way for the results that
conclude and explain the relationship between algebraic graphs and cryp-
tographic functions. The proof to Theorem 4.2.3 is given in the referenced

material. The results that follow are then proved from this theorem.
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Theorem 4.2.3. [9] Let f € B, define

N = 2"WE(b(i)) for, 0<i,j<2"—1.
Then {\i} = SpecG¢(Fy, Quu(y))-

Proposition 4.2.4. Let f € B,,. Then f is (cl(m)) if and only if
i € Spec(Gy), i =0, forall 1 < wt(b(i)) < m.

Moreover, f is m-resilent if and only if \; = 0, for all 1 < wt(b(i)) < m
and Mg = 21,

Proof. Let f be an n-variable Boolean function.

“= 7 If fis m*-order correlation immune, then
Wy (b(i)) =0, for, 0 <i<2"—1.
From Theorem 4.2.3:
Ai = 2"W5(b(i)), for all 1 <wt(b(i)) <m
1
=2" <—2Wf(b(i)) +2m15 (b(i)))
= 2" W(b(4)) + 22" 15(b(4)). (4.1)
Recall that,
1 ifd(:)=0
0 ifb(s)) #0.

However, 1 < wt(b(i)) < m = 0(b(i)) = 0, since for wt(b(:)) > 0 we must
have b(i) # 0.

5(b(1)) =

Then (4.1) becomes

i = 2" W (b(3)).

Also, we have that W;(b(i)) = 0. Hence, A\; = 0.

“<«<7: Now, assume \; € Spec(Gyr), Ai =0, forall 1 <wt(b(i)) < m.
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Then following from Theorem 4.2.3

0=\ = —2"" W (b(i)) + 22" 15(b(3)).
Hence, W;(b(i)) = 2"6(b(i))

1 ifsan =o 43

0 if b(i)) # 0.

However, 1 < wt(b(i)) < m = 0(b(i)) = 0, since for wt(b(:)) > 0 we must
have b(i) # 0.

Then (4.2) becomes
Wy (i) = 0.

Similarly, to demonstrate m-resilence we proceed as follows:

“= 7. If fis meresilent, then wt(f) = 2"~ and Wy(b(i)) = 0, for, 0 <
1< 2" —1.

So, from Theorem 4.2.3,

A =2"Wi(b(i)), forall 1 <wt(b(i)) <m,

and it follows (in a similar fashion to the presented above) that \; = 0.

Also, by definition, A\g = r = wt(f). However, since f is m-resilent, f is
balanced. Hence, wt(f) =21 = \g = 271

“ <7 Now, assume \; € Spec(Gy), Ay =0, forall 1 <wt(b(i)) <m
and \g = 2"~ L. Then, by definition, Ao = wt(f) = wt(f) = 2" = wt(f &
1). Thus, f is balanced.

Also, by a similar technique as that used above, W;(b(i)) = 0. Hence,
since W¢(b(7)) = 0 and f is balanced, f must be m-resilent.
[

Theorem 4.2.5. Let f € B,, Spec(gf(Fg,th(f)))‘ = 2, such that \g #
A1, for Mo, A1 € Spec(Gy(Fy, Q). Then the connected components of
Gy (Fy, Quecry) are complete graphs. Moreover, Quyr) U {b(0)} is a group,
where b(0) € Fy.

Proof. Let Gy be a Cayley graph associated to a Boolean function with two
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distinct eigenvalues. Then, from Proposition 1.2.5, if [Spec(Gy)| = s + 1,
diam(Gy) |Spec(Gs)| — 1 = 1.

Hence any connected components of Gy are complete graphs.

Next we show that (th(f) U {b(0)}, 69) meets all properties of a group;

(i) Pick any pair of w; € Q) for any 0 <i <n — 1, (say w1 and wa).

Then, since diam(Gy) < 1, for any connected component,
d(wl,wg) = 1,

= any pair of w;s is adjacent,
= flwr ®ws) =1,
= w1 © w2 = Quy(y),

Hence, Q) U{b(0)},®) is closed under &.

(i) Let wi, w2, w3 € (Qyi(py U{b(0)},®). Then, since & is associative;
(w1 @ w2) Dwz =w1 @ (w2 D ws).

(i) Let wi, b(0) € (Que(ry U{b(0)},®). Then, since any n-dimensional
vector XORed with the 0-vector returns the same vector, and XOR
is symmetric, it therefore, suffices to say there is a 0-vector b(0) €
(Qut(r) U{b(0)},®) such that w; & b(0) = w; = b(0) & w;.

(iv) Let w; € (th(f)) for any i. Then, by the definition of €,,(), for all

w; € Qyy(p) there exists wy € .y such that w; Gw; = b(0) = w; Bw;

. . -1
for any i and j = wj = w; .

Also, since b(0)~! = b(0), for every w; € (Quu(p) U {b(0)}),
there exists w; € (Qye(py U{b(0)}), such that,

w; Dw; = €Qi(pU{b(0)} = b(O) = w; O w;.
Hence, it is clear that (Qqs) U {b(0)},®) is a group.
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Corollary 4.2.6. Let f € B, !Spec(gf(Fg, th(f))‘ = 2, such that \g # A\,
for Mo, A1 € Spec(Gy(Fy, Quu(r)))- If B(0) € Quy(yy, then

)\0 = ‘th(f)‘ and )\1 = 0,
where b(0) € Fy.

Proof. Let b(0) € Quypy- Then, Quyp) U{b(0)} = Quyp). By definition
N=r= ’th(f)’, so all we are left to show is that A\; = 0.

By Proposition 1.2.5, diam(Gy) < 1 which implies that, for each connected
component of Gy we have d(X,Y) =1, for all X,Y € F3, (since the compo-

nents are complete via Theorem 4.2.5).
Also, since b(0) € Qs and Gy is complete, the graph has self loops,

= the adjacency matrix, Ag,, of the associated graph is;

11 1
11 1
1 1 1

from which the second eigenvalue, A\; = 0, may be calculated.
O

Corollary 4.2.7. Let f € B, }Spec(gf(]Fg,th(f)m = 2, such that \g #
A1, for Ao, A1 € Spec(gf(Fg,th(f)). If b(O) ¢ th(f), then

/\0 = |th(f)| and )\1 = —1,
where b(0) € Fy.

Proof. Let b(0) & Q(p). By definition \g = r = ‘th(f)}, so all we are
required to show is that Ay = —1.

Similarly as for Corollary 4.2.6, we may construct the adjacency matrix.
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However, now b(0) & (), so the main diagonal of the adjacency matrix,

Ag,, of the associated graph has zero’s only;

1
1
11 0
Hence, the second eigenvalue may be calculated as A\; = —1.

O

Theorem 4.2.8. Let f € B,. If Gy is connected and |Spec(Gy)| = s + 1,

where s < 5 then
n < log, <wt(f) + <wt§f)>> .

Proof. Let Gy be a connected Cayley graph associated with a Boolean func-
tion. Since |Spec(Gr)| = s + 1, from Proposition 1.2.5;

diam(Gy) < (s+1) —1=s.
Also, any pair of vertices X,Y € G; are adjacent if ¥ = X & w;, where
w; € Qui(f) for some i. Thus, if Z is adjacent to Y,

Z =Y ®wy =X Pwy P ws for some wy,ws.

Hence, any Z € (Fg‘ \ th(f)) can be given as

Z = Zwi, where w; € th(f).

It follows then that i < s since diam(Gy) < s.

Hence Z = } 7 cjw;, where r = wt(f) and ¢; € Fa. Now,

|5\ Qu)| =27 =7 < <;>

since each ¢; is either 0 or 1 for any w; € Q4 (y), but ‘th(f)‘ = r. Hence
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each Z € F} can be made up of r or less w]s so

2" —r

IN
RN
w3
~__

= "

IN
<
+
//
w3
N

Therefore, substituting r = wt(f),

n < log, (wt(f) n <wt(f)>> :

S

O

To illustrate the relationship between Cayley graphs and the Boolean
functions underpining the security of stream ciphers, we consider the follow-

ing continuation of Example 4.2.1:

Example 4.2.2. It is clear from Figure 4.2.1 that G¢(F3, 0, (5)) in Example

4.2.1 is 4-regular, so

Also Remark 4.2.1 assures us that the regularity of Gy(Fy, Q. (s)) is the
Hamming weight of its associated Boolean function. Hence wt(f) = 4, which
is as expected. Therefore, amongst other known attacks we are at least
certain (to some probability) that the cipher can resist statistical dependence
as an attack, since the Boolean function used is balanced by Definition 3.2.3
and Proposition 3.2.1. One can further test for resistance against other

attacks.
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4.3 Bent functions characterized by Strongly regu-
lar graphs

Just as pseudo-random number generators are core to the security of stream
ciphers, bent functions possessing necessary cryptographic properties are
used for construction of strong s-boxes which are central to the security of
block ciphers.

Block ciphers took over as an important shield for ensuring security of elec-
tronic data after the US National Bureau of Standards (NBS) called for a
strong encryption primitive in 1973. Since then many implementations have
been made, including designs of DES, AES.

In this section we build upon Chapters 2 and 3 by comparing the properties
and results for algebraic graphs and cryptographic functions. In Chapter 2
we introduced Cayley graphs and SRGs. In Chapter 3 we introduced general

Boolean functions and a special case; bent functions.

We consider n to be even and construct a Cayley graph associated to the
Boolean function, Gr(F5, Q. ()) = (V, E). Then the resulting graph is said
to be associated to a bent Boolean function. If, in addition, G¢(F5, Qyp)) =
(V, E) is a strongly regular graph then we say G;(F3, Q. (p)) is a strongly
regular Cayley graph associated with the bent Boolean function,
with both the vertex and edge set defined as in Definition 4.2.1.

We show the following powerful relationship between strongly regular Cayley
graphs and cryptographic bent Boolean functions. Recall that we consider

n to be even when dealing with bent functions.

Remark 4.3.1. The spectral coefficients of G¢(Fy,Qy(p)) are the eigen-

values of the corresponding adjacency matriz.

Considering Gy(IF3, Q,4(5)) to be connected we show that there is a link
(via the spectral coefficient of G¢(IF5, Qy(5))) between strongly regular Cay-
ley graphs and cryptographic bent functions. We show that the Hamming
weight of a cryptographic function has a lower bound. Furthermore we ex-

plore some corresponding properties of these strongly regular Cayley graphs.
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Corollary 4.3.1. Let G¢(Fy, Qyu(p)) = (V, E) be a strongly regular Cayley

graph associated with a bent function. Then

-1 2n+3 1
wi(f) > —

Proof. Let Gy be a SRCG associated to a bent Boolean function. Since
Gy is connected, by Theorem 2.3.7, |Spec(Gs)| = 3. This implies that the

maximum eccentricity of Gy (diam(Gy)) is not more than 2.

We omit the case where diam(Gy) = 0, because it violates the require-
ment of SRG Case I: diam(Gy) = 1 = Gy is complete and |Spec(Gy)| = 2.
However, |Spec(Gy)| = 3, which is a contradiction.

Case II: diam(Gy) = 2 = since a pair of vertices X,Y € V(Gy) is adjacent
if, for w; € Q).

Y=X& Ws.
Similarly, for pair of nonadjacent vertices X,Z € V(Gy), sharing vertex
Y,
Z =Y ®uwy
=X ®w B ws.

1.e any element outside the set €2,y can be given by the sum of two elements

inside the set Q(f).

Hence any Z € (IFS \ th(f)) can be given as

Z = Zwi, where w; € QU}t(f)
%

,
= chwj, where r = wt(f) and ¢; € F
J

but the number of ¢; that are not equal to zero is 2.

r
H F2\ © =2" _r <
ence, ‘ 7\ wt(f)‘ r < <2)
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r(r—1)

= 2" — <
" = 2
= r2 4 —ontl > 0
—1++/14 2743
= T >

2

However, » > 0. Therefore

-1+ V1 +2n+3
5 .

wt(f) =

O

Example 4.3.1. The lower bound of the Hamming weight of f in Example
(3.3.1) is

-1+ £/ 24+3 +1

2
-1+ +v129
2

wt(f) =

> 5.

The next theorem, Theorem 4.3.2 paves the way for the results that con-
clude and explain the relationship between strongly regular graphs and bent
cryptographic functions. The proof to Theorem 4.3.2 is given in the refer-

enced material. The results that follow are then proved from this theorem.

In particular Theorem 4.3.3 demonstrates a special property in the fam-
ily of strongly regular graphs. This is when A = p. Strongly regular graphs
with the property that A = pu, correlate with symmetric balanced incomplete
block designs, also known as the 2-(n,r, A) designs [11]. This gives rise to
a natural question on the possible interplay between Boolean functions and
2-designs or a more general question on the possible interplay between cryp-
tographic functions and symmetric 2-designs [1]. Block designs form part of
design theory, a study in combinatorics. The literature (e.g. [2] and [36])

reveals interactions between specific types of block designs and cryptography.
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Theorem 4.3.2. [16] Let G;(F3,Q5)) = (V, E) be a strongly regular Cay-

ley graph associated to a bent function. Then

Spec(Gr(F3, Qu(p)) = {\th<f>| A 12| = 1=/ |unr)| - M} :

Theorem 4.3.3. Let G¢(F5, Quy(p)) = (V. E) be a strongly regular graph

associated to a bent function. Then A\ = p if (n,r,\, u) are the parameters
of Gy(Fy, Quu(ry)-

Moreover, the corresponding adjacency matriz satisfies
A2 = (2" 227 — )T + pd.

Proof. Let Gy (Fy, Qy(5)) be a SRCG associated to a bent Boolean function.
Then from Theorem 2.3.5 we have that a connected (n,r, A, ) strongly reg-
ular graph with the property

A2 = (N — A+ (r—p)I + pJ, (4.3)

where I and J are the identity and the matrix consisting of all entries equal

to 1, respectively.

However, r = wt(f). From Theorem 4.3.2

{Vwt(F) = . —/wt(f) = u}  Spec(Gy).

Then it follows from Corollary 2.3.8 that

= wt(f) + [Vwt() = - wt(f) = u] + Vwt(h) = u = Vwt(f) = s
= wt(f) = Vwt(f) = w wt(f) — 1) (4.4)

p=wt(f) + (Vwt(f) = p) - (=vVwt(f) = p),
= wt(f) — v/ (wt(f) — ) (wt(f) — p) (4.5)

Since (4.4) and (4.5) are equal, it follows that A\ = p.
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From (4.3) we have that

A2 =N —p)A+ (r—p)I +pJ
= 0A + [wt(f) — wt(f) + (wi(f) — p)]| L + pJ
= (wt(f) =) I + pJ.

Then, from Remark 3.3.1 we have:

A2 — (2”*1 o351 u) I+ .

O]

Theorem 4.3.4. Let f € BB,,. Then G¢(F3, Q) is not a bipartite graph.

Proof. Let G (Fy, Q) be a strongly regular Cayley graph associated with
a bent Boolean function f. Then, if G;(F3,Qyy(s)) is bipartite, we have
Spec(Gy) symmetric with respect to 0 by Proposition 1.2.6. Hence, if A €
Spec(Gy) then —\ € Spec(Gy).

From Theorem 4.3.2 above we have that |Qp)| = wt(f) € Spec(Gy).
Hence, it would follow that —wt(f) € Spec(Gy). This is a contradiction, ac-
cording to the properties of Spec(Gy) in Theorem 4.3.2. Therefore; G¢(F3, €, 5))
is not a bipartite graph.

O]

Example 4.3.2. Consider f € BB, defined in Example 3.3.1 as
f(X) =21 22 ® 3 - 24.

Then V(G 7 (F3, Qui(r))) = Fa, s0 [V(G4(F3, Quu)))| = 2* = 16.
From Table 3.3.2,

Quu(p) = {0011,1100, 0111, 1011, 1101, 1110},
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SO

E(Gr(F3, Quu(p)) = {XY | (X DY) =1,X,Y € Fy}
={XY [ (X ®Y) € Qup), X,Y €F3}.

Hence, we have G¢(F3, Quu(y)) as:
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from a Boolean function to be the group from which the Cayley graph is
constructed. Hence this bring together both fields (graph theory and cryp-
tography) and the graph we end up with is the Cayley graph associated
with a Boolean function. We further noticed that from the Cayley graph
associated with a Boolean function we can derive numerous cryptographic

properties of a stream cipher.

Further to this we saw how strongly regular Cayley graphs play a role
in describing the strength of a block cipher by studying bent Boolean func-
tions. We concluded with examples drawn from the study of the relationship

between graph theory and cryptography.

96



Conclusion

This dissertation discussed the construction of Cayley graphs and the prop-
erties they possess with a view to applications in cryptography. Strongly reg-
ular graphs were also discussed so as to define strongly regular Cayley graphs
and distinguish them from general Cayley graphs. We provided background
material on cryptographic functions, and in particular Boolean functions,
(which are used in stream ciphers), and a special case, bent functions (which
are used in block ciphers). We then presented material discussing the links
between Cayley graphs and Boolean functions, as well as those between

strongly regular graphs and bent functions.

The key idea being that of constructing and defining a Cayley graph
associated with a Boolean function both generally and those in the special
case of a strongly regular Cayley graph associated with bent Boolean func-
tion. These graphs elucidate the connection between cryptography based on
Boolean and bent functions, on the one hand, and the characterization of
these in terms of general Cayley and strongly regular Cayley graphs on the
other hand.

We showed that the construction of these graphs follows directly from the
definition of Cayley and strongly regular graphs, with the group used for the
construction of Cayley graphs being (F3,®). In some cases the Cayley set
Qut(+) maybe chosen without regarding the condition, b(0) & sy, where
b(0) is the identity element of the group under the binary operation XOR.

These algebraic graphs can be used to measure some cryptographic prop-
erties of the underlying cipher. The strength of the cipher is measured by
considering the cryptographic functions that make up the security part of

it. Boolean functions make up the pseudo-random number generator of the
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stream cipher, so the design of the Boolean function is the crucial part of the
cipher and needs to align with the cryptographic requirements. Similarly the
set of bent (Boolean) functions makes up the substitution box of the block
cipher, so these bent (Boolean) functions need to be checked against the

relevant cryptographic requirements.

These requirements are drawn from understanding currently well researched
and implemented attacks by cryptanalysts. Some attacks considered in this
dissertation are: statistical dependence between plaintext and ciphertext,
(fast) correlation attacks, algebraic attacks, as well as linear and differen-
tial cryptanalysis. Some fundamental requirements drawn from analysis of
these attacks include: the Boolean function must be balanced, which means,
the choice of f must be such that wt(f) = wt(f & 1) = 2"°!; and the
Boolean function must have high nonlinearity, which is in fact attained to
its maximum by the bent function. Other requirement briefly discussed in-
clude, SAC, propagation, cl(m), high Hamming distance etc. We noticed
that during the attempt to achieve these requirements there are trade-offs
that appear, for instance we know that, for block ciphers, we could increase
the number of rounds to make it more secure but at the same time that
would lead to a disadvantage on the speed requirement of the cipher. Also
[32] makes known that correlation immunity and the algebraic degree are
conflicting properties and it is not possible to obtain a function with both

properties optimal.

We managed to conclude that, from the Cayley graph associated with the
Boolean function, one can actually tell whether the designed Boolean func-
tion is suitable against statistical dependence as an attack, since the reg-
ularity of the graph is equivalent to obtaining the Hamming weight of the
function, from which we may decide whether the function is balanced or
not. Theorem 4.3.2 from the last chapter shows that the Hamming weight
of the bent function can be given in terms of the spectral information of the

associated graph.

This dissertation considers PRNG; the author challenges the reader to in-
vestigate the possibility of considering CSPRNG for a similar study.
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